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Thisreport drawsattention to the little-analysed but pervasive presence of Chinese
military-linked conglomerates and universities in the sponsorship of-teghnology
research centres in many leading UK universaied intheir research relationships

In the cases where this is historic, these relationships and exchanges ended very
recently.

In manycases, these UK universities arehave beerunintentionallygenerating
researchthat is sponsored by adr may be of use té K A ynhhitar@
conglomeratesincluding those with activities in the production Weapons of Mass
Destruction(WMDs9, including intercontinental ballistic missiles (ICBMshell as
hypersonic missiles, in which China is involved in a new arms race and seeks
Yhassively destabilisifiiveaponry.

Much of this research is entirely based at UK universities, while other research
outputs include coperationwith researchers in China, ofteat the militarylinked
universities or companies sponsoring the UK research centre.

Many of the researclprojects will have a civilian usand Ukbasedresearchers will

be unaware of a possibtual use that might leadtaO2 Y G NA 6 dzi A2y (2 / KA
military industries.

Thisreport illustrates howover halfof the 24 Russell Group universitesd many

other UK academic bodies hawe have hagroductive researclelationships with
Chinesanilitary-linked manufacturersanduniversitiest Much of the researchat the
university centres and laboratoriés also being sponsored by the UK taxpayer through
researchcouncils Innovate UK, and the Royal Society

CKA& aK2dzZ R 0SS 4SSy Ay tdegiBlth©@Symiitarighy 2 F / KA
2027; and to use advanced military technology to leapfrog the US by 2049, the
centenary of the founihg of the Peoplé® Repblic of ChingdPR{.

S A 2 Ay 3 Q adivibmilitsidy fisi@EBean? ahintegration of military and civilian
industry andtechnologyintended to givethe S 2 LI SQa [ ABLA&ANT GA2Yy | NJ
leading edge in adapting emerging technologi&® suggest thatite existence of
this strategy makes any claim be able to reliablgooperateonly with the civil
branches of Ginese militarylinked companies and universities less credible
Thisreport analyses the relationships thap to 15 UK universities have ediished
with 22 Chinesanmilitary-linked universitiesas well asveapons suppliers or other
military-linked companiesMany of these Chinese universitiese deemedWery
High Riskby the Australian Strategic Policy Institute (ASPI).

This report includestatements from the UK institutions analysed: aee
determined b be as fair to them as possible, and, provided they responded to our
enquiries, the position of each is representiedthe fullest extent possibleNe have

1 This includes, in very limited cases, researcher/s and/or teaching fellow/s at one or more of the constituent
colleges ofhese universities, who are not employed by the university, but merely by a constituent college of
that university, and where theimssearch is carried out independently of either the college or university.
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also told those institutions we didot hear from that we will update the online
version of this rport to the fullest extent possiblaf and when they contact us.

1 Again in the interests of accuracy and fairness, we state here that a number of UK
institutions took issue with our analysed/e have duly included their comments and
reiterate that even soin our view there remains the danger that researathich is
carried out in good faithmnay be ceopted and exploited by the Chinese military.

1 We also wish to make clear thabme of the acadmics, researchers, or other staff
whose research at UK univeiss or centres is discussed in this report are accused
of knowingly assisting the development of the Chinese military, of knowingly
transferring information to that end, or of committing abyeach of their university
regulations. Nor are they accusedasfy other wrongdoing, or breach of national
security, or any criminal offence.

1 Sponsorship dfigh-technology research in UK universities covers areas such as:

A Metalsand alloys

Aerospace pysicsand hypersonic technology

Ceramicspiezoelectrics and rare eargh

Dronesand radars

Shipbuilding

Data science, Atnd facial recognitionand

Robotics (land, sea and space)

> D> D> > > >

Conclusions

China has a long history of weapons saleetpmes thatcarry out grievous human rights
abusesnduding Iran, SyriscBurma andNorth KoreaLy | RRAGA 2y S / KAY Il Qa R
surveillance state is already leading to systematic human rights apwgésts treatment of

the Uighur minoritydescribed as geraide.

The methods by which the UK monit@sd controls Chinese involvement in UK university

research argwe suggestnadequate.The companies sponsoring Hiased research centres

AyOf dzRS / KAY !l Qa f I NHikkdngpsoBucdrddigtrike fightey dzF I O dzNB N
engines, ICBMs, nuclear warheagdstealth aircraft, military drones, tanks, militarge

metals and materialsand navy ships.

At its simplest, for the UK government and taxpayer to fund and assist the technological
development andossibly tke force-projection capabilities of the mili- NB 2 F (KS t S21
Republic of China is not in the British national interest.

CKAA A& | LAOGdZNBE 2F WAGNI G0S3IA0 AYyO2KSNBYOSC
military development and growing forgerojection capabilities. Taskfinandangand
enabingthese developmentsuggests lack of strategic coordination.

This poitts to the need for a strategic reassessment for new rules for scientific research with

PRC universities and companies, some of whiéh2 dzf R 0SS | LILJX ASR RANBOI
research councils and universities, while some may require legislation. Othearales

needed for scientific research wider potentiallysensitivescientificfields generally and in

universities in particular.



Recommendations
The UK government should:

1 Ust all those Chinese militatinked companies and institutiortBat it wants to kar
from sponsoring science research in UK universitiesfrom research amperation
in general;

1 Lst those entities it wishes to pvent making inward investmesitgenerallynto the
UK. This has been the practice of the US governmedtooks set to coribue with
the new administration;

T WAGALFGS | LWzt AO | dzZRA (G 2 Fto dstiblistizyieitaded NE A G A S 2
Chinese fading of UK technology research and establish new rules for universities

themselves, as well as for UKRI, InnovatethdKRoyal Societyand research

councils Combined with anéntities lisQthis may be best placed in new legislation

dealing withreseach and Chinese militafynked organisationspecifically, or
authoritarian states generally

1 Setup a new government org#sation similar to the Committee on Foreign
Investment in the United States (CFIU&)oserole would include monitoring and
assessrant of university sponsorship;

1 While it is important to preserve academic freedom, the government shimdce

deeplyl 33S3a8 6KSGKSNI a2YS 2F gKIG A& OdzNNBy

or research with findings in the public domain, may hpwessble dualuses in
sanctioned countries including China, and where approval for research centres
have allowedrojects which are exposed to this risk to take place

1 Further review he Academic Technology Approval Scheme (ATé8gtter control
entry to the UK ofnternational students (apart from exempt nationalities) vdgo
research may create risks certain sensive subjectsand

may

1 Reassess thareas of scientific research that can be carried out by public research

institutions and/orin which reseach findings can bpubliclyreleased.

Thesemeasuresshould form part ofanurgent reassessment of the securitgplications of
the socalled®olden Er@policies towards China arte strategic assumptions that
underpinned them.
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Introduction: The context of Chinese militargxpansionism and
civil-military fusion

Beijing has recently decked i K & / KAyl FAY&a F2NJ G6KS tS2L) SQa
apar with the US military by 2027. This would have deep andefarhing cosequences for
security for the UK, other demaacies, and UK allies.

The rapid technological development of the PLA should also be set against the wider

background of the increasingly hawkish strate§gnd strategic thinkers around President

Xi Jinpingas well as the authoritarian entrenchmenttbie state in China. Scholars have
RSAONAGSR - AQa | RKS NBoydamaiatBoa strétegeyn@ ®LIG 2 F 0
become aglobal hegemony by 2049, the centenary of the founding ofRkepl€2 Repubc

of China(PR(:? Research and development in negetneration military technology should

be understood in this strategic context.

Since the late 1990s, defectors have referred to new military technologiésr
development bythe PLAor use\Beyond RiwanQThe aim, disussed by senior Chinese
military figures, is to use advanced military technologies to leapfrog the United States in
particular3 This includes the capacity to launch devastatinggmeptive strikes or counter
attacks aimed at destatiliA y 3 Sy Srddar syseersDosbitalsatellites, and command
and control systems, including through the possible use of unconventional weapons and
electronic warfare.

This is underway amidst apparent ongoing confusion in British strategic thivhilg UK
taxpayersizy R NBaASF NOK i dzyA@SNERAGASE GKIG Nmrnaia

YATAGINEE GKS ! YQa wgb5 ALISYRAYy3 2y AlGa 26y R
more on R&D than the entire UK defence sector.

Driving the Chinesgrowth in military technology is the mandated integration and joint
development of military and civilian technology sectorsirilmilitary fusiorQwhich
Beijing hopes will give the PLA a leading edge in adapting emerging tedesotogrder to
utilise them for military purposes, across technological fiélfikis means it is especially
difficult to know that research for an apparently civilian business unit of a miiakgd
Chinese conglomerate, or for an apparently civitaiented departmem of a military
backed university, will not ultimately be put to military use.

China has a long history of weapons proliferation to unstadahoritarian regimeghat
systematically abuse human rights challenge which may beagving. Chindas syplied
military materielto the Syrian regime throughout the Syrian civil wahas routinely
supplied Burma with materiel including Fa\surfaceto-air missile®,107mm surfaceo-

2 Pillsbury, M. (2015)Ihe Hundregrear Marahon: China's Secret Strategy to Replace America As the Global
Superpowe® { G al NIAyQa DNAFTFFAYyOD

3 https://www.iiss.org/blogs/researctpaper/2018/12/emerginegtechnology-dominance

4 https://www.iiss.org/blogs/analysis/2020/05/chiraiviFmilitary-innovation

5 https://asiatimes.com/2019/11/chinasgnobile-missileson-the-loosein-myanmar/
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surface rocket$,JF17 aircraft! armoured vehicls? and possibly drong® In Afghanistan,
Chinese weapons consistently make their way to the Taliban, including stofade
missiles and antaircraft guns'® Chineseentities and companies are believed to haaen
involved in nuclear proliferatiorotPakistan, Iran and NdrtKoreat!

| KAYl Qa Y-prdjektion chidacityfi?ghduirgy), and its militamymmitting more
resourcesto researcing highly-destabilising materieluch as directe@nergy weapons and
KELISNER2YAO YA aaAa ftsfasurvéilldice/stas alreds |€a8ifig2oLIY S y
systematic human rights abuses.

The findings of this report do not detract from the value of the international scientific
collaboration in which British universities participate and frequently lead, incudith
Chinese nationalgnd should not be used to cast suspicion on Chinese researchers in the
UK. However, thathe Chinese military is liable to exploit some of the scientific research at
UKuniversitiesthat we describe, research which is often alpossored bythe UK taxpaye
demonstrates a lack of strategic coordination tligagainstthe British national interest.

NB: None of the academics, researchers, or other staff whose research at UK universities
or centres is discussed in this report asecused of knowingly asgiag the development
of the Chinese military, of knowingly transferring information to that end, or of
committing any breach of their university regulation®Nor are they accused of any other
wrongdoing, or breach of national secitly, or any criminal offexce. In some cases,
research may be used solely for nanilitary ends the purpose of the examples
mentioned in this report is not necessarily to demonstrate that they risk being used for
military purposes, but in some cases thtte research may simply Hp improve the
business or academic position of a PRC militinked conglomerate or institution where
researchmay beput to use by the military of the PRGr organisations which are linked to
it, we assume thatesearchers in the UK will have carrieditthis research without
intending this to happenFurthermore, none of the UK universities, institutes or funding
bodies mentioned in this report are accused of knowingly contributing to the

RS @St 2 LIY Sy ilitaryfor ifs miktafylindustries, as w believe that these
universities have developed the sponsorship and research relationships we describe in
good faith and in the belief that their scientific outputs will have purely civil ends.

The purposeof this reportis simply to draw attention tothe risk that UK research may be
exploited by the Chinese military in a way the researchers could never have envisaged. It
is our belief that shedding light on this risk is unquestionably a matter of pressing atal

5 1bid.

7 https://ithediplomat.com/2014/06/burmato-purchasechinesepakistanijf-17-fighter-jets/

8 https://www.burmalibrary.org/en/armedand-dangeous-myanmarsmilitary-goesshopping

9 https:// thediplomat.com/2016/06/ismyanmarusingarmed-chinesedronesfor-counterinsurgency/
10 https:/iwww .telegraph.co.uk/news/worldnews/1562148/Chineseeaponsreachingthe-Taliban.html
1 https://www.nonproliferation.org/wp-content/uploads/npr/102paul.pdf
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public interest (See also Nota Benie Chapter 3.)We have initially published this in
online form only to provide more opportunity for possible corrections.
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Chapter overview

Chapter 1 of the report will consider the Chinese militlnked institutions and companies
sponsoring the reseah centres in UK universities, and with whom researchers at these
centres are or have been cooperating.

We have derived this listing from theompilation and risk rating carried out by the
Australian Strategic Policy Institute (ASPI), and especially lex Aoske, whose analysis of
cooperation between the Chinese military nexus and western universities first drew
attention to some of the univesity centres we discuss; in many respects this constitutes
an extension of that work.

This report analysesthésSey 1 NB&a Q NBASI NOK 2dzilddzia FyR GKSAI
materiel, while bringing to light other UK research centres that have not bessussed
before.

In Chapter 2, we describe the UK univerfiised research centres of concern, outlining
their Chinese sponsorship relationships, with examples of where UK taxpayer funding is
contributing to these projects, and discuss their specific aede outputs.

Chapter 3 analyses the technological themes we discern in the research and relates these
themes topossible military use generally and the interests of China in particular. Chapter 4
describes the relevant rules in the UK, including for etgpand information covered by
military and dualuse export control lists, UK research governance, and the USagipto
Chinese militanjinked companies and institutions. We then offer conclusions and
recommendations.
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Highlights:Sgnificant UK university relationships

Our investigations and analyses suggest the following:

Imperial College London

Imperial has at least four research centres sponsored by major Chinese weapons suppliers.

hyS 2F LYLISNAIf Q& &L y-gelieMiion steilth RybtedsS foravhithy 3 / KA
engine research has been a major challenge. It recently described a maj&athyoeagh in

turbine blades that also happened to bean area of researcbne ofits subsidiariebas

sponsored at its Imperial centre.

The firm also sponsors composites research at Imperial, including carborrdiinferced
plastic (CFRP), a radabsabing stealth material that is receivingver more attention from
the arms industr@Imperial researches other types of composite thabther applications,
appear to beused in strike fighters.

Summary of response from Imperial College London

& L yé linditéd instances where we receive sponsorship from Chinese companies, this (s for
fundamental scientific research. For example, work to develop lightweight strong glass
has a wide range of potential scientific and commercial applications in matyrse
worldwide. We do not conduct any classified research. Imperial conducts its own due
diligence prior to any sponsorship arrangerhéiWe also work closely with the Export
Controls Joint Unit and other relevant UK government agencies. All relationvsitipthird
parties are subject to prior and continued review.

Our research outputs, which are in the public domain and routinely glbdi in leading
AYOSNYFGA2Y T 22dzNYFfas NS I22R F2NJ AaPDASYOS
Science is a glalbendeavour, and we are proud to work with our peers in academia and
AYRdAzZAGNE | ff 2@0SNJ KS 62NI Rde¢

2\Where these have been received, fuller responses are available below.
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Cambridge University

Beijinghas said thaexchanges betwee@GambridgeandNUDTwWillB NB | Gt & NJF A aS (K.
power [in] highprecision navigatio@2 One scientistvho is ateachingfellow at a

constituent college o€ambridggthough, like many fellows at Cambridge, notg@oyed by

the university directly)s also a Distinguished Visiting Professor at NUDT. He$earched

with ascholar in the PR@hose other work includes studies of higtiitude nuclear

detonation.

Summary of response from Cambridge

dThe Cavendish baratory does not have, nor has ever had, any projects, research grants or
contracts with NUDT or other military institutions ini@d There was an MoU between the
groups, but this never led to any formal research funding, lapsed in 2018 and has not been
renewedée

Manchester University

al YOKSAGSNI | YADBSNEBEAGE KlIlidgter-cahiRegtal Bafisic niiskile y' I Qa Y
(ICBMV) conglomerate with a UK taxpaysubsidised research centie.y S YSYO6 SNJ 2 F &
research has been funded by the EPSROrariudes drones and aireathing hypersonic

vehicles, including a study on improved manoeuvrability with a Chinese miinaed

university arecent paper illustrates missiles moving towards the same target. One

Manchester lab sponsored by a major Chinese weapons firm produces research on drone

swarms.

A Manchester researcher from the PRC investigates ceramic coatings fostwyigerehicles

WAOK | YF22NJ YAEAGFENE €F0o2NF G2NE istatesthiKA Yyl Q&
has possibléefence purpose@and one of the papers presenting the findings calls these
ceramicsdesirable for applications [in] defence sect@&hen in miliary use, hypersonic

missiles travel at over Mach with manoeuvrabilitythat renderstarget-prediction

impossible An Obamaera official has called thedgaderkillersQThe EPSRC has helped

fund research, by scholafitom the PRCon airbreathing hypesonic vehicles. Images from

By AGAYT [ KAYlFQa aAyAadNR 2F 9RdOF{GA2YY
https://web.archive.org/web/2020083125735/http://www.gesie.org/news/Center/201:09-22/925.htmland
https://www.aspi.org.au/report/pickingflowersmakinghoney
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https://web.archive.org/web/20200831235735/http:/www.gesie.org/news/Center/2017-09-22/925.html
https://www.aspi.org.au/report/picking-flowers-making-honey

China in November 2020 showed what appeared to Kgotentially airbreathing and
nuclear capabléypersonic missile attached to a military plane manufactured by one of
LYLISNAIFEfQa / KAYSaS alLlRyazNRO®

Another memler of staff atManchester has researched an aluminium allaghwstaff at a
Chinese militarfinked laboratory which has separately been funded byNagional
Defense Program of Chiffiar research into the same alloy.

Summary of response from Manchester

WevalueouO2yySOlUA2ya gAGK /KAYIlI Fta Fy AYLRNII Yy
international trade and cultural links. All such interactions have to be based on government

guidance and regulatiotWe take all necessary measures to assure ourselves that o
research isiot used beyond its agreed application. Typically, the results of collaborative
research are published in the open, publicly accessible scientific literature, as is the ngrm for
research conducted at the University.

The cases given in thevifas report wee either for research collaborations or for visiting
researchers to undertake projects in University of Manchester laboratories. All current
projects mentioned in the @itas report went ahead after assessment and approval by the
Export Cotrol Joint Unit(ECJU).

We can confirm that all due diligence and processes are in place to allow academics and the
University to question the potential of their research and only engage with external entjties
within the legal remits of the export contrédgislation asssessed by the ECJU. Our current
due diligence addresses and ensures that no controlled information is exported outside the
UK without the appropriate licence in place. The University continues to work closely with
the ECJU and governmergemncies to ense that we are fully compliant with policies and
protocols around export of materials, information and data.

Birmingham University

Birminghanstatesl K & A d0& LIN} OGAOS 2F 02ttt SOdAy3a AydS
behaviour in coperation with Badu (called® K A y | Q &utDrglér BS s@nctiorfer

military cannectiong is\®ontroversiaQ Another project, sponsored by $&nctioned

companies including Chinese military jet manufacturers, will aléng-user<€lo Wansfer

technolagies to their supply chaid

Strathclyde University

Strathclyde hosts another UK university laboratory SbéhNBER o0& / KAyl Qa f SI R
manufacturer whose fields include drof#warming technologQ A separate Strathclyde
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centre, for image processing, backed by Chinese militalipked universities as well as the
Royal Societystrathclyderesearchers haveooperatedwith PRC institutions on research
including'Person reidentificationCin camera networks (fodéarning deep feature®

Summary of reponse from Strathclyde

G¢KS O2ftlr 02N GA2Y ANBSYSyd NBFSNNBR (2 0Si
China Academy of Launch Vehicle Technology (CALT) focused on mechatronics research
contributing to the UKChina Flagship Challenge program profgmartFarm, with the aim
of developing more efficient and sustainable approaches to farming and food produlti
used AgriRover a device for testing soil quality based on technology previously developed
for use in exploration on Marsas a key prottype. A demonstration of AgriRover was
made in a farm in Beijing and an export control license was securgdtfre UK
Government Export Control Joint Unit before the demonstraXiddpenly published
research is by definition available to researchers olieréntire world. The university
supports, and has contributed to, work of UUK and CPNI on Trusted Researndute that

A ¥ v oA

OKSO14 YR o6lftlyOSa I NB SYOSRRSR | ONRA&H 2 dzNJ

University of Kent

Y S yderfiré hascooperatedwith Huaweias well ageseaching numerous fields, including
radars andGlobal Navigation Satellite Syst¢@NSY

Summary of esponse from the University of Kent

G2S R2 y20 02YYSyid 2y AYRAGARdAzZ f YSYOSNR 27
have a PhD project funded by Huavi@i the novel design of antennae for civiligpecific
smart phones. All results to date have beerbligshed by IEEE, a reputable-bi&ed journal
for engineering studies. We have also applied for open access to these papers, which |will
improve their avadbility. The antennae group does not have collaborations with any
military-linked universities in Cha.

G¢CKS | YAOSNEBAGE 2F YSyid NBaLlsSoOoda Ftf ! Y GNIR
FYR O22LISNI (S gAGK GKS 'Y |dziK2NRGASE DE

Warwick Manufactung Group (WMG)

WMG trainedone of the pioneer ¥ / KAyl Qa L/ .a LINRPINIF¥YS Ay ™
I KAY Il Q& -debeloping tohglomerate todayWMG says that its prioritiegllign

Oft2alSfteée gAUOK GKS YIAYy LNy ihdSRo@FdaAKES { G 0
courses have been of benefit to a wide range of organisations [incluggagms gian
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China North Industries Corporati@@akaNorincg whose other customers include
Zimbabweg. WMGstaff haveresearched with an alloys supplier toet Chinese military, and
amilitary-linked university in high enereggensity polymer nanocompositethis research
stated that$¥unctional polymer composites are attracting interest [for] high power
weaponsQ

Summary ofresponse from WMG

GAllofthe UniE NE A 128 Qa NBA&ASINOK Aa JI20SNYySR oé
controlregulations. The research you refer to is in fact, at our university, to use polyme
based nanocomposites to develop sustainable and environmentally friendly fully
biodegradableplastics. The content of the courses that we run for Chinese companies 4

three week long taught modules on a number of aspects of management and not any 1
of researche

=

are all
orm

Southampton University

Harbin Engineering Universjtgupervised byhte PLANavy, says its joint centre with
Southampton in naval architecture hbslpedit move into a¥orld classposition.A
Southampton researcher hasvestigated very large floating structures (VLF®) at least
two Chinese militanaffiliated institutions. VLFS bases would allow improssa and air
power projection into disputed wiars.

Summary ofresponse from Southampton

0As an international university, Southampton has many active collaborations with rese
colleagues from China producing work whis the potential to create wideanging
societal benefitX our collaboration vith Wuhan University of Technology has mainly
focused on efficient shipping and safety including reducing emissions and improving
YIEGAILGA2Y T &l FSG& 0t SE&SYy 2 AHAK WSANGFR NOYS
[camd to an end in September 201Addtionally the partnership with Harbin is an
education programme with undergraduate modules offered there replicating the same
offered in SouthamptonWe proactively manage anégularly review our collaborative
relationships with the wide range of domesénd international partners with whom we
work to ensure they are appropriately aligned to our strategic objectives and governan
policies. In managing our partnerships andaadirations, we also closely monitor and
follow UK Government advice on bothenbational matters and on Universityusiness
relationshipst

arch

by IONSS Q

18



Queen Mary University of London (QMUL)

QMUL calls itseery honouredlo have a large joint research centratvNorthwestern
Polytechnic University, an institution whishys it iSlevoted to improving and serving the
national defence science and technology industyh yS 2 ¥ (i REBbhaSe8GhiefNB Q &
Scientists is an authorityn aero enginesvho has beeridzy RS R osiNatibrial’Dgiénse
Technology Foundation for Scientific Research. Another has advertised his interests in
modern strike fighters and hypersonic missiles

Cranfield University at Shrivenham

Cranfield is home to Cranfield Defence and Séguat secure miitary site whose partners
include the Atomic Weapons Establishment (AWE). A reseaattieNJ y TCer@ré farQ a
Electronic Warfare, Information and Cyber (CEW#S)yesearchecautomatedcamera
surveillance of peoplshowing physical syptoms ofstresswith counterpartsin Chinavho
acknowledge Chinese statgrojectfunding,but Cranfield have stad that: 4 academia,
papers can be published independently from paid project work and egpelnt of an
individual's academic scholarly outf®@irhe Cranfield researcher is axpert in Electro
Opticsandhas beera visiting professor at Nanchang HangKong University, where
optoelectricsis a designated area of military research.

Summary of response fromr@nfield

a As can be seen from the ordef the authors[the researcher at Cranfieldyas a minor
contributor to the papefabove] His role was mainly focused on providing peer advice for
the writing of good scientific papers.

d{He]was not paid to work for Nanchang Hangkong University dunis time as an
employee of Cranfield. The Visiting Professor title was an honorary{kiggrejects in the
strongest terms any suggestion his research has links with the Chinese nalitdfyras had
no funding from Chinese companies or organisatimndis research.

oShrivenham is not owned or run by Cranfield. The University is an acageorider
supplying postgraduate educatian.

14 1bid.
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Glasgow University

Glasgow has established a joint college with a major militagked PRC university whose
collaborations includevith a Chiresenuclear warhead manufacturethe Chinese Academy
of Engineering Physics.

HeriotWatt University

OneHeriot-Watt researcheifrom the PRCanperatedwith a researcher affiliated with

Harbin Engineering Universioy research entitledSnoopy: Sniffing your smartwatch
passwords via deep sequence learniwbere UK taxpayers fundedsearch intca
passwordbreaking tool with a leading Chinese militdiyked university which is under US
sanctions, known to specialigeinformation security, and whose staff have been charged
with espionageThe researclspeculates the wrong hands, Snoopy can potentially cause
serious leaks of sensitive informati@n

One researcher has been funded by UK defence groups to workM@M®adar She has
researcledradare I YYA Y 3 4§ A U K -linkéd K¢ylLabaratorylof Radar IMkling and
Microwave PhotonicsincludingTarget Tracking While Jamming by Airborne Radar for Low
Probability of Detectionwhichdiscussedtealth aircraft aviding detection.

Response from HerieWatt

oHeriot-Watt University is a global university with an international academic community
that takes part in world leading, multiational research across many diverse areas. As with
all universities, and as a dii@able organisation, any research carried out, authored or co
authored by any member of HeridWatt University staff is publicly available and complies
with all regulations and laws regarding national security and intellectual pro}evey
believe this reort to be without merité

\*ZJ

University of Surrey

Surrey has partnered with the China Academy of Space Technology (CAST), a subsidiary of
CASC, to develop 5G technoloiy parent companysk  YF 22 NJ LI NI 2F / KA Yl |
weapons programme. This formalagonship appeared after Max Lu became Vice
Charcellor. Theresa May subsequently appointed Lu to the Council for Science and
Technology; he also sits on the boards of UKRI, the National Physical Laboratory and
Universities UK, giving him consideraptgential influence over UK research funding.
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Summay of response from Surrey

G¢KS ! yADSNEA HeaditgBG hrizkiak e coadddiell tRis research into
the role of satellites in maximising the potential of 5G serviceawtl The researckvas led
by Professor Barry Evans, who is a legdinthority on satellitdbased technologies in

telecommunications. We partner with many different companies, government agencies and
other bodies to drive this work to ensure the full potential of 5G techgas are realised.
Telecommunications technolagg are global in nature and scope, and our work contributes
to defining and developing 5G standards and protocols internatiogallyd forms part of a
large body of research on this topic publicly availab2 N R A RSX Ay O2YLX Al Y
relevant Britsh Government guidance and legislation, we are playing our part in both
IR YyOAYy3d GKS &dzy 2F KdzYkry 1y26ftSR3IS |yR RSt

Some of the PRC companies sponsoring and involved with résieave civilian business
lines, although in someases production for the PRC military constitutes the majority of
their business. Where conglomerates are also ciwtiganted, the interests of their
military-linked businesses often overlap with the raseh carried out in the centres these
conglomerags sponsor.

21



Glossary

AA: Aluminium alloy

AAID: Aeroseassisted ion deposition

ACMT: Advanced Conventional Military Technology

AEA: Adversarial Erasing Attention

AECC: Aero Engine Corporation oh@hi

Al: Artificial intelligence

AHV:Air-breathing hypersonic vehicles

AM: Additive manufacturing

ASRI: Aircraft Strength Research Institute (subsidibANVIG

ATAS: Academic Technology Approval Scheme

AVIC: Aviation Industry Corporation of China

BAMTRIBeijing Aeronautical Manufacturingg@hnology Research Institute (former name of
MTI, below)

BATRI: Beijing Aircraft Technology Research Institute (subsidiary of COMAC)
BIAM: Beijing Institute for Aeronautical Materials (subsidiary of AECC)
BIS: Bureau dhdustry and Security, Department @Gbmmerce (US)
BIT: Beijing Institute of Technology

BUAA/Beihang: Beijing University of Aeronautics and Astronautics
BWC: Biological and Toxin Weapons Convention

CAF: Creep age forming

CALT: China Academy of Launch \fefliechnology (subsidiary of CASC)
CASC: China Aerospace Science and Technology Corporation
CCP: Chinese Communist Party

CETC: China Electronics Technology Group Corporation

CFRP: Carbon fibreinforced plastic

CGM:Control Momentum Gyroscopes

CGWIC: Gha Great Wall Industry Corporation

CNN: Convolutional neural network

CNT: Carbon nanotube

COMAC: Commercial Aircraft Corporation of China

CQU: Chongging University

CQUT: Chongging University of Technology

CRISPR: Clustered regularly interspaced shdirtggamic repeats
CSSC: Chirstate Shipbuilding Corporation

CSUCentral South University

CVD: Chemical vapour deposition

DARPA: Defense Advanced Research Projects AQéBry

DIT: Department for International Trade (UK)

DMU: Dalian Maritime University

DNN: Deep neural networks

DOD: Bpartment of Defense (US)

EPSRC: Engineering and Physical Sciences Research(O&)ncil
ETPE: Energetic thermoplastic elastomers

FAI: First Aircraft Institute (subsidiarfyAVIQ

FAST: Fast light alloys stamping technology
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ALR: Fuzzy label regularisation

FML: Fibremetal laminate

FP: Formal Partnership

FSSErequency selective surface

GNSS: Global Navigation Satellite System

GPS: Global Positioning System

HDPE: Highensity polyethylene

HEFCE: Higher Education Funding Cibtor England

HEUHarbin Engineering University

HfC: HafniunCarbide

HIT: Harbin Institute of Technology

HUST: Huazhong University of Science and Technology

ICBM: Intercontinental Ballistic Missile

IDSS: Intelligent decision supporting systems

LPD: Lowprobability of detection

MIMO: Multiple Input Multiple Output

MSSMinistry of State Security

MTCRMissile Technology Control Regime

MTI: Manufacturing Technology Institute (subsidiahAVIQ

NELA: Northeast Light Alloy Company

NCHUNanchang HangKongniversity

NJU:Nanjing University

Norinco: China North Industries Corporation

NPU/NWPU: Northwestern Polytechnic University

NUAA:Nanjing University of Aeronautics and Astronautics

NUDT: National University of Defence Technol@jyna)

PEEK: Poly ethether ketone

PDS: Passive detection system

t[!Y tS2L)SQa [AO0OSNIGA2Y ! NXxe@
tw/ Y tS2L) SQa wSLWzotAO 2F [/ KAyl
PZT: Lead zirconate titanate

QMUL/QMES: Queen Mary University of Londguéen Mary Engineering School
RelD: Reidentification

RFID: Radio frequenayentification

RPV: Remotely Piloted Air Vehicles

SAR/ISAR: Synthetaperture radar/inverse synthetiaperture radar
SASAC: Statewvned Assets Supervision and Administration Commission
SASTIND: State Administration for Science, Technology and Indugtigtifmmal Defence
SIPRA: Chiracotland Signal Image Processing Research Academy
SLV: Satellite Launch Vehicles

SOE: Statewned enterprise

TPUN: Thermoplastic polyurethane elastomer nanocomposites
UAV: Unmanned aerial vehicle

UESTC: University Bfectonic Science and Technology of China
UHF: Ultrahigh frequency

UHSS: Ultrhigh strength steel

UHTC: Ultrdnigh temperature ceramics
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UWB: Ultrawide band

USV: Unmanned submersible vehicle

UUV: Unmanned underwater vehicle

VLFS: Very large floatingwttures

WA: Wassenaar Arrangement

WMD: Weapons of Mass Destruction
WHUT/WUT: Wuhan University of Technology
WMG: Warwick Manufacturing Group

NB: For individuals, name order (whether given name or surname is first) is written as
provided on the materialtsdied
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Chapter 1: Chinese militariinked and fundeduniversities and
companies

2S KFE@S FTRIFILIISR GKS !'dZAGNIEALY {GNIGS3IAO0 t2f¢
background materials to build a list of the relevant Chinese institutions and auiegpa

involved in scientific research with UK universities (adding some universities and institutes

GKFG R2 y2G FLWSFN Ay (GKS ' {tL aedadiSyoo 2S5 N
O2YLINBKSYyaA@dS NBaASINOK OF NNMSiRks; odrfier A y 12 / KAY
institute has its reach. We first outline the relevant Chinese universities and research
AyailiAabdzianzyas GKSy O2YLI yASaod 2KSNB | LILX AOI o
each institution and the UK universities with whickeyrareassociated. It is notable that

G0KSaS dzyAGSNEAGASA AyOfdzRS Yiryeée 2F GKS W{S@S
Chinese universities with especially close ties to the military. While some of the Chinese
universities below are officiallynaler avilian administration, some are official military

universities, and almost all have extensive military research activities. The paper also

discusses some universities in China which are not considered miirikegl or funded and

which do not appeain this list.

Key for associations with UK universities

FP= Formal partnership or cooperation in other formal project
(expired or ongoing)

R= Research cooperation generally;aathored papers, shared
researchers or teachers including with constituent colleges of
the relevant universities, staff or student visits, or joint training
(expired or ongoing)

Universities and research ingtibns

Army Engineering University of the PLA

The leading ducationand researclinstitution of the PLA Ground ForEe g A G K mm Wil Se@
YAT AGIF NB flts @edidhiélds MéluSetommunicationsand electronic

information sciencecombat engineerin@nd support sciengeveapons systems

engineering missile engineering and explossjeadar engineeringunmanned systems

15 https://unitracker.aspi.org.au/universitiesfany-engineeringuniversity/and
https://www.scmp.com/news/china/science/article/2172141/chindsightestchildrenare-beingrecruited

developai-killerin Ibid.
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https://www.scmp.com/news/china/science/article/2172141/chinas-brightest-children-are-being-recruited-develop-ai-killer
https://www.scmp.com/news/china/science/article/2172141/chinas-brightest-children-are-being-recruited-develop-ai-killer

engineering flight vehicle design and engineerjrand dectrical engineeringnd
automation'®

Links or associations

1 ASPI ratingVery high risk
1 UK research connections or cooperation between staiperial(R).

Beijing Institute of Technolo@IT)

BIT is one o cluster of elite defence universities knownths Seven Sonsf National
Defen@, and one of justourteen institutionsallowed to grant PhDi& weapons scienc¥ It
has launched a programme to train eltegh school students in intelligent weapons
systems'®

BITchairsthe B8 Cooperation Innovation Allian@wegons research group of eight

institutions? It hasproducS R/ KivstylightQaink, twostage solid sounding rocket and

low-altitude altimetry radar® It states that it carries outWorld-class research on several

areas of missile technolo@ycluding'grecision strikes, high damage efficiency, manoeuvre
penetration, longrange suppression, and military communications systems and counter
measure§?* No Chinese institution has produced more militaatents BIQa RSaA 3yl G SR
Wisciplines with defence chacteristic$3? includeartillery, communication and information

systems, control engineeringnd aircraft desigr?3

Selected defence laboratories

1 State Key Laboratories of Vehicle Transmission; Science and Technology on Materials
under Shock and Impact;édhatronical Engineering and Control (with Norinco
DNR dzLJQ&d HmMH wS&aSIFNODK LyadAaddziSz 1+ - AQly
Science andechnology

1 Key Laboratory of Fundamental Science for Advanced Machanishgf Electronic
Information Techology in Satellite Navigation, Ministry of Education

1 Science and Technology on Electromechanical Dynamic Control Labpratory

Fundamental Science arehicular Power System Laboratpry

1 Fundamental Science on Multiple Information Systems Laborasony

=

16 https://unitracker.aspi.org.au/universities/armgngineeringuniversity/

17 https://unitracker.aspi.org.au/universitiesjing-institute-of-technology/

18 bid.

I bid.

20 |bid.

21 hitps://web.archive.org/web/20180816213622/http://www.bit.edu.cn/gbxxgk/gbxgzl/xxjj/iexLhtmin
Ibid.

22|n all cases, these may not be exhaustive.

23 hitps://web.archive.org/web/20190816013340/http://www.bit.edu.cn/gbkxyj/gbxkjs/97886.himibid.
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https://unitracker.aspi.org.au/universities/beijing-institute-of-technology/
https://web.archive.org/web/20180816213622/http:/www.bit.edu.cn/gbxxgk/gbxqzl/xxjj/index.htm
https://web.archive.org/web/20190816013340/http:/www.bit.edu.cn/gbkxyj/gbxkjs/97886.htm

1 Micro-structure Fabrication Technology Research and Application Center for Science
Technology and Industry for National Defer$e

Links or associations

1 US ban on students.
1 ASPI ratingVery high riskTop Secret security credentiafs.
1 UK research connectioms cooperation between stafflanchester(R).

Beijing University of Aeronautics and AstronautikaBeihangBUAA)

Another of the Seven SorBeihangs a leading institution for research on military aircraft,
stealth technologyand nuclear sciencé. hasa cooperation agreement withalligic
missilesmanufacturerChina Aerospace Science and Technology Corpor@ia8C3°
Designated defence research areaslude ravigation guidance and contrdiiomedical
engineering and nuclearenergyscience?’

Selected defence laboratories

1 National Key Laboratory of Aetbermodynamics of Aerengines;ience and
Technology on Aircraft ContrdReliability and Environmental Engineering
Technology

1 National Laboratory for Computational Fluid Dynamics

1 Key Labatory of Fundamental Science for National DefeNswel Inertial
Instrument & Navigation System Technolpggpd

1 National Defence Key Discipline Laboratory of Trusted Network Computing
Technology or Key Laboratory of National Defense Science and Techioology
Trusted Network Computing Technoloty

Links or associations

1 US ban on students. On US and JapanUSad Lists.

1 ASPI ratingvery high riskTop Secret security credentials.

1 UK research connections or cooperation between st&fftansea, WM ottish
universities or groups (R).

24 bid.

25 Security credentials are also baseddntAL Qa NI GAy 3IZ gKAOK Ad RSNAGSR FTNRY
Chinese government itself.

28 hitps://unit racker.aspi.org.au/universities/beihanmiversity/

271bid. inc. https://web.archive.org/web/20190816021802/http://physics.buaa.edu.cn/info/1097/1 2din

28 |bid.

27


https://unitracker.aspi.org.au/universities/beihang-university/
https://web.archive.org/web/20190816021802/http:/physics.buaa.edu.cn/info/1097/1244.htm

Central South UniversitgSU)

CSU has a long history of strategié ki G I NB NB a S| N KfiEst akoyhiObodsR A y I T 2

andintermediate-range ballistic missil&® Today, militaryresearchspecialisms include
aviation, metals heatresistant materials for aerandrocket enginesandguidance and
controltechnology SASTINDBascommitted todeveloping CSU militangsearchincluding
its Military Industry Technology Research Institated School of Aeronautics and
Agronautics.® It has acooperation agreement with the CrarAcademy of Launch Vehicle
Techmlogy (CALT)CSUwas the first university to receivee weapons production licensé

Selected defence laboratories

1 National Key Laboratory of Science and TechndimgiMational Defence on High
strength Structural Materials

1 State Keyaboratory for Powder Metallurgyand

1 National Defense Discipline Laboratory for Detection, Guidance and Control
Technology?

Links or associations

1 ASPI rating: High Risk. Secret s¢guredentials.
1 UK research connections or cooperation betweataf: Cambridge, WMGR).

Chongging Universi{CQU)

CQU is accredited to conduct classified resea®hce 2016, an agreement wBASTIND
WHdvancés] military-civil fusior€at the university.3> CQU carries out staffixchanges with
China Aerospace i®ace and Technology Corporati@ASCand researches
communication and information systems.

Selected defence laboratories
1 DefenseKey Disciplines Lab of Novel Migrano Devices and Systerachinology
O KAOK WIFHOOSLIia adGdzRSyida g2N)-dngrgy 2Y
devices and systems along with new kindsof miftro y 2 R &JA OSa Qv @

29 https://unitracker.aspi.org.au/universities/centradouth-university/

30 https://web.archive.org/web/20190606005331/http://news.csu.edu.cn/info/1003/80531. hitm
https://unitracker.aspi.org.au/universities/centradouthruniversity/

31 http://archive.fo/kiBmlin Ibid.

32 bid.

33 hitps://web.archive.org/web/20190731043940/http://n&s.cqu.edu.cn/newv2/show14-63451.htmlin
https://unitracker.aspi.org.au/universities/chongqingniversity/

34 bid.

28

oA20K


https://unitracker.aspi.org.au/universities/central-south-university/
https://web.archive.org/web/20190606005331/http:/news.csu.edu.cn/info/1003/80531.htm
https://unitracker.aspi.org.au/universities/central-south-university/
https://archive.fo/kjBmI
https://web.archive.org/web/20190731043940/http:/news.cqu.edu.cn/newsv2/show-14-6345-1.html

Links or associations

1 ASPI rating: MediurRisk. Secret security credentials.
1 UK research connections oooperation between staffNottingham(R).

Chongqing University of Technol¢GRUT)

CQUT is a member of the B8 Cooperation Innovation Allidteneéng been under the
oversight of a major wgaons manufacturer, it is linked tdorinco and China South
Industries Groupil K S O 2lainést Wegdrds manufacturersollaborating on research
with other military ompanies®®

Links or associations

1 ASPI rating: Medium Risk. Secret security credentials.
1 UK research connections or cooperation between stateter(R).

Dalian University of Technology (School of Naval Architecture)

Supervised b$BASTINDalian takes part iolassified defenceesearch andooperaeswith
the PLA Nav$F It participates inthe China Innovation Alliance of the Graphene Indury
civikmilitary fusionresearch programme), antié¢ National Defense Technology Industry
Nuclear Power Technologyriovation Centef’

Links or associations

1 ASPI rating: Medium Risk. Secret security credentials.
1 UK research connections or cooperation betwestaff: Scottish universities or
groups(R).

Harbin Engineering Univers{tyEU)

One of the Seven Soasdd dzZLJSNIWA aSR o6& (GKS t[! Dbl @gesz 19!
experimental submarine and focuses on navy ships and armaments. HEU states that it is

35 https://unitracker.aspi.org.au/universies/chongginguniversityof-technology/inc. http://archive.fo/xfgKM
36 hitps://web.archive.ordweb/20190623221913/http://www.gs.xinhuanet.com/news/2018
08/02/c_1123210706.htnm https://unitracker.aspi.org.au/universities/dalianniversityof-technology/

37 |bid.

29
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https://unitracker.aspi.org.au/universities/chongqing-university-of-technology/
http://archive.fo/xfgKM
https://web.archive.org/web/20190623221913/http:/www.gs.xinhuanet.com/news/2018-08/02/c_1123210706.htm
https://web.archive.org/web/20190623221913/http:/www.gs.xinhuanet.com/news/2018-08/02/c_1123210706.htm
https://unitracker.aspi.org.au/universities/dalian-university-of-technology/

im2f SR Ay WY2a0Q yI@Ft adzom Yl NAYSS>S dzy RRSNESI ¢
andisacentre for BIONJ Fi OF NNRA S NJ [|reséarch dcled Engide€riagk ¢ S| LJ2
stealth technology naval architectureunderwater acousticanformation securiy, and

nuclear reactor engineering “° Since 2012, HEU employees have been implicated and

convicted inespionage and illegal military exports cases in various countries, including for

ballistic missile technology.

Selected defence laboratories

1 National ey Laboratory of Underwater Acoustic Technology

1 National Defens&ey Laboratory of Underwater Vehicles Technalogy

1 Multi-hull Ship Technology Key Laboratory of Fundamental Science for National
Defense

1 Coatings Analysis and Detection Cerffeintly with PLA Navy and

1 Energetic materialsquch aexplosives) (jointly with the Chinese Academy of
Engineering Physicanuclear warhead research organisatidh).

Links or associations

! US ban on students. Q#S Entity List

1 ASPI ratingVery high riskSecuritycredentials: Top Secret.

1 UK research carections or cooperation between staouthampton (FP), Cranfield
at ShrivenhamScottish universities or groups (R).

Harbin Institute of Technology (HIT)

One of the Seven Sons of National Defeti@has a joih research centre with ballistic
missilemanufacturerChina Aerospace Science and Technology Corporation (EASC)
specialisms includebotics,aviation,nuclear technologyelectronic propulsion and
thrusters, and biomedicineA USChina Security anBconomic Review Commissi@port

38

https://web.archive.org/web/20190520053551/http://pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.ht
m in https://unitracker.aspi.org.au/universities/harbiengineerirg-university/

39
https://web.archive.org/web/20190520053551/http://pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.ht
m in https://unitracker.aspi.org.au/universities/harbiengineeringuniversity/

40
https://web.archive.org/web/20190520053551/http://pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.ht
m in https://unitracker.aspi.org.au/univesities/harbinengineeringuniversity/

41 https://www.federalregister.gov/documents/202@6/05/2020-10869/additiorrof-entities-to-the-entity-list-
revisionof-certainentrieson-the-entity-list in https://unitracker.aspi.org.au/universities/harbigngine&ing-
university/

42 These companies are the subjects of sanctions by either the US Dept. of Defense or Dept. of Commerce.
43 hitps://web.archiveorg/web/20190517054529/http://news.hit.edu.cn/2008/1201/c1990a49048/page.htm
in https://unitracker.aspi.org.au/universities/harbimstitute-of-technology/
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https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://unitracker.aspi.org.au/universities/harbin-engineering-university/
https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://unitracker.aspi.org.au/universities/harbin-engineering-university/
https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://web.archive.org/web/20190520053551/http:/pnec.hrbeu.edu.cn/2016/1229/c3349a122303/page.htm
https://unitracker.aspi.org.au/universities/harbin-engineering-university/
https://www.federalregister.gov/documents/2020/06/05/2020-10869/addition-of-entities-to-the-entity-list-revision-of-certain-entries-on-the-entity-list
https://www.federalregister.gov/documents/2020/06/05/2020-10869/addition-of-entities-to-the-entity-list-revision-of-certain-entries-on-the-entity-list
https://unitracker.aspi.org.au/universities/harbin-engineering-university/
https://unitracker.aspi.org.au/universities/harbin-engineering-university/
https://web.archive.org/web/20190517054529/http:/news.hit.edu.cn/2008/1201/c1990a49048/page.htm
https://unitracker.aspi.org.au/universities/harbin-institute-of-technology/

named HITas one of four universities focused on information warfapplicableresearch4

YAaaAft S NB acSntrayddnatierBlSec&ity and foreign policy intere®dts f SR G2 ! |
sanctions®®

Selected defence labdmies

1 National Defence Kdyaboratoresof Micro and Smaibcale Spacecraft Technology
Satellite Laser Communications TechnolagydSpaceflight Space Structure and
Control Technology

1 National Key Laboratory of Science and Technology on Advanced Gasjos
Special Environmentand

1 Information Countermeasures Technology Research Instifute.

Links or associations

T '{ oty 2y aitdzRRSy(aduShity Lish. LI yQa 9YR ! &SNJ |
1 ASPI ratingVery high riskSecurity credentials: Top Secret.
1 UK research corections orcooperation between staffSwansea, SouthamptdiR).

Huazhong University of &ceand Techology(HUST)

Qupervised bySASTIND, HUST military research inclghégbuilding, image processing,

navigation technology, engineering, electronicgterials lasersanddirected-energy

weapons Cooperation betweetlUST Y R/ KA Y linfustieyikcludesi Al &hB

imaging for weapomsystens. Some research students asponsored by KA y I Qa y dzOf St 1|
warheadmanufacturert’

Selected defence laboratosie

1 State Key Lab of Mulsipectral Image Information Processing Technologyer
1 {¢Qa LYyadadAGdziS 2F tlFGOSNYy wSO23yAdGAz2y |
1 China Aerospace Patte Recognition Technology Research Institute
1 Ministry of EducatioriKey Laboratorgf Functional Materials for Electronic
Information;
1 Key Laboratory of Gravity Navigation of Ministry of Educatiom

44 https://nsarchive2gwu.edu//NSAEBB/NSAEBB424/docs/Cyber

066.pdf? ga=2.30462079.1319451064.15677221026413872.1567722P in Ibid.

45 https://www.latimes.com/archives/laxpm-2009jun-03-me-espionagetrial3-story.html;
https://fas.org/irp/ops/ci/chung071609.pdin Ibid.

48 |bid.

47 http://archive.fo/QEVhFN https://unitracker.aspi.org.au/universities/huazhongniversityof-scienceand

technology/
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https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-066.pdf?_ga=2.30462079.1319451064.1567722102-1036413872.1567722102
https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-066.pdf?_ga=2.30462079.1319451064.1567722102-1036413872.1567722102
https://www.latimes.com/archives/la-xpm-2009-jun-03-me-espionage-trial3-story.html
https://fas.org/irp/ops/ci/chung071609.pdf
https://archive.fo/QEVhF
https://unitracker.aspi.org.au/universities/huazhong-university-of-science-and-technology/
https://unitracker.aspi.org.au/universities/huazhong-university-of-science-and-technology/

1 Research centre on vibration damping and isolat{intly with the Academy of
Aerospace Solid Propulsion Technology (AASRIASCAASPT develops ballistic
missilesand carrier rocket$.4®

Links or associations

1 ASPI ratingVery high riskSecurity credentials: Secret.
1 UK research connections cooperation between staffCambridggR) Birmingham
(FP)

Nanchang HangKong UnivergiGHU)

NCHUSs supervised by SASTIND, with numerous tmksilitary aircraft manufaturer
AVIC*® Pptoelectric and laser technolo@ls among the research areasNMCHUlesignated
Wyl GA2yFf RSTSYOS 1S@ RAAOALIE AYySaqQo

Selected defence laboratories

1 NationalDefense Key Disciplines Laboratory of Light Alloy Processing Science and
Technologyand

1 Aeronautical Science and Technology Key Laboratokgmnautical Testing and
Evaluation Technology (jointly with AV.RE)

Links or associations

1 ASPI rating: High Riskecurity credetials: Secret.
1 UK research connections or cooperation between staféinfield at Shrivenham (R)

Nanjing University of Aemautics and AstronauticBlJAA)

One of the Seven Sons, NUAA is a specialist aerospace research instituticelativhnships
with military aerospace manufacturers AVIC and AECC. It is fidine / Kdtighhl Q &
helicopter defence laboratory and is implicated in US aerospace technoloffytibefence

48 |bid.

49 http://archive.fo/tejLAin https://unitracker.aspi.org.au/universities/nanchadtangkonguniversity/

50 hitps://web.archive.org/web/20190731222931/http://www.nchu.edu.cn/rcpy/yjsiy Ibid.

51 |bid.

52 hitps://www.bbc.co.uk/news/resources/idsh/Looking_for Chinas_spies
https://web.archive.org/web/20190523015338/http://epe.nuaa.edu.cn/2017/0924/c2842a49983/page.htm
in https://unitracker.aspi.org.au/universities/nanjingniversityof-aeronauticsand-astronautics
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https://archive.fo/tejLA
https://unitracker.aspi.org.au/universities/nanchang-hangkong-university/
https://web.archive.org/web/20190731222931/http:/www.nchu.edu.cn/rcpy/yjsjy
https://unitracker.aspi.org.au/universities/nanchang-hangkong-university/
https://www.bbc.co.uk/news/resources/idt-sh/Looking_for_Chinas_spies
https://web.archive.org/web/20190523015338/http:/cepe.nuaa.edu.cn/2017/0924/c2842a49983/page.htm
https://unitracker.aspi.org.au/universities/nanjing-university-of-aeronautics-and-astronautics/

research fields includeuclear scienceaeronauticalpropulsion gudance and control
technology and nicrowave and millimetre wave systems and componégts

Seleted defence laboratories

i State Key Laboratory of Helicopter Drive Technaglogy
1 Ministerial Key Discipline Laboratory of Advanced Design Technology of Amodaft
1 Ministry of Education Key Laboratory of Radar Imaging and Microwave Photbnics

Links omssociations

1 US ban on students.

1 ASPI ratingVery high riskSecurity credentials: Top Secret.

1 UK research connections or cooperation between staféinfield at Brivenham,
SwanseaScottish universities or groups (R).

National University of Defense Technology (NUDT)

b!5¢ A& / KAY Il QffliatédelscarshyisatutivhAuhderdirebtBupervision by
the powerful Central Military Commissiott Researchspecialisms includbypersonic
missiles drones and dronevgarms,radars, navigation and quantum physib8JDT
developed the Tianh€A supercomputerDefector testimony indicates that itéhtelligence
CenteQ A a Ay @2 finteBdRenck gutsitldhdé FREA O f

Selected defence laboratories

i State Key Lajratoriesof New Ceramic Fibers and Ceramic Matrix Compgsites
Complex Electromagnetic Environment Effects on Electronics and Information
System

1 National Laboratory of Science and Technology on Autanarget Recognitign

1 National 863 Plan Laser Gyroscomy Kaboratoryand

1 Science and Technology on Scramjet Laboratory

Links or associations

1 OnJapaf Bnd User Ligfor missile developmentandUS Entity Ligffor importing
equipment from the & forpotential ruclear weaponsise)
1 ASPI ratingVery high risk

53 |bid. inc.https://web.archive.org/web/20190819055420/http://msc.nuaa.edu.cn/3297/list.ntm
54 |bid.

55 https://unitracker.aspi.org.au/universities/nationalniversityof-defensetechnology/

56 hitps://www.auliving.com.au/zhw/201911/132010html in Ibid.

57 |bid.
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https://web.archive.org/web/20190819055420/http:/msc.nuaa.edu.cn/3297/list.htm
https://unitracker.aspi.org.au/universities/national-university-of-defense-technology/
https://www.auliving.com.au/zh-tw/201911/132010.html

1 UK research connections or cooperation between statfludesCambridge,
SwanseaScottish universities or groups (R).

Northwestern Polytechnical University (NRWPU

One of the Seven Serand specialising awviation, pace and naval technologitsUAV
laboratorymanufactures military dronethougha subsidiary NPU is implicated in the illegal
export ofanti-submarine warfareg¢chnology from the U%.It researches lectromagnetic
field and microwave technologypacebiology, and detection, guidance and control
technology.

Selected defence laboratories

1 Fundamental Science on Aircraft Structural Mechanics and Strength Laboratory

i State Key Laborat@sof UAV Special Technologynderwate Information and
Control (joini t @ GgAUGK / KAYlF {KALWdZAf RAYy3 LyRdzad NE
may be another name for the National Defense Key Laboratory of Torpedo Guidance
Technology;*° and

f Science and Technology on Thermostruct@aimposite Mgerials Laboratory°

Links or associations

1 US ban on student®©nJapan End User List ab® Entity List

1 ASPI ratingVery high riskSecurity credentials: Top Secret.

1 UK research connections or cooperation between statfludesQMUL (FP)Bristol
Scdtish universities or groups (R).

Shanghai Jiaotong University (SJTU) (School of Naval Architecture)

Supervied by SASTIND, S@¥&hool of Naval Architecture, Ocean & Civil Engineering
cooperateswith military corporations€CSIC and CASad the PLA Ng/5: SJTU is linked to
Unit 61398, a PLéyberespionage unit implicated in cyb&rarfare against the U%.

Selected defence laborates

58 hitps://web.archive.org/web/20181103131242/https://www.justice.gousacma/pr/chinesenationak
allegedlyexported-devicesmilitary-applicationschinain
https://unitracker.aspi.org.au/universities/northwesterpolytechnicaluniversity/

59 http://archive.fo/uBnW]Iin Ibid.

50 bid.

81 hitps://web.archive.org/web/20190710033455/http://naoceisi.edu.cn/mtjji/5005.htmland
https://web.archive.org/web/20190710033521/http://naoce.sjtu.edu.cn/chanxueyan.html
https://unitracker.aspi.org.au/universities/shanghgaotonguniversity/

62 |pbid.
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https://web.archive.org/web/20181103131242/https:/www.justice.gov/usao-ma/pr/chinese-national-allegedly-exported-devices-military-applications-china
https://web.archive.org/web/20181103131242/https:/www.justice.gov/usao-ma/pr/chinese-national-allegedly-exported-devices-military-applications-china
https://unitracker.aspi.org.au/universities/northwestern-polytechnical-university/
https://archive.fo/uBnWI
https://web.archive.org/web/20190710033455/http:/naoce.sjtu.edu.cn/mtjj/5005.html
https://web.archive.org/web/20190710033521/http:/naoce.sjtu.edu.cn/chanxueyan.html
https://unitracker.aspi.org.au/universities/shanghai-jiaotong-university/

1 Defense Key Disciplines Laboratory of Ship Equipment Noise and Vibration Control
Technology?

Links or associations

1 Al rating: High Risk. Security credentials: Secret.
1 UK research connections or cooperation between stdiuithampton(R).

Southeast University

Under gjoint construction agreementith SASTINareport for the USChina Economic

and Security Review Conissionidentified the university as involved training hacker$#

Its electronicspecialisns underpin militaryresearchlaboratories innavigationand

underwater acousticsresearch in information sensing and diversion, the university having
hostedstafff NEY GKS t[! bl @& 8 &ratégizoowperbtibr/a§reemést RS Y & @
includewith missik developerChina Aerospace Science and Industry Corporatiwh

subsidiaries ofmilitary electronicsconglomerateChina Electronics Technology Group
Corporation(CETC)¢7

Links or associations

1 ASPI rating: High Risk. Security credentizdsret.
1 UK research connections or cooperation between stébttish universities or

groups(FB.

Tianjin University

Qupervised by SASTINDanjin is Ministry of State Segity (MSS) centre whose research
includes ommunication and information engaering®8

Selected defence laboratories

63 |pid.

64
https://web.archive.org/web/20190906063010/https://nsarchive2.gwu.edu//NSAEBB/NSAEBB424/docs/Cybe
r-066.pdf? ga=2.35247585.1319451064.15677221026413872.1567722104
https://unitracker.aspi.org.au/universities/southeasmiversity/

85 http://archive.fo/kcl93in https://unitracker.aspi.org.au/universities/southeasiniversity/

66
https://web.archive.org/web/20190506013011/https://www.seu.edu.cn/2018/1010/c17406a242399/page.ht
min lbid.

57 Ibid.

88 hitps://web.archive.org/web/20190707051754/https://sinosphere.blogs.nytimes.com/2015/@3t2n]in-
university-defendschinesescientistsindicted-by-u-s/ in https://unitracker.aspi.org.au/universities/tianjin

university/
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https://web.archive.org/web/20190906063010/https:/nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-066.pdf?_ga=2.35247585.1319451064.1567722102-1036413872.1567722102
https://web.archive.org/web/20190906063010/https:/nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-066.pdf?_ga=2.35247585.1319451064.1567722102-1036413872.1567722102
https://unitracker.aspi.org.au/universities/southeast-university/
https://archive.fo/kcl93
https://web.archive.org/web/20190506013011/https:/www.seu.edu.cn/2018/1010/c17406a242399/page.htm
https://web.archive.org/web/20190506013011/https:/www.seu.edu.cn/2018/1010/c17406a242399/page.htm
https://web.archive.org/web/20190707051754/https:/sinosphere.blogs.nytimes.com/2015/05/22/tianjin-university-defends-chinese-scientists-indicted-by-u-s/
https://web.archive.org/web/20190707051754/https:/sinosphere.blogs.nytimes.com/2015/05/22/tianjin-university-defends-chinese-scientists-indicted-by-u-s/
https://unitracker.aspi.org.au/universities/tianjin-university/
https://unitracker.aspi.org.au/universities/tianjin-university/

1 Key Laboratory of Micr®pticatElectraMechanical System Technoloffy

Links or associations

1 ASPI rating: High Risk. Security credentiadsret.
1 UK research connections or cooperation between stdbttish univesities or
groups(FB.

University of Electronic Science and Technology of (CliiSa C)

Founded in 1961JEST®&2 y S 2 T oldest miltdrydiniked universities Underjoint
SASTINIZhiha Electronics Technology Group Corporation (C&ie)yvisior’? and with
programmes irmicrowaves, antjamming,andmilitary-use materialsits military electronic
outputs areusedin missilesaircraft carriers and aircraft, such as thiel7 fighter. Staff
associated with UESTC have founded at leastAl firm involved in surveillance in
Xinjiang’*

Selected defence laboratories

1 National Antiinterference Communication Technology baditory;
1 Fundamental Science on EHF [Extremely High Freies§ Laboratoryand
1 Strong Radiation Laboratory (jointly with the Chinese Academy of Engineering

t KEAAOAZ [/ KAYIF Q& YIAY ydzOf S NheddBNKSI R NB

governmentgiving UESTEntitylistingas aJINR E& F2NJ / KA ys Q&
programy S QT 2 NBafibhay'd63 Fladaboratory)’23

Links or associations

A
y dzOf

T hy WFHLIYyQa 9yR !'aSNI[Aal o0F2N) OKSYAOIf 4SS

1 ASPI rating: High Risk. Security credentials: Secret.
1 UK research connections or cooperaticgtweenstaff: Scottish universities or
groups(FP.

89 https://unitracker.aspi.org.au/universities/tianjiuniversity/

0 hitp://www.moe.gov.cn/s78/A08/gjs_left/s7187/s7189(21403/t2014®13 165432.htm|
http://archive.fo/nhxS5in https://unitracker.aspi.org.au/universities/univeity-of-electronicscienceand
technologyof-china/

1 https://www.aspistrategist.org.au/thecompanywith-aussieroots-thats-helping-build-chinassurveillance
state/ in https://unitracker.aspi.org.au/universities/universigf-electronicscienceandtechnologyof-china/
72 http://archive.fo/rVagW;
https://web.archive.org/web/20130502184604/http://www.rd.uestc.edu.cn/content/8#h Ibid. Named for its
March 1986 founding, this programme was intended to stimulate 4égh industries and was inspired by
w2yt R wSIF3FyQa {dNIGS3A0 5SFSyasS LyAlGAlIGAGSD
73 bid.
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https://unitracker.aspi.org.au/universities/tianjin-university/
http://www.moe.gov.cn/s78/A08/gjs_left/s7187/s7189/201403/t20140313_165432.html
https://archive.fo/nhxS5
https://unitracker.aspi.org.au/universities/university-of-electronic-science-and-technology-of-china/
https://unitracker.aspi.org.au/universities/university-of-electronic-science-and-technology-of-china/
https://www.aspistrategist.org.au/the-company-with-aussie-roots-thats-helping-build-chinas-surveillance-state/
https://www.aspistrategist.org.au/the-company-with-aussie-roots-thats-helping-build-chinas-surveillance-state/
https://unitracker.aspi.org.au/universities/university-of-electronic-science-and-technology-of-china/
https://archive.fo/rVagW
https://web.archive.org/web/20130502184604/http:/www.rd.uestc.edu.cn/content/89

University of Science and Technol@gyjing(USTB)

USTB is a specialiststeeland other metals and material4.
Selected defence laboratories

1 Key Laboratory of Corrosion and Protection

1 Atmospherc and Environmental Effects and Protection Joint Laborateit (
b 2 NJ&A y ® ReQearchplrptituteincludes explosives arstiealth technology, and

f Joint Research and Development Cerited A (i K 13" RdséafeliInstitutfocuses
on semicondwtor reseach).”®

Links or associations

1 ASPI rating: High Risk. Security credentials: Secret.
1 UK research connections or cooperation between siaff1G (R).

Wuhan University of Technology{UTWUT)

WHUT researches military engineering anganced composite matels for weaponsn
formal cooperation with thePLA Air Forg® as well aslsip design

Selected defence laboratories

1 Key Laboratory of HigRerformance Ship Technolggnd
1 PLA Air Forec®VHUT Air Defence Engineering d@htective Technology Research
Inditute.””

Links or associations

1 ASPI rating: High Risk. Security credentials: Secret.
1 UK research connections or cooperation between stdiithampton, Birmingham
(FP)

7 http://archive.fo/QnTQCand
https://web.archive.org/web/20190310061400/http://www.ustb.edu.cn/xxgk/xxjj/index.him
https://unitracker.aspi.org.au/universities/universigf-scienceand-technologybeijing/
“https://web.archive.org/web/20B0522072302/http://adma.ustb.edu.cn/about.asp?fid=150
http://archive.fo/FNnOOand http://archive.fo/svKifin Ibid.

8 http://archive.fo/u9Kgvin https://unitracker.aspi.org.au/universities/wuhaaniversity-of-technology/

T https://web.archive.org/web/20190722043237/http://www.wutnews.net/politics/news.aspx?id=61013
https://unitracker.aspi.org.au/universiéis/xidianruniversity/
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https://archive.fo/QnTQO
https://web.archive.org/web/20190310061400/http:/www.ustb.edu.cn/xxgk/xxjj/index.htm
https://unitracker.aspi.org.au/universities/university-of-science-and-technology-beijing/
https://web.archive.org/web/20180522072302/http:/adma.ustb.edu.cn/about.asp?fid=150
https://archive.fo/FNn00
https://archive.fo/svKtf
https://archive.fo/u9Kgv
https://unitracker.aspi.org.au/universities/wuhan-university-of-technology/
https://web.archive.org/web/20190722043237/http:/www.wutnews.net/politics/news.aspx?id=61013
https://unitracker.aspi.org.au/universities/xidian-university/

Xidian University

Supervised by SASTIND aedence electronicsnanufacturerCET@nd a partner of the PLA

signals intelligence uni€ Xidian isa research base for radantennas glectronic
countermeasurespattern recognition and intelligent systenmi$lt claimsannbreakable

bond withsecret intelligence work since its beginn@®y- A RA yQa a2o0Aft S Ly dSN
Talent Recruitment Bagalso known ashe National 111 Project for Mobile Secujffyhas

recruited foreignscholars ands directed bya PLA Navy major general

Selected defence laboratories

1 National Labratory of Rada Signal Processing

1 National Key Laboratory of Antennas and Microwave Technojomply with China
9f SOUNRBYAOA ¢SOKyY2f{ ¥ HeseadiNistitntgh cerdréNdf NI G A 2 ¥ Q
stealth resarchon the US Entity List¥;

1 National Key Discipline Latatory of Wide Bandjap Semiconductorand

1 Key Laboratory of HigBpeed Circuit Design and EMC [Eleatiagnetic
Compatbility] .22

Links or associations

1 ASPI ratingVery high riskSecurity credntials: Secret.
1 UK research connections or cooperation beénestaff:Kent(R).

Zhejiang University

Zhejiang Universitis an MSSunded cyler researcltentre and a base for militaffipcused

research intcautomationand manufacturing Theuniversityparticipai S & A yNatiokakh y I Q &
Defense Technology Industrydlear Power Technology Innovation GanZhejiang

University has been implicated éspionagechargesn the US*

Selected defence laboratories

"8 hitps://web.archive.org/web/20190531021509/http://leixieyuan.xidian.edu.cn/gywm/gsgk. hitntbid.

7 https://unitracker.aspi.org.au/universities/xidiaoniversity/

80 hitps://web.archive.org/web/2019631024544/httpsi/news.xidian.edu.cn/info/1002/34263.htnin Ibid.

81 https://mis.xidian.edu.cn/html/team/overseas/2017/0306/5.htnith Ibid.

8 hitps://www.globalsecurity.org/military/world/china/cetel4.htm;! OO2 NRAY 3 (2 - Ay KdzZ bSga
the birthplace of China's radar industry, thel# & 1y 2 6y | Be thte&KBmedBreeS and fhe hizy

gSILRY 2F GKS 02dzy i NE ®Q ¢ 2 Rtype mdaiipkoucts baNFaghbidvhe yi@dI$s 2 T/ K A
f SFRAY3 tSOSE XD A8 KIFIa adz00SaafdzZ te RSOSEt2LISR / KAy
83 hitps://unitracker.aspi.org.au/universities/xidiaoniversity/

84 https://unitracker.aspi.org.au/universities/zhejiangniversity/
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1 Key Laboratory of HigRerformanceEmbedded Computingy
Links or associations

1 ASPI rating: High Risk. Segudtedentials: Secret.
1 UK research connections or cooperation between stdbttish universities or

groups(FB.

Companies
Aero Engine Corporation of China (AECC)

The Aero Engine Corporation of China (AECC) was createthigdxaiation Industry
Corporation of China (AV|®elow)in 2016, with AVIC retainiragstake andCommercial
Aircraft Corporation of China (COMAdIso belowanother shareholde?® AECC isne of
I KA Y QaivillarSandRiilitars aviation engine manufactuseand it appearshiat this
includes attak helicoptes andground attack aircraft’

Links or associations

W 'YRSNI ! { 5h5 al yOuANEy a0 2 YaLJy 840 KAH1SSGA FYAMC
apply separately to subsidiaries and former subsidiaries such as Sky#izon).

w UK researia connections or cooperation between staff: Imperial, Manchester
(FP).

Beijing Institute for Aeronautical Materials (BIAM)

An ACC subsidiary, the Beijing Institute for Aeronautical Materials (BIAM) deagldp
manufactuesadvanced materialfor civilan andmilitary use:BIAM researcérs are
reported as working on military helicopters, including graphene armour, and otheamilit
fields®

Links or associations

85

https://web.archive.org/web/20190721232058/http://www.cbeis.zju.edu.cn/index.php/About/details.html?id
=1in Ibid.

86

https://web.archive.org/web/20171127182732/http://www.guancha.cn/Industry/2016 06 13 363868.shtml
in https://unitracker.aspi.org.au/universities/aerenginecorporationof-china/

87 |bid.

88 https://ua.usembassy.gov/chinaskyrzonaddedto-u-s-commercedepartmentmilitary-end-userlist/

89 https://www.defenseworld.net/news/23505#.YCCIPUj7RPY
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https://web.archive.org/web/20190721232058/http:/www.cbeis.zju.edu.cn/index.php/About/details.html?id=1
https://web.archive.org/web/20171127182732/http:/www.guancha.cn/Industry/2016_06_13_363868.shtml
https://unitracker.aspi.org.au/universities/aero-engine-corporation-of-china/
https://ua.usembassy.gov/chinas-skyrizon-added-to-u-s-commerce-department-military-end-user-list/

w 'YRSNJ ! { 5h5 alyouAazya Fa I WaAftAdlNE 9
W UK research connections or cooperaticgtween staff:Imperial,Birmingham,
Manchester EP).
Aviation Industry Corporation of Chin&/(C)
/ K A yeadfdgeivilian and military aviation suppliehVICsupplesthe PLA Air Force with
the 320 fifth generation stealth fighter jéf) among many ther military systemsAVIChas
dozens okubsidiares.Research subsidiaries involved with UK universities include:
w AVIC First Aircraft Institute (FAlesponsible for designing the new PLA Air Force
stealth strategic bombék;
w AVIC Aircraft Strength Resrch Institute (ASRIand
w AVIC Manufacturing Technology Institute (MFdrmerly theBeijing
Aeronautical Manufaaring Technology Research InstituBAMTRI)MTI is
reported toincludelaserweapors research??
Links or associations
w UnderUSDODsakc2 ya a4 | W/ KAYS&aS YAt AGENER O2Y
() UK research connections or cooperation between statperial (FP),
Nottingham (FB)Scottish universities or groups (R).
China Aerospace Science and Technology Corporation (CASC)
China Aerospace Science and Tedbay Corporation (CAS&)dsome of itssubsidiaries
areleading suppliers of missiles, oar rockets military satellitesand precisiorguided
gSIHLRYaz FYyR a tSFRAY3 LXIT&@SNR AY [/ KAyl Qa Y

international nuclear priiferation. OnesubsidiaryChina Great Wall Industry Camation
(CGWIChas a history oproliferationto Iran.®3

In December 202CCASC entered intan agreement with the China State Shipbuilding
Corporation (CSS@) integrae advanced weaponry into wal projectsii gointly build a
world-class military, aerospace power, maritippewer, manufacturing power, and science
and technology powe€* CASGs involved irdeveloping autonomous technologynd

9 https://thediplomat.com/2018/03/chiefengineerof-chinasallegedstealth-fighter-vowsnew-capabilities
for-aircraft/ in https://unitracker.aspi.org.au/universies/aviationindustry-corporatiorrof-china/

91 https://www.globaltimes.cn/content/1204238.shtml

92 https://nationalinterest.org/blog/buzz/chinadevelopingairbornelaserweapon113546

9 https://www.nti.org/learn/facilities/50/

9 https://www.janes.com/defencenews/newsdetail/chinashipbuildingcasesigndeaklon-military-

technologies
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https://thediplomat.com/2018/03/chief-engineer-of-chinas-alleged-stealth-fighter-vows-new-capabilities-for-aircraft/
https://unitracker.aspi.org.au/universities/aviation-industry-corporation-of-china/
https://www.globaltimes.cn/content/1204238.shtml
https://nationalinterest.org/blog/buzz/china-developing-airborne-laser-weapon-113546
https://www.nti.org/learn/facilities/50/
https://www.janes.com/defence-news/news-detail/china-shipbuilding-casc-sign-deal-on-military-technologies
https://www.janes.com/defence-news/news-detail/china-shipbuilding-casc-sign-deal-on-military-technologies

unveiingthe D3000 unmanned oceanic combat vess@017for anti-submarine and
surface combatwhich isexpected to bedeployedin the South China SéAa.

Links or associations

w 'YRSNI ! { 5h5 alyoOdiAizya Ia I W KAySasS Yai:
W UK research connections or cooperation between stdtéinchester (FP), WMG
(FP)

China Academy of Space Technology (CAST)

The China Academy 8pace Technology (CA&Eo known as the" Academy of CASCis
a CASC subsidiary.

Links or associations

w onwWI LJr yQa 9yR ! aSNI[ A&
() UK research connections or cooperation betweenfstiirrey (R).

China Academy of Launch Vehicle Techn@bgiT)

A CASC subsidigtyne China Academy of Launch Vehicle Technology (CALT) develops

ICBMS$’ and produces the Long March series of rocketthvdual civilian and military use. In

October 2020the Long March 2C rocket propelled three Yaogan 30 nyilggnals
AYyGSttAaSyOS al (St t Al Ssetesh alentronNcledv&sdroppingld 2 9 I NI K
equipmentandhelp the Chinese military track US and other deployméts.

In 202Q China launchethe Long MarckL1 launch vehiclérom a merchant vessel in the
Yellow Sed?® Asthe leading manufacturer df K A yOBMsthroughthe 1990s GLT
produced the Donfggng 5(DF5) a silebased IBM with an effective 7,456 mileange and
equipped with a 23 MT nuclearwarhead,able tostrike targets across western Europe and
the mainland US. In 2015ACT upgraded the Dofgng to the DF5B:quipped with multiple
independent reentry vehicle(MIR\) warheads allowing separate strikes from one siis.

In 2017, CALT tesedthe DF5Cable tocarry 10 MIRV warhead&

Links or associations

95

https://www.uscc.gov/sites/default/files/Research/Jane's%20by%20IHS%20Markit_'€h2@Advanced%20
Weapons%20Systems.pdf

9 https://unitracker.aspi.org.au/universities/chinaerospacescienceand-technologycorporation/

97 https://fas.org/nuke/guide/china/contractor/calt.htm

98 https://spacenews.com/chindauncheslatesttrio-of-yaogan30-remote-sensingsatellites/

9 https://www.nasaspaceflight.com/2020/05/longnharch11-launchesout-of-xichangfor-the-first-time/

100 hitps://www.globalsecurity.org/wmd/world/china/calt.htm
https://spaceflightnow.com/2020/10/26/chindaunchesthree-military-spy-satellites
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(0p))
x
(0p))
_<
>

w 'YRSNJ ! { 5h5 alyouAazya Fa I W KAY
W UK research connections or cooperation between stafperial (FP)Scottish
universities olgroups(FP)

Beijing Instilite of Astronautical Systems Engineering

TheBeijing Institute of Astronautical Systems Engineeisregy CALT subsidiary whose
research includes reusable boosted vehicles for military requirements and refers to
supersonic flighand large angle of attackijting studies on longange missiles.

Links or associations

W Under US DOD sanctidffsthrough CALT%?
w UK research connections or cooperation between s&ébttish universities or
groups(R).

China North Industri€Sorporation (Norinco)

China North Indstries CorporatiorfNorinco) is &hinese stat@wned defence

conglomerate with vast size and reatBNorincoA & Ay @2t SR Ay [/ KAyl Qa
programme and in arms proliferation, including to North Kottealsosupplies the PLAhe

PLA Navy andLAAIr Force with systems and weapdnsm assault rifles to battle tanks

and UAVs'%* Since 2003Norinco haseen subject to three separate rounds of US sanctions

in relation to transferring ballistic missile technology to Iran, hadsupplied the

Venezlan dictatorship with armoured personnel carriers, usg@instunarmed

opposition demonstrations in 20which led to72 civilian death$% Norinco collaborags

with leading Chineseniversities includingprovidingdirect supervisioio - A QF y ! YA @S N& )
of Technology

Links or associations

) 'YRSNJ ! { 5h5 alyouAazya Fa I W KAySasS YA
() UK researchannections or cooperation between statfVMG (R).

01 These can include specific licencing requirements

102 https:/iwww.wisconsinproject.org/us-entity-list-annotated-chinasection/

103 hitps://ipisresearch.be/publication/workingpaperchinanorth-industriesgroup-corporation/

104 pjd.

105 https://www.scmp.com/news/world/americas/article/2098924/venezuetiefendspurchasechineseriot-
control-gearafter-more
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Commercial Aircraft Corporation of China (COMAC)

Commercial Aircraft Corporation of China (CAVié a stateowned aircraft manufacturer.

Focused on civilian airliners, KA Y Q4 aAyAaidNER 2F LyRdzAGNER | yR
nonetheless calls & defence industry conglomergi€®and/ K A yhhirfndlitary aircraft

manufacturer AVIGabove holds a 1Qer centstake. Senior staff at the Central Military

Commission have desbed their interest in converting civilian planes to military uses during
inspections of COMAC jet¥.

Links or associations

T '"YRSNI!{ 5h5 alyoutArzya la I W KAySasS YAfA
1 ASPI ratingVery high risk.
1 UK research connections or cooperation betnestaff:Imperial, Birmingham (FP)

Northeast Light Alloy Company (NELA)

HarbinbasedNortheast Light Alloy Company (NEBA) & / KA Yl Qa - FANRG | f dzv.
magnesium alloy producelt appears to beprimarily a supplieto Chirt (rélitary, with
reports stating that 6(er cent of its productarea 2t R G2 / KAy¥Qa | N¥SR ¥

Links or associations

w UK research connections or cooperation between siaffiG(R).

Shougandsroup

Shougangsroup(formerly Shougang Corporation) is a stat@ned steel and metals
conglomerate based in Beijing. Shougang acquired thirteen military factories int%®988
Subsidiaries such &hougang Guiyang Special Steel Compasgribe a manufacturing role
(in thS natibnal defence and military indus@/3° ®

Links or associations

W UK research connections or cooperation between statperial (FR)WMG (R).

106 http://archive.md/5MKh1in https://unitracker.aspi.org.au/universities/commerciaircraft-corporationof-
china/

107 bid,

108 hitp://m.futuresmag.com/2007/07/24/chinalcemay-acquirenortheastlight-alloy

109109 hitp://sro.sussex.ac.uk/id/eprint/118/1/Shougang.pdf

110 hitps://www.shougang.com.cn/en/ehtml/IronSteellndustry/20170329/829.html
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Chapter 2: UKiniversity research centres and their specialist fields

We analyseformal research centrg partnerships relationshipor groupsin UKuniversities
which arefunded, supported and/ojointly established witrand byChinesamilitary-linked
institutions or companiesas well asther UK university centres of concein.each case,

none of the @ademics or researchers whose research atbiifersities or centres

discussed in this report are accused of knowingly assisting the development of the Chinese
military, of knowingly transferring information to that enBollowing each description, we

refer to the relevant technological themes in Giter 3.

For the avoidance of any doubt, we reiterate our Nota Bene of page 8. We do not accuse
any individual academic or researcher, or other university representative or employee, of
any wrongdoing. Rather,avhighlight the risks inherent in the tiesdbe UK research

centres, partnerships, relationships or groups have established. To adapt Neil Armstrong:
research is creating new knowledgéut, in our view, that research is insufficiently
protected and in dnger of being exploited.

Ukbased universytresearch centres, partnerships, relationships and groups

Imperial College London and the Beijing Institute for Aeronautical Materials (BIAM)

Imperial College Londaappears to havestablishedmore researchcentres with Chinese
military companies than any other UK university

1 Imperial Centre for Materials Characterisation, Processing and Modelling (BIAM is a
subsidiary of the Aero Engine Corporation of China (AECC))

This BIAMsponsoredCentreis managed bya researcher from the PRE The BIAM Centre
carries out research for aerospadecluding in aeronautical materials, lithiuion batteries,
and aircraft windshield€Researchincludes superalloy micromechanigsolid-state lithium
batteries andfatigue performance oficketbased Ni-based singlecrystal superalloys. In
2019 the Centre received as a visitor the Chairman of AECC'#t3elf.

One example of superalloys researohy be especially worth noting. A major priority for
AEC, parent company oBIAM has been the ability to produce the engines for the rext

11 hitps://www .aspi.org.au/report/chinadefenceuniversitiestracker
12 hitps://www.imperial.ac.uk/aviedesign/people/zhushenghi/
13 hitps://www.imperial.ac.uk/biamimperial/events/
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generation Chinese stealth fighter jets used by the PLA Air Force and PLAYXg.
critical aspect of this has been the need to develop two of the most important conmgene
in advanced enginesingle-crystal superalloy turbine blades and powder metallurgy
superalloy turbine disks.

In August 2020a researcher at the Centrauplished the papeMicro-mechanisms of cyclic
plasticity at stress concentrations in-bised sigle crystal supealloy''®with researchers
based at BIAM in Beijing. Its abstract reads:

Binglecrystal superalloys are higemperature materials used for turbine blades in

jet engines. Fatigue damage can pose a major threat to the integrity of such

components in operation. TrationallyX ¥ I & A 3 dzSha$bBe bt@ie®byzNI ©
investigating cyclic plasticity in the bulk of the matexihlowever, such investigation

YIe y20 O2yGNRO6dzGS (G2 UGUKS dzy RSNRGI YRAY3 2
plastic mecro-strains are confined toegions near stress raise¢s'he investigation of

local cyclic plasticity at stress concentrations prom[sglprovide new insight into

fatigue crack initiation in Nbased superalloyQ

One awardwinning research project frora019 at the Centre involekinvestigating single
crystal superalloys within turbine blades to develop jet engines. Imperial recently
announced a breakthrough with some fanfare:

CongratulationX He haswon theSILINA T S Ay GKS WPhy&& (G NPy aA
{ OA Sy OS & Qthelntetn&ianal Sd&entificfmaging Competition 2019

supported by the Royal Microscopical Society, a contest of the best scientific images
obtained by microscopists from all over the wofi.

The title of the research wakhe bulding blocks of jet engirseThe BIAM Centre dmperial
describes this as:

Zuboidal Ni3Al precipitates (edge length ~400 nm) inlaalded singlerystal
superalloy. These precipitates are the source of the outstanding strength of
superalloys ahigh temperatures, enabling the epation of turbine blades in the
extreme environments within jet engines. The sample (provided by BIAM) was
etched to reveal the precipitate@!®

Chen Xiangbao, vigaesident of BIAM, told Chinese news outlets in 2017 thiill not
take a long time foour fifth-generation combat plane to have Chiak RS Sy 3Ay Sax 2
are able to develop the two most important components in an advanced erggine single

N>

114 https:/iw ww.pm-review.com/chinag-20-stealth-fighter-jet-enginesincorporatepowder-metallurgy
superalloyturbine-disks/

115 hitps://www.researchgate.net/publication/343953306_Micro

mechanisms_of Cyclic_Plasticity at_Stress_Concentrations_inBasid_Singl€rystal Superalloy
116 hitps://web.archive.org/web/20191014012546/http:/www.imperial.ac.uk/biaimperial

45


https://www.researchgate.net/publication/343953306_Micro-mechanisms_of_Cyclic_Plasticity_at_Stress_Concentrations_in_a_Ni-Based_Single-Crystal_Superalloy
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crystal superalloy turbine blades and powder metallurgy superalidyine diskQadding
that the man remaining challengé mass productiofd

According to recent statements by the PLA Air Force, the-gemxération J20 fighter will
have no need of the Russian engines originally planned for the new stealth jehend
Womestically builbVS10C engie will be preferablé!® Since 2017, it has been frequently
reported that AECC, the parent company of the sponsor of this Imperial laboratory, has
0SSy RS d@éniestitailyyraduaed engines featuring single crysipkesalloy turbine
blade€ T 2 NJJ20Ktdalthlfighterenginestt®

Having long had to reversengineer US and Russian jet engines, AR&(be moving closer
to being able tqproduce nexigeneration stealth fighter jet engines for the Chinese military.

See technological themes:

1. Alloys ofaluminium, titanium and other metals
7. Drones and lithiuaon batteries

Imperial College London and the Aviation Industry Corporation of China (AVIC)

1 The AVIC Centre for Structural Design and Manufacturing

Imperial describes its AVIC Centre faustural Design and Manufacturing ggsomoting
world leading scientific research into aircraft design and manufacturing technol®ies.
reportatY A y 3 l@ge Landbii found that researaponsoredoy AVIC at Imperiaised
high-velocity gun systems whidgh NB W NJ riu8edniwgapond deuelopmed®

The centre coperateswith the AVIC Aircraft Strength Research Institute (ASRI)

Manufacturing Technologiynstitute (MT) and First Aircraft Instituteof FA| which is

RSaA3Iy SR |/ KA Y | ¥ Hcaffids dubraséarch idty mafeNals Science,

manufacturing techniques and structural integrity, which Imperial states i®é&ber, lighter

and more efftient air transportation facilite§€8 OO2 NRAY 3 (2 LYLISNRALF I GF
WKnowledge of metals, @lymers and composites and experience with design, manufacture,

testing and inspection combines well with Imperial's capabilities on fundamental

research@®?

17 https://www.ainonline com/aviationnews/defense/201706-20/new-chinesefighterstap-russianus-
technology

18 hitps://www.scmp.com/news/china/mlitary/article/3116826/chinasnext-genj-20-stealth-fighter-
jettisonsrussianrengine

119 https:/iwww.pm-review.com/dinasj-20-stealth-fighter-jet-enginesincorporatepowder-metallurgy
superalloyturbine-disks/

1203cott, E. at alCatalogue of Case Studias lmtangible Technology Transfers from Universities and Research
InstitutesP YA Yy 3Qa [/ 2ff S3S hidyIRAWKE. adfuSdighaSysetSiNEs/itcasa n ®
studies.pdf https://kclpure.kcl.ac.uk/portal/files/135803068/itt_case_studies.pdf

121 https://www.globaltimes.cn/content/1204238.shtml

122 hitps://www.im perial.ac.uk/aviedesign/
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Thiscentrealso employs a researcher from the PRC as its manageesdarch through the
CentreincludesAluminiumZineMagnesium alloyand agingstrength of Aluminium
CopperLithium alloys and the aluminium allof&sA) 7050 and 608223

Researcherscludea Chinese professeovhose researchvith AVIC staff includes a corpus
on aluminium alloygsud asAA705(), and CDRKased material models. His pap& CDRX
based material model for hot deformation of aluminium alfé§e/as authored with AVIC
researchersincludingfrom the FA) and dealt with alloy AA5S052nother Imperial scholar
from the PR®@aspublished widely on alloyéncluding aluminium alloy AA6082°

Researcherfom the PR@cludeonewhose research covefmllistic tests, the geometry of
projectiles and thermoplastic composité¥,and anotherwhose research aims to enable

the $hassive poduction of aluminium alloydor aerospacé?’ Oneresearchs $trength
assessment and modelling for thick CE&#Pbon fbre reinforced plastictomposite
laminate€2In May 2020, listing himself as a researcher at the First Aircraft Institute,-he co
publishedAn explicitimplicit combined model for predicting residual strength of composite
cylinders subjected to low velocimpact?®with a researcher at the Army Engineering
Universityof the PLA

Other fields include the reinforcement technologypin, which the website states is

currently seen in F/A8 E/F aircraft; Composite Sandwich Structures (includes CFRPs, Glass
Fikbre-reinforced polymers, 3D woven and-emven fabrics); ALi alloy componentasing

new forming technologies; Additive ManufacturedBucts (to be provided by BAMTRI);
Microstructures and Properties of Transient Liquid Phase Bonding Joint of Singéd Cryst
Alloy (widely used for turbine blad@saero engines); and Microstructure and mechanical
properties of Ti6AI4V allgpints and otter titanium alloys.

Ly@SaaAaalrdArzy d YAy3aQa /2ttS3S [2yR2y KI &
researchthat it stateswill Wertainly be of interest for military aircraft designers, as well as in
civilian application®@¢ K S & S StéuSuraBintedrity Assessment of Additive Manufactured
Product&?°| y Rnpaét testing of laminated glass andmposite§3¥ which useda high

velocity gursystem4tlevantfor nuclear weapons developmeidfb(In 2015, Charles Clover

123 hitps://www.imperial.ac.uk/aviedesign/people/zhushenghi/

124 hitps://www.sciencedirect.com/sciere/article/pii/S0749641920301364

125 hitps://www.imperial.ac.uk/people/liliang.wang

126 hitps://www.imperial.ac.uk/aviedesign/people/mejun-liu/

127 https://www.imperial.ac.uk/aviedesign/people/qinmenguan/

128 hitps://www.sciencedirect.com/science/article/abs/pii/S0263822320302063

129 hitp://www.imperial.ac.uk/aviedesign/projectsimti-fai/structurakintegrity-assessment/fin Scott, E., Peel,
R., Ruechardt, F., & Mitchell, N. (2020). Catalogue of Case Studies on Intangible Technology
Transfers from Universities and Research Institutes: Revised edition. King's College London
https://www.kcl.ac.uk/alpha/assets/pdfs/itcasestudies.pdf
https://kclpure.kcl.ac.uk/portal/files/135803068/itt_case_studies.pdf

130 http://www.imperial.ac.uk/aviedesign/projects/mtifai/impact-testing-oflaminatedglassand-composites/
in Ibid.

B3lnternational Atomic Eergy AgencyCommunication Received from the PermanMission of Switzerland
02 GKS LYGSNYylFraGAz2zylf ''G2YAO 9ySNHe& ! 3SyO0eé NBIFNRAY3
Nuclearrelated Dualuse Equipment, Materials, Software and Related Tedgyah Ibid.
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http://www.imperial.ac.uk/avic-design/projects/mti-fai/impact-testing-oflaminated-glass-and-composites/

attheFinancial TimeGaswd f | 4 YAy3Qa /2tfS3S [2YyR2y0 KI @
l +L/ Q& ac¢Lk.!ac¢cwL rdmh®2EBNI yQa YAaaiatsS LINRI3

Imperial states theentre Wupports fundamental, noglassified research intoew materials

and manufacturing methadl @dccording to Charledsf 2 3SNJ ' yR YAy 3Qa [/ 2¢t €
Wonducted due diligence on AVIC before signingaitpeeemenfand liaised with the UK

Export Control Organisatigmow the ExportControl Joint Unjt!3®

See technological themes:

1. Alloys of aluminium, titanium armther metals
5. Composites, nanocomposites, polymers, laminates and related technologies

Imperial College London and the Beijing Aircraft Technology Research Institute (BATRI)
1 The COMA®GNperial Research Centre for Wing Technology of CommercialfiAircra

(BATRI is a subsidiary of the Commercial Aircraft Corporation of China (COMAC))

TheCommercial Aircraft Corporation of China (COMAC) has AVIC as a major shareholder.
¢t KAAa /[ Sy taBmdudeINE 2SO

1 ALLi alloys (applying the creep age forming (GA&¢ess used to manufacture large
aerospace panelge wing skins to produce panelstivthesealloys;

1 Aircraft transonic flutter (computationgdrediction of aeroelastic instabilities);

Optimisation for 3Bprinted structuresand

1 Stamp forming of compdtes (research into composite materials such as carbon
fibre-reinforced poly etherether ketone (PEEKa radiationresistant material in
demand for military aircrajt

=

See technological themes:

1. Alloys of aluminium, titanium and other metals
3. Aerospae physics

132 KI NI Sa / f 23S NIES NY!AYO Nddyli &SN ERENSANS dle RdkyyRe 2005, S & = Q
https://www.ft.com/content/af5ea60e157811e5be54

00144feabdc0. The US pwtment of Commerce in 2014 listed BAMTRI and pthe

/I KAySasS O02YLI yASa WF2NJ GKSANI NRfSa Ay adzlJL @Ay3 LNIyC
YA&aartsS LINBENIwWADW.ad.uk/@pha/absEtgdfs/itt-casestudies.pdf

133 https:/iwww.kcl.ac.ukhews/ukuniversitiesunder-scrutinyover-chinaties

By KNI Sa /t208SNE W! Y dzy A @S NEnancial SiledzyuReR006,4 ONHzi Ay e 2 @S]
https://www.ft.com/content/af5ea60e1578-11e5be54 in https://www.kcl.ac.uk/alpha/assets/pdfs/itcase

studies.mlf.
135hid,
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https://www.kcl.ac.uk/alpha/assets/pdfs/itt-case-studies.pdf
https://www.kcl.ac.uk/alpha/assets/pdfs/itt-case-studies.pdf

Imperial College London and the China Academy of Launch Vebigielogy (CALT)

1 UKChina Advanced Structure Manufacturing Technology Laboratory

The laboratory, sponsored directly by nuclear ICBM supplier CALT (albonay little -
mentioned in the public domairt3® However,one engineerfrom the PR@t Exeter, has
remained a Research Fellow of the Laboratory between 2017 and Z@researcher has
published in the last two years dfinite element analysis of interaction of laser beam with
material in laser metal powder bed fusion prodésand Evduation of low cycle fatigue
performance of selected laser melted titanium allopAr4\A38 (studying selective laser
meltingto make parts fronthis alloy, which separately is widely used in naitig aircraft;
studies by others of low cycle fatigue rearsce for Ti6AlI4V have noted its possible use in
rocket engine casés3® The researcher publishetiese papersith researchers at
Chongging University of Posts and Telecommunicati@hengging Unersity, and
Chongging University of Technology.

Anotherresearchesstudiedat the Laboratory, where his research was funded by CALT.

Hisresearch includes publications on the fast light alloys stamping technology (FAST)

process for martensitic steel, spgback for high strength aluminium allogs)d ultra-high

strength steds.1#! Hisco-authors for this research includeother PRC researcher at
LYLISNAFEfQa ! +L/ / SYGNB T2 NJafoueNBzO0 dzNI € 5SaArdy

See technological themes:

1. Alloys ofaluminium, titanium and other metals
2. Steels

Imperial College London and Shoug@ngup
1 Shougangmperial Lab for Lightweight Steel Based Systems for Impact Resistant
Automotive Applications

Imperial has also established a research centre withntlagor Chinese steghaking SOE
Shougang. AlthoughhBugang is @iant conglomerateand most of its manufacturing is for

136 Discussed ihttps://www.aspi.org.au/report/chinadefenceuniversitiestracker

137

https://www.researchgate.net/publication/325084564 Finite Element Analysis of Interaabiohaser Bea
m_with Material in_Laser Metal Powder Bed Fusion Process

138

https://www.researchgae.net/publication/336063004 Evaluation_of Low_Cycle Fatigue Performance of S
elective Laser Melted Titanium_Alloy-6AFYV

139 hitps://www.ncbi.nlm.nih.gov/pmc/articles/PMC7215716/

140 Not to be confused with the medical researcher of the same name.

141 hitps://lwww.researchgate.net/profile/Yuhao Sun4

142

https://www.researchgate.net/publication/342357420 Characterization_of Thermomechanical Boundary C
onditions of a Martensitic Steel for a FAST Forming Process
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https://www.researchgate.net/publication/325084564_Finite_Element_Analysis_of_Interaction_of_Laser_Beam_with_Material_in_Laser_Metal_Powder_Bed_Fusion_Process
https://www.researchgate.net/publication/336063004_Evaluation_of_Low_Cycle_Fatigue_Performance_of_Selective_Laser_Melted_Titanium_Alloy_Ti-6Al-4V
https://www.researchgate.net/publication/336063004_Evaluation_of_Low_Cycle_Fatigue_Performance_of_Selective_Laser_Melted_Titanium_Alloy_Ti-6Al-4V
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7215716/
https://www.researchgate.net/profile/Yuhao_Sun4
https://www.researchgate.net/publication/342357420_Characterization_of_Thermomechanical_Boundary_Conditions_of_a_Martensitic_Steel_for_a_FAST_Forming_Process
https://www.researchgate.net/publication/342357420_Characterization_of_Thermomechanical_Boundary_Conditions_of_a_Martensitic_Steel_for_a_FAST_Forming_Process

civil use, the conglomerate also supplies large volumes of steel to the military and some of

this laboratorf® & NJBndag risiNdavingualuseapplications. Research includes fibre
metal laminates (FMLS), a class of lightweight structural matehatsseparately is of
considerable interest to military industries. Deferagplicable research into FMLs
elsewhere has included their capgcio improve the mechanical properties of CFRP
material being researched by the centr@soveat Imperialand of increasing interest for
stealth jets!4?

See technological themes:

2. Steels
5. Composites, nanocomposites, polymers, laminates and eklatshnologies

Response fromimperial College London

Il AL 1SaLISNER2Y F2NJ LYLISNRIE /2fttS3Ss

the true nature of our sponsorship arrangements.
aLY GKS fAYAGSR Ayaidl yOS acChn&ss ttiparies, thsi Or
fundamental scientific research. For example, our work to develop lightweight strong g
[per the KCL reference you note] has a wide range of potential scientific and commerc
applications in many sectors worldwide. Wemat conduct any classified reaech.
GLYLISNAIFf O2yRdz0O0G& Ada 26y RdzS RAfAISY
work closely with the Export Controls Joint Unit and other relevant UK government
agencies. All relationships with third partiegaubject to prior and continwkreview.

[ 2
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GhdzNJ NBaSI NOK 2dzilLldziasz gKAOK | NBE Ay
AYOSNYFGA2YIE 22d2NyFfazs NS JI22R F2NJ
Science is a global endeavour, anel ave proud to work with our pes in academia and
AYRdAzZAGNE [t 20SNJ 0KS ¢2NI Rbe¢

X

G¢KS LINP2SOG 0SG6SSY LYLSNARFIE |yR {K2dz
2 aims to evaluate the possibility of stamping FMLs into lightweight panel compofant

automotive body structure§to replace current heavy steel components). This would hel
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143 hitps://www.imperial.ac.uk/aviedesign/projects/cfrplaminates/
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University of Cambridge and National University of Beféechnology (NUDT)

Memorandum of UnderstandingMoU) with the National University of Defense
Technology (NUDT) (now expired)

A Memorandum of Understanding (MoU) which expired in 2@k&tedwith NUDT,

I NBdzZl 6t & / KAY | Qiakedvudiderisity. £ambiid§e stétihat tis wasidigned
inthewake of theUY X3 2 GSNY YSy 1 Qa Sy O2dzN} 3SYSyid G2 ONBI
UK-China relationship. That MoU produced no research, no collaborations, no funding and

has been expired for three yeaf.

The National University of Defense TechnoldgyD7 says the oppdunities given by

CambridgewiBB NB I Gf & NI} AasS GKS ylLiAz2yQa LBR26SNI Ay O
communications [and] arfmming for imaging and higbrecision navigatio@44

Cambridgehas stated that the MoU produced no research vitbDT Meanwhie, research
was produced by a Byfeellow of Gonville and Caius, a constituent college of Cambridge,
who was not directly employed or paid by the university itself, following the signing of the
MoU (however this was not related to the MoU atie fact thatthis followed anMoU is
purely coincidental).

This Byd~ellow, whose employment at Gonville and Caius is simply in a teaching capacity
and whose researclve assume to bearried out independently, hasooperated on
research withiXianwen Raf NUDT4®

Ran is described online asBoctor of Theologat NUDT, but hiswn recent papers (not in
cooperationwith the ByeFellowat Gonville and Caiyignclude

1 InJuly 2020Theoretical model of radial scattering velocity of fragments of the
reacive core PHL_Projectil&*® (the PELE projectiia I Wy Sg idperci®y 2 F | N
g1 NKSIR wogK2a2S86 Y2NB 200A2dza FNF IAYSYyGl GA:
insufficient afterlS T F SO0 &a QO T

9 Simulation Study on Jet Formability and Damage Characteristics ofBerusity
Material Line¥’ 6 W ¢ KS8 g1 NKSIR Aa |y STFSOGADS o€
NEI Ol A @S ndl NY 2 NRO 0

MWy XGAY3 [ KAYFQa aAyAadNR 2F 9RdOFGA2YyY
https://web.archive.org/web/20200831235735/http://www.gesie.org/news/Center/2008-22/925.htmland
https://www.aspi.org.au/report/pickngflowersmakinghoney

145 hitps://lwww.researchgate.net/profile/Xianwen Ran
146

https://www.researchgate.net/publication/343130439_Theoretical Model of Radial_Scattering_Velocity of

Fragments _of the Reactive Core LEEProjectile
147

https://www.researchgate.net/publication/322261757 Simulation_Study on_JatmBbility and Damage
Characteristics_of a_LoeRensity Material_Lier
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https://web.archive.org/web/20200831235735/http:/www.gesie.org/news/Center/2017-09-22/925.html
https://www.aspi.org.au/report/picking-flowers-making-honey
https://www.researchgate.net/profile/Xianwen_Ran
https://www.researchgate.net/publication/343130439_Theoretical_Model_of_Radial_Scattering_Velocity_of_Fragments_of_the_Reactive_Core_PELE_Projectile
https://www.researchgate.net/publication/343130439_Theoretical_Model_of_Radial_Scattering_Velocity_of_Fragments_of_the_Reactive_Core_PELE_Projectile
https://www.researchgate.net/publication/322261757_Simulation_Study_on_Jet_Formability_and_Damage_Characteristics_of_a_Low-Density_Material_Liner
https://www.researchgate.net/publication/322261757_Simulation_Study_on_Jet_Formability_and_Damage_Characteristics_of_a_Low-Density_Material_Liner

1 In December 201,94 method to optimize the electron spectrum for simulating
thermo-mechanical response teray radiatio?*8 6 W ¢ a$ pulse adiginating from
high altitude nuclear detonation (HAND) is mainly sefayand its intensity is high
enough [to] lead to severe thermmechanical deformation of unpenetrated
YFGSNRAIFEX LG A& LI2aaArotsS G2 aAYdAaddsSe oi K

The effects of higkaltitude nuclear blastandpotentially devastating electronagnetic
pulses (EMP) argeported to beareas ofigh strategidnterest to the Chinese militar}#?

TheByeFellowwhoisw | y Q& NI a S Istfaratefidlds hddisstes ait Reyfsan

WAssociate member of the Cavendish LaborafayResearch Fellow at Imperial College
LondorQand aWPistinguished Visiting Professor of NWIhis CV lists this position as having

been from 2014 to 2017, howeveat the time of writhg, his online profile statd that this
continue9.’®**He remains a Highevel Foreign Talent, a position awarded3&jjing(this

Womes with a longerm visd), having been awarded membership of tHEO00 Talent plaf

in 2015. He remains a Distinguished Wi G Ay 3 t NEFS&aa2N) 2F / KAyl Q&
(he states that at CSU he carries &&search with engineers on better transportation

systems and vehicl@Before 1996 he was also a Fellow at the US defence research base

Los Alamos National Lalatory, run by the Department of Energy

According to Clive Hamilton and Mareike Ohlberg, the Thousand Talents Plan exists to bring
scientific expertise and knowdge to China, primarily by returning PRC nationals:
WeKS ' { 5SLI NIYSyYyGSI2@A (98 SNERKS KSR B SIVK Ka
2yS NBLRNIS daz2z Ylye aoOASyidrada FTNRY [24
universities and research institutes that peofld S Rdz 6 SR (G KSY GKS
Of d&'Q¢ ®Q

There is no suggestion that this professor hagaged in any illicit knowledge transfer from
Los Alamos or elsewhere, however. We refer to this to make the point, as with the other
scientists whose work is maphed in this report, that there may at times be a danger of
the future coopting of researctagainst their intentions for dualse purposes.

148

https://www.r esearchgate.net/publication/338205287 A Method to_Optimize_thectbe Spectrum_for
Simulating_ Thermdechanical Response to-rdy Radiation

149 pillsbury, M. (2015)The Hundreerear Marathon: China's Secret Strategy to Replace America As the Global
Superpowe® { G al NIAyQa DNRFFAY D

150

https://www.imperial.ac.uk/people/r.blumenfeld#:.~:text=Raf@®Blumenfeld%20is%20a%20Research,membe
r%200f%20the%20Cavendish%20L atms@62C

151gtephen Cher? YSNA OF Q& KA RRSY NEf S QSoyth ChikdModiagPogoMartiz ya NB A S
2017. InHidden Hand: Exposing How the Chinese Communist Party Is iRgshapWVorld Simon and

Schuster.
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https://www.researchgate.net/publication/338205287_A_Method_to_Optimize_the_Electron_Spectrum_for_Simulating_Thermo-Mechanical_Response_to_X-ray_Radiation
https://www.researchgate.net/publication/338205287_A_Method_to_Optimize_the_Electron_Spectrum_for_Simulating_Thermo-Mechanical_Response_to_X-ray_Radiation
https://www.imperial.ac.uk/people/r.blumenfeld#:~:text=Rafi%20Blumenfeld%20is%20a%20Research,member%20of%20the%20Cavendish%20Laboratory%2C
https://www.imperial.ac.uk/people/r.blumenfeld#:~:text=Rafi%20Blumenfeld%20is%20a%20Research,member%20of%20the%20Cavendish%20Laboratory%2C

Ran has published withim as recently as June 2028ijkrise dynamics of horizontally
oscillating active mattr in granular media: Theogfy?and in September 2016/ertical
dynamics of a horizontalgscllating active object in a 2D granular medidpd

Other NUDT scholars include an expert in nanoporous aerogels and their use-in high
performance light absorptioand thermal insulationwhowas avisiting academic fellow at
Cambridge in 2019, joining the liyyd nanomaterials engineering group? Elsewhere, these
types of materials have wide potential duade applications, including projectile coatings
such as for hypersonic missiles.

See technological themes:

5. Composites, nanocomposites, polymergjilzates and related technologies
6. Ceamics, piezoelectrics and rare earth coatings

Response from the University of Cambridge

oCavendish Laboratory: The Cavendish Laboratory does not have, nor has ever had, any
projects, research grants or contraetsth NUDT or other militarynstitutions in China.
There was an MoU between the groups, but this never led to any formal research funding,
lapsed in 2018 and has not been renewged.

The ByeFellowdis not an employee of the University and he does not varlany research
grant or contact involving the Cavendish Laboratory. He is aBfow at Gonville & Caius
College, where he teaches Physics to students for up to six hours per week during terr
time. The University and Colleges are separate legal aaddial institutions

=

GThe eport attempts to link the University to military research throutfe] ByeFellow at
Gonville & Caius, whose only link to the University is that he teaches physics at one college
six hours per weekde is not employed by theniversity, he is not fundebly the University.
He has no research at the University. He is not collaborating on any research at the
University€

The nanoporous aerogels expértas a visitor at the Cambridge Graphene Centre (CGC) in
2019[and]was invitedunder normal academic procedures because he has expertise in
FSNRP3ISta gKAOK GKS / D/ RARYQG KIFI@S 4 [IKS
wanted, not the other way around)He] did not carry out any experiments, did not have
access tdaboratories and did not attend group research meetings during his time at the
University. The CGC now have two students working on aerogels which began after hi
departure. Their work is not in collaboration with NUDT.

(2]

152 hitps://arxiv.org/abs/2006.04160

153 https://www.researchgate.net/publication/307862085 evtical _dynamics_of a_harizontally
oscillating_activeobject _in_a_2D_granular_medium

154 hitps://www.nanoengineering.eng.cam.ac.uk/people
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Cambridge also describes linkstp B ¢ | &S EAyaySy i ¢ © ‘

Manchester University and the China Aerospace Science and Technology Corporation (CASC)
1 SineBritish Joint Advanced Laboratory on Control System Technology

This joint laboratory focugskon advanced control systems, budd plans b $hove beynd
Control Systems into other aspects of Aerospace ScigMemchester states that the
laboratory closed in 20182 but its Chinese director states that he still leads the
laboratory1%6

The China Aerospace Science and Techn@ogygoration (CASC)iscdntt (2 / KAY Il Q&
programme and, through its subsidiary the China Academy of Launch Vehicle Technology
6/1'[¢0 A& GUKS YIAY olftftAadGAO YAEAAAE S &dzLILI A S
also researches technologies suchnaissile launchers and sgplanes). In common with

YIye 2F (GKS FLOAtAGASa S RSaONAROS>T GKAA YSI
main nuclear ICBM conglomerate with a research facility subsidised by the UK taxpayer.

One of the academidavolved in establishing the labatory isthe Dean of the Faculty of

Engineering and Physical Sciences, who joined a CASC delegation at an agreement signing
ceremony (in 2013 he was also a Guest Special Professor of Wuhan Universaida

Renowned Sciertt Lecture To@ @ 0

Thedirectoris a control systems expert, some of whose research at the laboratory has been
EPSR@inded and includes UAVs. His research on control systems technologies covers
attitude control for rigid spacecrafts, formation flyifgr UAVS, and aibreathing

hypersonic vehicle¥®8 One ofhisrecent papers at Manchester, from 201®¢bust

Cooperative Guidance Law for Simultaneous Adiviaicludes a diagranmat appears to
showdifferent missilesor rocketsmoving towards the same targét?

155 hitps://web.archive.org/web/20191203090318/http://www.aerospace.manchester.ac.ukfour
research/sinebritish-controklab/ In https://www.aspi.orgau/report/chinadefenceuniversitiestracker

156 https://www.research.manchester.ac.uk/portal/zhengtao.ding.html

157 https://www.research.manchester.ac.uk/portal/en/activities/wuhamiversity(f0e62512f53-4455a369
930eeb231d36).html

188 hitps://www.research.manchester.ac.uk/portal/en/researchers/zhengidiog(f8 7d35e0a98b-4835-a0db-
10debfccbbee).html

159 hitps://www.research.manchester.ac.uk/portal/files/65368508/2018 TCST_Preprint.pdf
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https://www.research.manchester.ac.uk/portal/en/researchers/zhengtao-ding(f87d35e0-a98b-4835-a0db-10debfccbbee).html
https://www.research.manchester.ac.uk/portal/en/researchers/zhengtao-ding(f87d35e0-a98b-4835-a0db-10debfccbbee).html
https://www.research.manchester.ac.uk/portal/files/65368508/2018TCST_Preprint.pdf

. —

Fig. 2. N to 1 robust simultancous arrival scenario.

We make following assumptions throughout this brief.
Assumption 1: The speed of each interceptor is constant but
may not be the same as that of other interceptors.

See technologal themes:

3. Aerospace physics
4. Hypersonic technology
7. Drones and lithiuaon batteries

Manchester University and the Beijing Institute for Aeronautical Materials (BIAM)
1 BIAMUniversity of Machester Graphene Aerospace Materials Centre
1 BIAMUniversity of Manchester Technology Centre
1 BIAM is a subsidiary of the Aero Engine Corporation of China (AECC)

In 2017, Manchester launched two centres with the Beijing Institute for Aeronautical
Materials(BIAM). Thgwere opened at an event attended bya$t from the Chinese
consulate in Manchester, where MancheggouncilleaderR S & O Nahoth& Rote'sf
confidence in Manchest&éwhich will'further strengthen ties between Manchester and
Chinag¥?

The Graphene Aerospace Materials Centre researchefhign@incompositesceramics
and otheraerospace materials. It is led byprofessor from the PRCatr y OKSa (i SN &
Department of Materiald6!

The BIAMUniversity of Manchester Technology Centre deps|@rocesssand tess
advanced materials for aero emgis. I directorat Manchesteiis another professor from

160 hitps://www.manchester.ac.uk/discover/news/grapherfmartnershipcould-deliverlighter-planes/
161 hitps://www.royce.ac.uk/rollsroycechairin-advancedcoatingtechnology/
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China also of the Department of Materiaésxd who researchel at BIAMbefore coming to
the UK. His research is focused on the corrosion coofrbight alloysincluding AA6082,
7010, 2055, 209983 and AZ31B magnesium aHtitanium joints162

In 2020 aresearcheiaffiliated withthe Technology Centre published research on AAYE50
with researchersat the defence laboratory the State Képaboratory of Powder Metallurgy,
Central South UniversitCSYand Huazhong University of Science and Technology (HUST)
Previous research by others at CSU on AA7150 has received direct sponsorship by the
National Defense Program of Chilt4.

See technolgical themes:

1. Alloys of aluminium, titanium and other metals
5. Composites, nanocomposites, polymers, laminates and related technologies

Response fronthe University ofManchester

8We value our connections with China as an important partofttéeQa SEG Sy ap g8s
international trade and cultural links. All such irdetions have to be based on government
guidance and regulation.

GThe University carries out due diligence on all research collaborations informed by the
latest information and guidance. have a clear intellectual property policy which all our
researchersoverseas and domestic, must adhere to as part of their professional contrgcts.

AWe take all necessary measures to assure ourselves that our research is not used beyond
its agreed appdation. Typically, the results of collaborative research are puldigh¢he
open, publicly accessible scientific literature, as is the norm for research conducted at the
University.

GThe cases given in the Civitas report were either for research cadiabos or for visiting
researchers to undertake projects in Univeysif Manchester laboratories. All current

projects mentioned in the Citivas report went ahead after assessment and approval by|the
Export Control Joint Unit (ECJU).

O0We can confirm that lhdue diligence and processes are in place to allow academics and
the University to question the potential of their research and only engage with external
entities within the legal remits of the export control legislation as assessed by the ECJU. Our
current due diligence addresses and ensures that no controlled informagiexported
outside the UK without the appropriate licence in place. The University continues to wark
closely with the ECJU and government agencies to ensure that we are fully comatiant
policies and protocols around export of materials, informatan datag

X

162 hitps://www.research.manchester.ac.uk/portal/xiaorong.zhotnti
163 https://www.sciencedirect.com/science/article/abs/pii/S1003632620653602
164 https://www.sciencedirect.com/science/article/abs/pii/S100363262065405X
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G! O2ftfl 02N GA2Y YR I ASLI NI OGS GAEAAG2NI FNRBY
G! ANBSYSyGa gA0K / KAYLF ! SNRPALI OS { OASYPDS I ¥R
Institute of Aeronautical Materials (BIAM) were terminated in 2018 and 2020, raspedy.

The web page of Professor Zhengtao Ding is out of date and will be updated to reflect these
changes.

G! O2ffl 02N GA2Y GAGK [/ SYGNI t9/{VElddieK | yADSNEA

University of Strathclyde and the China Academy of Launch Vehideld@cliCALT)
1 Space Mechatronic Systems Technology (SMeSTech) Laboratory

{ NI 0 KOf & R Gabosatofy s SnpteeSUIKKIniversity partnership for ICBM

manufacturer CALT. Involved in research im&chatronic systems, satellites and other

fields, Stratht @ RS R2Sa y20 YSyaaAzy /1 [¢Qad Ay@2f @gSYS
Uhternational fundin@p

One dthel 6 2 NI BWuUNdedpiojects'®® on data fusioréffectively combine[s] the
data acquired by sensors used onboard satellites [and] other space véitlesroad
applications®n earth and in space

One associated Chinepeofessor in mechatrogisystems technology has published across
many related fields, including dBAV swarming technolo@for oil and gas facility
inspection). His research inclusi& new system design method for space launch vehi€les
andMOSAR: modular spacecraft assenmaiy reconfiguration demonstratdf’ He has
researched calcium phosphaté (for standard medical purposelspwever hisco-authors

Ay Of dzZRS NXB & S| NdarilBked Notthivester Wnjversngdthaf publications
include onthe manufactuing of oxdation-resistant coatings (types used for alloys and
superalloys}°

Hisresearch intoA new system design method for space launch vehitlgas with

researchers ethe Beijing Institué of Astronautical Systems Engineering, a subsidiary of
CALTTNhis hstitute appears to béased at 1 South Dahongmen Road, Beijingppears

that s0 is the Aerospace Research Institute of Materials & Processing Technology, another
CALT subsidiarwhose first director Yao Tongbin wdsvarded the ABomb, Hbomb and

165

https://ww w.strath.ac.uk/engineering/designmanufacturingengineeringmanagement/thespaceatexticsy

stemstechnologylaboratory/datafusionforspacerobotics/
166

https://www.researchgate.net/publication/274992821 A new_system_desigathod_for_space launch_ve
hicles

167 https://p ureportal.strath.ac.uk/en/publications/mosanodularspacecraftassemblyand-reconfiguration
demonstrato

168 https://www.researchgate.net/profile/Xitlian_Yan/2

169 hitps://www.researchgate.net/profileXiu-Tian_Yan/2
170

https://www.researchgate.net/publication/274992821 A new_system_design_method for_space_launch_ve
hicles
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First Satellite Meda@’! TheBeijing Institute has published studies of launch vehicles for
hypersonic vehicles that refer thilitary requirement€the need fordarge angle of attac®
andmissile flight controk’2173174175

Another Chinese researcher at Strathclyde ggaduate ofBeihangand is based, like the

colleague abovdn the Rdotics and Automation Systems Group that includes SMeSTech.

¢ KS 3 NP dzLJQ acludelel8ctonik dnd gowed systems and orbitddatics. The PhD
research he supervises includasiltiple autonomous systems (t#nprove [their]
capabilities, such as surveillance, target acquisition and trackin@E&fter Beihang he
received his RD in 2008 in robotics and autonomous systemsitbe School of Computer
Science and Electronic Engineering at the University of sse$chool has also
established a joint double degree programme aimed at Chinese students with N)Withe
Schoolof Navt | NOKA G S OlaliaNBniversigXin réalityyPlali@aUniversity of
TechnologP also states that it has establishedéint training agreemer@with the
University of Strathclydé’®

See technological themes:

3. Aerospac@hysics

7. Drones ad lithiumrion batteries

9. Shipbuilding

10. Data science, Al, recognition and facial recognition
11. Robotics (land, sea and space)

Response from thé&Jniversity of Strathclyde

A spokesperson for the University of Strathclyde ¥aid& L y G S Néarchicallabgratibon

plays an important role in finding solutions to global challenges, from sustainable farming

and future energy systems, to protecting health.

GC¢KS O2ffl 02N GA2y ANBSYSYyd NI JosaANBR [I2
China Aademy of Launch Vehicle Technology (CALT) focused on mechatronics research

contributing to the UKChina Flagship Challenge program project SmartFarm, with the g
of developing more efficient and sustainable approaches to farming awl fooduction. It

used AgriRovec, a device for testing soil quality based on technology previously developed

for use in exploration on Marsas a key prototype. A demonstration of AgriRover was

171 http://www.jeccomposites.com/directory/aerospacgesearchinstitute-materialsprocess

172 hitps://lieeexploreieee.org/stamp/stamp.jsp?arnumber=9045021

173 http://www.aerospacechina.org/CN/article/downloadArticleFile.do?attachType=PDF &id=264

174 https://www.isodarco.it/courses/beijing92/beijing92_part.pdf

175 http://www.ae rospacechina.org/CNfticle/downloadArticleFile.do?attach Type=PDF&id=264

176 https://pureportal.strath.ac.uk/en/persons/erfeyang

U7 https:/iwww.essex.ac.uk/news/2017/09/11/succesd-new-joint-degreeprogranme-betweenessexand
northwestuniversityin-china

178 http://vehicle.dlut.edu.cn/English/Programs_and_Degrees/School_of Naval Aothie.htm
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made in a farm in Beijing and an export control license se&sired from the UK
Government Export Control Joint Unit before the demonstration.

Gl €€t 2F 2dzNJ NBaSFNOK O2fftlFo2Nr dA2ya FNB 2LISy
diligence. Our scientific outputs are in the public domain, and are published openly in
leading journals andiebsites.

G! €t 2F 2dzNJ NBaSFNOK Aa dzyRSNIF 1Sy Ay | 002 NR
guidance on research integrity with the core elements of honesty; rigour; transparency|and

open communication; and care and respe&hy transfer of matgals is subject to UK
Government legislation on export control. All relationships with third parties are subject to
prior and continued review.
GhlLISyte LlzofAaKSR NBaSIFNOK Aa o6& RSTAYAlGAZY
The university goports, and has contributed to, work of UUK and CPNI on Trusted Resgarch

G2 SyadaNB ddKFd OKSOl1a FyR olftlyoOSa I NBS| SYoSR

Birmingham University and the University of Science and Technology China (USTC), Wuhan
University of TechnologwUT), BIAM, COMAC and Huazhongdusityof Saénceand
Techology(HUST)

Birmingham University cluster:

1 UST&irmingham Research Institute in Intelligent Computation igsmépplications

1 Wuhan University of Technolo@irmingham Joint Key Laboratooyr fintelligent
Machines

1 Efficient Manufacturing for Aerospace Components Using Additive Manufacturing,
Net Slape HIP and Investment Casting (EMUSIC)

Over the last decadd@irmingham has created a cluster of resegpentnershipswith
Chinese companies amastitutions leading to potentialldualuse (potentiallymilitary- or
surveillanceapplicablg research.

The Director of the USTBirmingham Research Institute in Intelligent Computation ésd
Applicationds acomputer scientist with a PhD from USTE&The Institute has two areas of

focus: adaptive optimisation, and advanced data analysis and mining. Tovedsai®a, the

Institute states isWontroversial Ay @2t @Ay 3 (KS 02ttt SOUGA2Yy 2F
online behaviour. The group ®ngaged with Baidy/ KAy I Qa Of 2aSad Sl dza O |
but which, like COMAC, is namder US DOD sanctionsa'€hinese military compa@to

take this information one step further and consider predictions connected to browser

pathwaysQ

19 hitps://www.cs.bham.ac.uk/~xin/
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In 2013 Birminghan and WuhanUniversity of Technology established the Wuhan University
of TechnologyBirmingham Joint Key Laboratory for Intelligent Machines. Although
Birmingham makes no public mention of the laborat@gcording toWUTit includes

intelligent decision gpporting swtems (including Al with autonomous control technology)
and carbon fibreeinforced plastics (CFRPY81

Birmingham is also the coordinator of the Efficient Manufacturing for Aerospace
Components USing Additive Manufacturing, Net Shape HifhaadtimentCasting

(EMUSIC), an EChina projecto develop aerospace componentanufacturing(such as
additive manufacturing (ANE) Near Net Shape Hot Isostatic Pressing (NNSHIPping); and of
Tialloy investment casting.

The projectWill allow the endusers to deci@ whether to transfer the technologies to their
supply chaiQChinese partners include BIAM, the COMAC Shanghai Aircraft Design and
Research Institute, the Institute of Metal Research (IMR), and Huazhong University of
Science and Technology (HYBirmingham has stated that its involvement with
BAMTRI/MTI in the project ended before the Chinese institute was added to a US watch
list,*82 but Birmingham continues to use its name in their matefial.

See technological themes:

1. Alloys of aluminiuntitanium and other metals
5. Composites, nanocomposites, polymers, laminates and related technologies
10. Data science, Al, recognition and facial recognition

University of Nottingham anfiCAE (the Commercial Aircraft Engine Company)

1 University olNottingham University Innovation Centre (UIC)

b20GAY3IKEYQa ACAINStRe&wMerciad Airaréft Engine Compamich it
describes as an AVIC subsidigfglthough AVIC remains a shareholder in AFCavided a
£3 million three-year package fosupport forivil aerospace research projects in the QIC
including impact damage on composite materiafglthermal barrier coatings t&nprove
the performance oengine components such as turbine blades, which have to operate in

180 http://imul.whut.edu.cn/en/about/

181 hitp://imul.whut.edu.cn/en/team/lecturer/201402/t20140221 111923.htm

182 hitps://www.kcl.ac.uk/apha/assets/pdfs/ittcasestudies. pdf

183 https://iwww.birmingham.ac.uk/generic/emusic/about/participants.aspx

184 https:/iwww.nottingham.ac.uk/research/groups/composite@gseach-group/research/mechanicand
failure/avicnottinghamuniversityinnovationcentre.aspx
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very high temperatues38> ACAE hasponsoed around 20 of itsstaff to study at
Nottingham?86

The ACAE L/ LINAYINARf& ¢2NJa oAGK (GKS TdwA OSNRA (&
executive director of the UIC looked forward4$borther enhanc[ing] our understanding of
compositematerials and thermal barrier coatinQ&m his visit to launch the UIBCAER&D

Director Dr Victor Wang called it#istoric momenfior his companyUIC staff have

researcted polymer nanocomposites with Chongging Universitgludng 3D-woven

composie Tjoints and related area¥’

One individual associated with the Ul@ésv atUCL but f2 NJY Sriskaich ditector of
University Innovation Centre in Aero Engine with A0V hile at Nottingham, her team
invented a novel Aerosdissisted lon DepositiaidAAID) process andccording to her
website,developed nanocompositeoatings with unique physical and chemical properties
Whe method is being exploited to put subicron/micron thick high performance polymeric
coatingsonstee@® { KS K| &dnanbcdraposRec@asngLidrdribological
applications, ceramic coatisgand next generation multifunctional films for deicing,
antifogging and antlightning applications in aerospa€®? Choy has worked closely with
Yéading research institutions and iastrial companies to explojAAIL technologiedand]
novel coating meerials rhesenclude defence companies ReR®yce, QinetiQ and DSTL,
implyinga potential for dualuse®®

See technological themes:

5. Composites, nanocomposites, polymers, laminates related technologies

Response from the University ddottingham

7z

Al YADGSNEAGE 2F b20GAY3IAKIY &LR21SaLISNBE2Y |al ARY
Commercial Aircraft Engine Company (ACAE) ended in 2017 and was specifically desjgned

for civil aerospacepplications in large passenger aircraft. All internatioeakarch
agreements are constructed fully in line with government legislation, including export
control regulations, and subjected to rigorous internal research security, integrity and
ethical praedures, as well as our own Research Code of Conduct and Exymtrol Policy

185 hitps://www.nottingham.ac.uk/research/groups/compositesseard-group/research/mechaniceind-
failure/avicnottinghamuniversityinnovationcentre.aspx

186 https://www.nottingham.ac.uk/research/groups/compositagsearchgroup/research/mechanicend-
failure/avicnottinghamuniversityinnovationcentre.aspx

187 https://www.nottingham.ac.uk/research/groups/compositagsearchgroup/research/mechanicend
failure/avicnottinghamuniversityinnovationcentre.aspx

188 hitps://iris.ucl.ac.uk/iris/browse/profile?upi=KLCHOO01

189 hitps://iris.ucl.ac.uk/iris/browse/profile?upi=KLCHOO01

190 https://iris.ucl.ac.uk/iris/browse/profile?upi=KLCHOO01
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University of Strathclyde and Beijing University of Aeronautics and Astronautics (and larger
groupin Scotland and Chipa

1 ChinaScotland Signal Image Processing Researcdamy (SIPRA)

1 Linked universities in Chirdational Laboratory of Pattern Recognition, Beijing
University of Aeronautics and Astronautics (Beihang), Southeast University, Tianjin
University, Zhejiang University, University of Electronic Science andibgghof
China(among others).

SIPRAvasfoundedin 2008by a group ofChinese and Scottish universitidsstudies
signal/image processing and its applications in communications, aerospace and other fields.
SIPRAeeksW®lose cooperatiofiwith] industryin China and Scotlar@P?!

{ Lt JounQetisat Strathclyde'®2 Hisresearch with counterparts in China includes person
re-identification in camera networkslis papetAdversarial erasing attention for person re
identification in camera networksnder complexenvironmentsstates

Person reidentification (RelD) in camera networks under complex environments
has achieved promising performance using deep feature representations. However,
most approaches usuallignore features from norsalient pats of pedestian,

which results in an incomplete pedestrian representation. In this paper, we propose
a novel person R method named Adversarial Erasing Attention (AEA) to mine
discriminative completed features using an adversarialXvagiginal pedestian

images & used to train the basic netwofko] extract global and local deep
features@?s3

With his colleagues, this researchreceived a Royal Society grant farzzy multilayer
clustering and fuzzy label regularization for unsupervised person tific&ion:

Wnsupervised person reidentification has received more attention due to its wide
realworld applicationX we propose a novel method named fuzzy multilayer
clustering [which] learns a new feature space using a multilayer perceptron for
clusteiing in orderto overcome the influence of complex pedestrian imag¢$*

Oneco-authorwasfrom an institute not mentione&mongSIPRA partners, the State Key

Laboratory for Management and Control of Complex Systems, Institute of Automation,

Chinese Acadmry of Scienceghis co-author is also a graduate of NPU). SIPRA has received
graAGa FTNRY [/ KAYlF Q& bl A 2yahda VijePrési@andolitteNE 2 F t
Chinese Academy of Sciences. SIPRA menhiased at Strathclydeave visited NPU to

cooperateon a fundingapplcation; onediscussed aoperation at Belnang; and a a SIPRA

member, another Scotlanébased Chinese schollhas visited Beihang for researdhL t w! Qa
founderhas deliveredd number of keynote lectur€¥o the University of Electronic Science

191 https://www.china-scotlandsipra.org/

192 https://www.stir.ac.uk/people/257402

193 hitps://ieeexplore.ieee.org/document/9043556
194 hitps://lieeexplore.ieee.org/document/8704867
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and TechnologyUESTCHnother SIPRAffiliated scholarhas visited S A K HofhlE Q &
Research Laboratory in Cognitive Signal Image Processing to discuss research apfffications
andhas researched pedestrian detemti with the State Key Laboratory of Managerhand
Control for Complex Systems, the School of Atrtificial Intelligeara®the Center for

Excellence in Brain Science and Intelligence Technology of the Chinese Academy of
Scienced?6 197

See technological tames:

3. Aerospace physics

7. Drones and litum-ion batteries

9. Shipbuilding

10. Data science, Al, recognition and facial recognition

University of Kent
1 Communications Research Group

¢CKS /2YYdzyAOFGA2ya wSaS| NoOrmumcst®riztechiddgieS | NOK S &
and systems for higfrequency and/or high dataate wireless systems operating from radio
FNBIljdzSyOe owCO G2 ¢BNI KSNIT 6¢1 T 0 FTNBIdzSy OA S
Areas of research include space antennas, smart antennas,-ppace radars, phased

arrays, MIMO (multiple input multiple output), antenna aratio propagation for

4G/5G/6G mobile communications, base station antennas, antennas for satellite

communications, RF/microwave/millimetsgave circuits and RF front ends, mobile

communication systas, satellite communications, inteatellite links, wieless power

transfer, ultrawide band (UWB) radars, GNSS reflectometry, syntiagtesture radars,

electromagnetic modelling and small satellites.

A leading figure in the group is a professor of REfbivave Engineeridg® and former

visiting professor at NP and Xidian Universiff° The group has been sponsored by Huawei

G2 NBaASINOK pD IydSyyl GSOKy2ft23ASaz gKAOK Y
2y U KS 25ThAeSdNirglide mithmetrevave antenna designs for 5G smartphones. The

group is movig into intelligent antenna technologies for 6G.

195 hitps://www.china-scotlandsipra.ordacademicvisits/

19 https://www.sciencedirect.com/science/aitle/abs/pii/S1566253518304111

WLt w! Qa 20 KSN Ligeovedisparséepresghtation usitptadaBtiSe spatial support for
effective target detection in hyperspectral imageryd A novel SAR target detection algorithm based on
contextual knowedge(https://www.tandfonline.com/doi/abs/10.1080/01431161.2013.845924

198 https://research.kent.ac.uk/communicatic

199 https://research.kent.ac.uk/communications/people/

200 hitps://www.kent.ac.uk/engineerinedigitalarts/people/670/gaesteven

201 https://research.kent.ac.uk/communications/antennas/?article=1012
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Researchers have received EU, EPSRC and Royal Academy of Engineeri{gQuargtst
LINE2S0Ga Ay Of ded®smadl MAMOLalitenigaSfoextdginération smart

LIK2Yy S&AQ 6 7Fdzy RS RogdHz widalznd sSnartahtenksls @egign and
FILONROFGAZ2Y dzaAy3d o5 t NA-Frifile YiHaWidéband/WigeS R 68 9t
Scanning MultFunctionBearf 1 SSNI} 6f S ! NNIX & ! yiSyylraQ o9t {w

Onebegan his career at the China Research Institute of Radie\Reopagation (also

known as the 2% Research Institute of China Electronics Technology Group Corporation
(CETCpf3204205) 9 ¢ / Kl a alAR (KFG GKS O2N1IRNI A2y QA
elSOGNRBYAOA F2 N2 HisSecéht phbficat®ris aid&dd MIMD areays for 5G

terminal applicationg?7 298209 pyblished with a Xidian researcher who specialises in

Antennas and Microwaves, a designated area of military research at the utywehare it

Ad OF NNASR 2dzi 22 Ay if atedmkentfe ofagstealtd lesearan i K wS & S
under US Entity List sanctiofi§.

They also include MIMO antenna units, ultrawideband transmitart&yand Vehicle Global
Navigation Satellite Syste?'?2 Co-authors for the final paper include a phased array radar
expet at NPU and a satellite and antennas expert at the National Key Laboratory of
Antennas and Microwave Technology, a defefweded laboratory at Xidian University.
Some of these researebs joined him foMillimetre-Wave DuaPolarized Differently Fed 2
D Multibeam Patch Antenna Array3

See technological themes:

8. Radars, antennae and related technologies

202 hitps://www.kent.ac.uk/engineerinedigitakarts/people/670/gacstevenHis recent projects as principal
AYy@Saiaal i2 N -wandintaliest ariap dnferinds Ye& iaSd\shtellite communications on the

Y23SQ3s W! ROl Yy GShikas NBPateS2ONGF NINa- &gy GryS G A O | LISNI dzNB NI Rl NA Q
integrated millimeterwave active phased array mu@iS 'Y (G NI yAOSAGSNE F2NJ {! ¢St f Al
203 hitps:// www.kent.ac.uk/engineeringligitalarts/people/670/gaesteven

204 hitps://www.natureindex.com/institutionoutputs/china/chinaresearchinstitute-of-radiowave
propagationcetc22/5d5cca46d226a5a18642164b

205 https://www.globalsecurity.org/military/world/china/cetc.htm

206 Matthew Luced model company: CETC celebrates 10 years ofrilitdry integratiorfChina Brief

(Jamestown Foundation), vol 12, no. 4, 2012. In Hamilton, C. and Ohlberg, M. (idaen HandExposing

How the Chinese Communist Party Is Reshaping the V&indbn ad Schuster.

207 hitps://kar.kent.ac.uk/80233/

208 https://kar.kent.ac.uk/80232/108930474.pdf

29 https://lieeexplore.ieee.org/document/8930474

210 https://www.bis.doc.gov/index.php/documents/federakgisternotices1/2250-83-fr-37423entity-list-
final-rule-8-1-18/file in https://unitracker.aspi.org.au/universities/xidiaoniversity/

211 https://kar.kent.ac.uk/74195/

212 https:/lieeexplore.ieee.org/document/9186051

213 https:/lieeexplore.ieee.org/document/9106783
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Response from the University of Kent

d2S R2 y2i inddddaBembersdfstaff. However, we can confirm that we
have a PhD project funded/Huawei for the novel design of antennae for civilsgecific
smart phones. All results to date have been published by IEEE, a reputabésétSournal
for engineemg studies. We have also applied for open access to these papers, which will
improve their availability. The antennae group does not have collaborations with any
military-linked universities in China.

G¢KS | YADSNEBAGE 27F YS yoias. WeBalawg§wernimenit duitielinesy
FYR O22LISNI S 6AGK GKS 'Y |dziK2NRGASE DE

Warwick Manufacturing Group (WMG) ai@hina Aerospace Science and Technology
Corporation CASC) amthers

Warwick Manufacturing Group (WM@ppears to havéad a longer relationship with
Chinese militaryesearcherghan any other university centre in the UK.

WMG founder Lord Kumar Bhattacharyya (192019) founded Warwick Manufacturing
Group at the University of Warwick in 1980, trawvelito Beijing two years lateion a high
level scientific missionWVithin a three-decade relationship with the State Admitnegion of
Foreign Experts Affaig'* Bhattacharyyappears to havérained his first Chinese rocket
scientist in 1983, inviting Liang Sili andrauyp of his associatefsom the Ministry of
Aerospace Industry to train at WMG for six months. Liaad) already been one of the
leading figuresin KAy I Q& L/ .far sonddNdcdes Y Y S

Liang, who died in 2016, was educated at universities in the f8ebeeturning to China in
1949 and soon becamdeputy director of the Research Office of Missile Contrete3ys
where he helped lead th&#wo Bombs, One Satellflerogrammec g KA OK 06 dzA f (i
nuclear weaponsLianghelped design the Dongfen{PF)2A missileWhich carried out

I KAYl Qa T Maubickhed wakhgaflest MR 964);$hé Bp 6 / sKirstyCBND; and
the Long March 2 and 3 rockets (developed by CtheSewere derived from the B5 and
launched China into the space race wtitle first successful launch in 19723216

A China Dailynterview with Bhattacharyya in 2018V/MG founder gae Chinese engineers

the skillstosod@’SELJ | Aya K2¢ RdzNR yBRattdchatyyadh@red & (| &

technigues and knowledge thabntributed to the development and design of [the] control
system for the Long March rocKeffter Liang returned t€hina, Bhattacharyya invited

214 http://www.chinadaily.com.cn/a/201812/11/WS5c0f1f8ea310eff3032904d9.html

215 https://lwww.scmp.com/aticle/430770/longmarchtowards-space

216 hitps://web.archive.org/web/20160423001300/http://www.gstheory.cn/science/2015
12/18/c_111750830.htm

217 http://www.chinadaily.com.cn/a/201812/11/WS5c0f1f8ea310eff3032904d9.html
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http://www.chinadaily.com.cn/a/201812/11/WS5c0f1f8ea310eff3032904d9.html
https://www.scmp.com/article/430770/long-march-towards-space
https://web.archive.org/web/20160423001300/http:/www.qstheory.cn/science/2015-12/18/c_1117508301.htm
https://web.archive.org/web/20160423001300/http:/www.qstheory.cn/science/2015-12/18/c_1117508301.htm
http://www.chinadaily.com.cn/a/201812/11/WS5c0f1f8ea310eff3032904d9.html

another group of engineersto WMG in 1985K Ay I Qa YIFAY L/ .a RS@Sft 2LJ
parent company of CALd@goperates withWMG today.

2aDY gKAOK KIFa 0SSy OAlSR 2Awisorkafd Wity° D2 GS NY Y S
reviews of unversity-business collaboration as an international role model, makes no

attempt to hide its position in ChindoastingYsleveral bilk 2 y I ANBa 2y [/ KAyl Qa
owe their status, in part, to the skills they acquired on WMG program@és.a D Q &

cooperation with Beijingappears to have had ampacton/ KA y I Q &indstidl A G I NEB
development China Dailglaims that today, at least 1900 WMGitrained Chinese engineers

hold senior positions in areasich aglefence and aeronautics, including in A¥Hd CAST.
Bhattacharyydecame a Labour Pear 2004andwas awarded the first ever National

Rainbow Bridge Award at a ceremony in Beijmg015for Yromoting the friendly

cooperation between Chinese people and people from other courf#éXu Bingjin,

Presdent of the ChingEurope Association for Technical and Economic Cooperation,

commented that amid &lritical shortage of scientifiatent€Q Bhattacharyya trained

Excellent talents for Chinese industries of automobile, aviation, aerospace, transpartatio

and national defenc@Bhattacharyya became an advisor to Margaret Thatcher in.1982

Today, WMG has created bespgik®grammes for executives at CASC and a-teng

research partnership MoU with the University of Science and Technology, Beijing {€¥STB).

WMG continuesnuchof. KI G0 OGI2ZNE & X KS t N2PFSaaz2Nna NB3Idz
delivery of keynote lectures and development of strategic relationships, have aided us in

Fdzf £ @ dzy RSNEGFYRAY 3 (GKS O2dzy i NB Qays?Hatiig Ay 3 A
his meetings with VicBremier Madam Liu Yandong and Vice Premier Ma Kai, B&d(@s

1SSy (2 LINBaSyid AdaSt¥F a adzZll2NIAy3a GKS NB3
Council unveiled its new national plan in 2015, with a strong foousmianufacturing.

WWal RS Awp @ Kadwd6 HRSaA Iy SR (2 GNIYaATFT2NY [/ KAyl
08 HANnPpQPd ! OO2NRAY3I (2 2aDI Ww26dz2NJ aG4NBy3IiKa
LINAR2NAGASE 27F O RSler¢, WMGE rBpedt2udzy ha iodlig ofdn | y Q ¢
officiala/ y 2 dzy OSYSy il FNRBY /KAyl Qa {GI1 0SS / 2dzy OAt Y

WWal RS Ay [ KA Y l-year actiop fan deSignédkoSrarEfarBEHina m n
FNRY | YIFydzZFF OlGdzNAYy 3 FALYyd Ayid2 | g2NI R Y

218 hitps://globalhighered.files.wordpgss.com/2009/09/lambert_review 2003.pdf

219 hitps://www.gov.uk/government/publications/businessniversity-collaborationthe-wilsonreview
220

https://assetspublishing.service.gov.uk/government/uploddgstem/uploads/attachment _data/file/249720/
bis13-1241-encouragineg-british-inventionrevolution-andrewwitty -review-R1.pdf

221 hitps://studylib.net/doc/12304862/wmgin-china
222

https://warwick.ac.lk/newsandevents/pressreleases/professor_lokiimar_bhattacharyya awarded chinal4
6s_first_ever national rainbow bridge award beijing_china 150 sunday 25th october 20151/

223 https://studylib.net’doc/12304862/wmgin-china

224 https://warwick.ac.uk/fac/sci/wmg/education/custom/china/

225 https://warwick.ac.uk/fac/sci/wmg/education/custom/china/p2477_wmg_in_china_8pp_final_web.pdf
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https://warwick.ac.uk/newsandevents/pressreleases/professor_lord_kumar_bhattacharyya_awarded_china146s_first_ever_national_rainbow_bridge_award__beijing_china_150_sunday_25th_october_20151/
https://studylib.net/doc/12304862/wmg-in-china
https://warwick.ac.uk/fac/sci/wmg/education/custom/china/
https://warwick.ac.uk/fac/sci/wmg/education/custom/china/p2477_wmg_in_china_8pp_final_web.pdf

which will be thel00th anniversary of the founding the People's Republic of
I KA3PE ©Q

2aD SELXIFAya GKIG GKSAN wWO2dzNAS&E KI @S 0SSy 2
AYyOf dzZRAY3IX/ KAYl b2NIUK LYRdAzZAGOGNARSE / 2NLI2NYF GA2Y
innovath 2y Q> W& dzLILJX & QRK FYAO2 Y I Yol 23N\T YaSiyEWMIE ViR LJF NJi y
emphasised that these courses do not involve research.

D2NR2Y . NRgy RSAONAOGSR K2¢g 2abDQa ¢2N] aKz2ga
universities can be transferred to make adifey OS Ay G KS NIlBdaMay@mNI RQ>
Chancellor Philip Hammond visited in 2016, which Business Secretary, Greg Clark, credited
ashelpinginspire! Y AYRdzZONARIFf adGNIGS3I@yY W5dzNARy3A Fft
KSQad 06SSy [ rthdEest®idlandd.JXH PrimEidister] saw for herself what

is possible. As a result, | think the industrial strategy has taken such a prominent position in
thepost. NBEA{E LI | yQO

WMG receives millions of pounds annually from the Higher Educationigu@uncil for
England (HEFCHS research groups currently cover themes including advanced propulsion,
cyber security, nanocomposites, and steels processing. Technological areas include steels;
cybersecurity; alloy manufacturing; metal joint strengtmd lithiuntion batteries. Papes
include The influence of fatigue on the stiffness and remaining static strength ef self
piercing riveted aluminium join#? Effect of governing metal thickness and stack

orientation on weld quality and mechanical behawiof resistance spot welding AA5754
aluminium?3° and Corrosiorerosion resistance of Z&l ceocementation coatings on carbon
steels in aqueous medfa!

One WMG researches a former member of Central South Universiig has researched
with Zhenbo He, memployee of theNortheast Light Alloy Company of Harbin (NEE&F3
Z4h 9! gl a [/ KA Y |-fagnediviniboy probucelz2fabpédrsinybeprimarily
a supplierto the Chinese militaryChinabased media reports tha&0 percent of its
products ared 2 f R (i armédKokcgsP>Q &

226 https://www.chinadaily.com.cn/bizchina/201685/19/content_20760528.htm

227 https://warwick.ac.uk/fac/sci/wmg/education/custom/china/p2477_wmg_in iob_8pp_final web.pdf
228 hitps://www.coventrytelegraph.net/news/coventinews/governmemwants-coventryjaguarland-
12952360

229 hittps://www.sciencedirect.com/science/article/abs/pii/S0261306913008169

230 hittps://www.sciencedirect.com/science/article/abs/pii/S0261306910008&73

231 https://www.researchgate.net/publiation/232068566 Corrosiorrosion_resistance of ZAl co-
cementation_coatings_on_carbon_steels in_agueous media

232http://silkroadst.ikcest.org/eds
r?routing=eds&eid=e46b3496f2baacb9696b9b7824fdc4c4d91c1d251f8be356e3cdc5769ff6b987c54d7e5b441
999a14d3646d37f66395c2ebdb12c3d3eda89daatiB08e3bef27ecadc787beacec9f2cb2894e07126
233 hittps://www.bloomberg.com/profile/company/NELALZ:CH

234 http://www.alu.com.cn/enNews/Newslinfo _520.html

235 hitp://m.futuresmag.com/2007/07/24/chinalcemay-acquirenortheastlight-alloy
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https://www.bloomberg.com/profile/company/NELALZ:CH
http://www.alu.com.cn/enNews/NewsInfo_520.html
http://m.futuresmag.com/2007/07/24/chinalco-may-acquire-northeast-light-alloy

Their papers include research on a higglength alloy Effects of Sc and Zr microalloying
additions on the microstructure and mechanical properties of neZnMg alloy<3¢ and
Effects of Sc and Zr microalloying additiond aging timeat 120 °C on the corrosion
behaviour of an AZnMg alloy).?3” Papers on alloys with others incluticrostructure,
strength and irradiation response of an uHlfiae grained FeNICoCR nwgtincipal element
alloy,>*® and Fe/Ni composites studies

Another WMGexpertfrom the PRC is a specialisthanocomposites who researches with

staff at Central South Universi(CSUY3° Shehas researchedwith the defencefunded

laboratory theState Key Laboratory of Powder Metallurgy at CSU in high energpity

polymer nanocomposite¥'® Herresearchwith this laboratorystates thatfunctional

polymer composites are attracting interest [in] polymer based dielectric capacitors which

are [amory other uses] employed [in] high power weapd®d Another researcheat WMG

formerly a project engineer at Changchun University of Science and Technology

(¢ KIy 3 Gpedplignainclud® A f AGF NBE AYRdzaGNE Y y i2®ik Od dzNR y
an autanation systems and digital manufacturing project engineer, whosearebaenclues

autonomous guided vehicles (for shop floor logistics).

WMG also has a close relationship with the University of Science and Technology Beijing
(USTB) and Shougang Gratiffocusedon developing steel manufacturing through
exploiting waste?*

See technological themes:

1. Alloys of aluminium, titanium armther metals
5. Composites, nanocomposites, polymers, laminates and related technologies

Response from WMG
a!'tf 2F GKS ! yAGSNAAGEQA NBASI NOK pdtd IR SN S
control regulations. The research you refer to is in fatur university, to use polymer

based nanocomposites to develop sustainable and environmentally friendly fully
biodegradable plastics. The content of the courses that we run for Chineseaciespare al

236

https://www.researchgate.net/publication/271560177 Effects of Sc_and_Zr microalloying_additions_on_th
e_microstructure_and_mechaeal_properties_of new AZnMg_alloys

237

https://www.researchgate.net/publication/256690519 Effects of Sc_and_ Zronlloyng additions_and a
ging_time _at 120 C on_the corrosion_behaviour_of afZmiig_alloy

238 hitps://www.sciencedirect.com/science/article/abs/pii/S0925838820331601

239 https://pubmed.ncbi.nlm.nih.gov/31270524/

240 hittps://pubmed.ncbi.nlm.nih.gov/31270524/

241 https://pubs.rsc.org/en/content/articlelanding/2019/cs/c9cs00043g#!divAbstract

242 https://unitracker.aspi.org.au/universities/changchumiversity-of-scienceand-technology/

243 https://www.tandfonline.com/doi/abs/10.1080/03719553.2016.1259871

244 hitps://warwick.ac.uk/fac/sci/wmg/education/custom/china/p2477_wmg_in_china_8pp_final webmpdf
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three week long taught modules on a number of @sis of management and not any for
2T NBaSI NOK®E

University of Southampton and Wuhan University of Technology (WUT) and Harbin
Engineering University (HEU)
1 High Performance Ship TechnologyntiCenter(Wuhan University of Technology and
the University of Southampton)
1 Southampton Ocean Engineering Joint Institute at Harbin (Southampton University
with Harbin Engineering University)

Southampton provides little information about its researchdeatory the Wigh

Performance Ship Technology Joint Cefiteth Wuhan University of Technologyhich
accordingtoWuhag I & Sa il o0f AAKSR AY HAMH® { 2dziKIl YLI2)
dzLIX AYUSNY Il GA2y It 22Ayia | eaiydbfechhdodydn oAy Of dzR
WINBSY akKA® GSOKy2f238QQo

One leading British professor i astrumental figureat the Joint CenterAccording to

Chinese media quoting/uhanin 2016heg I & | LILJI2Z AY i SR WI 2! ¢ 9 E LISNJ
C2NBAIAYy ¢ f Syialceremhgf & yAQQ 2AdeK Iy & LISKOS W/ t / [/ Sy G N
certified[he] K R 6 SSYy NBONHA GSR Ay (GKS WwBdmbmh § YSy U
asWe¢ K2dza | Yy R ¢4 Ac@nditigito WUTtheyfroféssprbstated that WUT had

reached domestic advancedvig in ldboratory construction and research of Naval

I NOK A (18 2Da7¢mNBIQIIS i Re&Riondor foreign experts working in China in the

DNBFG 1FHEf 2F GKS tS2L)X S Ay . SA2Ay3IQS K2adSR
This professois a leading figure in Ukaval engineering, as a fellow of the Royal Academy

2F 9YIAAYSSNAYy3Is: w2elf {20ASGez YR y24 I W2
9YIAYSSNAY3I YR | aGNIXdS3aA0 aOASYyIWapR T 2! ¢

his support, WUTJoS Hih Performance Ship Technology Joint Centre was established on

{ SLII SY 06 $NEehas camied®@d maritime engineering research véthaff at PRC
AYaaAGdziaz2yas Ay Of dzRA ySahodl & Nava Adhifeatet¥(Whighi 2 y 3 | y
cooperates withmilitary shipbuilders and the PLA Nawf)s ceresearchers at Southampton

includean Emeritus Professorho isa graduate of NPU in Xian and a former researcher of

the China Aeronautical Research Establishment in the saméatéya professor of

Beihang?%°

245 hittps://www.southampton.ac.uk/engineeng/research/centres/Irtutc.page

246 http://www.dongtinginn.com/t20170405 261372.shtml

247 |pid.

248 |bjd.

249 https://www.sciencediret.com/science/article/abs/pii/S0889974616000037

250 hitps://www.southampton.ac.uk/engineering/about/staff/jtxing.page#publications
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One researcher at LRF UTC in Southanmptisa graduate of Dalian University of

Technology, China, in Naval Architecture and Offshore Engineerasgawarded the WHC
Nicholas Prize by the Royal Institution of Naval Aecks. Her work includes aheses of as
welded S690 steels (including fracture toughn&8skhe haslsoworked with WUT on ship
propeller shaft vibrationg>® and researched design improvement for very large floating
structures (VLFS) (dealingwiththe f 3 S O2 yy S O0 2SNE| SGI- &% HESAR/ 1 IOKOSTA NJ
associate research group is the national Centre for Advanced Tribology at Southampton
(nCATS), a centre of expertise on corrosion whose projects include nanostructured coatings
for aluminium alloysesearch. At Southamptganother schdar has researched triaxial

weave fabrics including the wings of unmanned aerial vehicles (BPAw#h a Beihang co
researcher

The former scholanas researched with Chirfizased researcheilgked to organisations

under sanction One 2019 studyStructurd design of hinge connector for very large floating
structures®*®includedtwo authorsfrom the China Ship Scientific Research Cefftre,

affiliated to China Shipbuildg Industry Corporatio(CSIB§*82 y S 2 F eddiig\nyllitai@ a
conglomerateg®

Southamptam says even less about the Southampton Ocean Engineering Joint Institute at
Harbin(JEI)a joint research laboratory of Southampton and Harbin Engineering University.
JEI describes itself as the first Chisié maitime schoolwhich has place#iarbin in aV g 2 NI R
Of FaaQ LRAAGAZ2Y D

According to Harbin, JEI was launched in September 2020, and will develop the Chinese navy
08 2FFSNAY3I Wdzy RSNHNI Rdzl 4SS GNIAYAY3I Ay F2dzNJ
I NOKAGSOGdzZNBE Iy RHowe@efSoytharapyistatgs3hathide yER@me to an

end in 2017.

See technological themes:

9. Shipbuilding

251 hittps://www.southampton.ac.uk/smmi/about/staff/yw4ul4.page
252 https:/iwww.sciencedirect.com/science/article/abs/pii/S1350630719308799
253 https://eprints.soton.ac.uk/411896/

254 https://eprints.soton.ac.uk/43022/
255

https://www.researchgate.net/publication/326011803 Optimal design of triaxial weave fabric composites

under_tension
256

https://www.researchgate.net/publication/335789007 _Structural_design_of hinge_connector_for_very larg

e floating_stoctures
257

https://www.researchgate.net/publication/346078843_Structural_Design_of Hinge_Connector_for_Very Lar
ge_Floating_Structures

258 https://www.marin.nl/jips/partners/chinaship-scientificresearchcenter

259 https://unitracker.aspi.org.au/universitieshinashipbuildingindustry-corporation/
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Response from the University of Southampton

Gta Iy AYUGSNYFGA2Y Il dzydcti@Schlaborat®dns with fedearénl Y LIG 2 Y
colleagues from China produciagrk which has the potential to create widanging
societal benefits. This research is publicly available having beer@dewed and
published in reputable scientific journals.

For exanple, our collaboration with Wuhan University of Technology hasipéocused on
efficient shipping and safety including reducing emissions and improving navigational safety.

¢CKS WI A3IK tSNF2NXYIFYOS { KAL) ¢ SOKY 2 ftondend W2 A Y U
in September 2017.

Additionally the partnership with Hanb is an education programme with undergraduate
modules offered there replicating the same offered in Southampton.

We proactively manage and regularly review our collaborative relationstithsthe wide
range of domestic and international partners with ah we work to ensure they are

appropriately aligned to our strategic objectives and governance policies. In managing|our
partnerships and collaborations, we also closely monitor and faléiwGovernment advice
on both international matters and on Univerngid dzA A y Saa NBf I GA2Y A KA LA dé

Queen Mary University of Lond@@MUL)and Northwestern Polytechnic University (NPU)

1 NPUQMUL Collaborative Partnership and Joint Research Centre

SourceProf Jihong Zhu, Northwestern Polytechnic University

Queen Mary Uniersity of London (QMUL) School of Engineering and Materials Science
(SEMS) hosts the NFRMUL Collaborative Partrghip. The universities signed anoU for
the plans during the September 2015 4@Kina Education Summit, whelénister for
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Universitesand@A Sy OS W2 W2 Ky az2y | yR [/ KAylhaiked aAy A adidSs
i K 3KCHina Strategic Framework in Eduoa2®°

QMULhaspraised b t | Eadticular strengths in aerospace and marine engined#éigand
calls itseliWery honouredo be working wih NPLL%2 NPUdescrilesitself as\evoted to
improving and serving the national defence science t@etinology industry2®® The
Partnership includes the Queen Mary Engineering School (QMES) asBIPwhich
provides NPU students with Chineserzognised dgrees in materials science or polymers.

QMuULdescribes one of the leading figures in the Parsingp, a seniolQMESrofessor as

Whe Beloved Teach@whose® dzy Rl YSy (i f NBaSFNOK KFaX SR (:
strength of nanestructured material{He wadnvited to attend the firstBelt and RoaQ

Smart Education Summit Forum in Xigard, as QMUL puts ithe Wows the seeds of

friendship today [that] are bound to blossom all over the Eurasia[n] land in the fi@kfre.

Probably no other British umersityseemsso keen tdbe of use to Chinesgeo-strategy.At

the centre ofthe Partnership is the Joint Research Institute (JRI) of Advanced Materials and
Structures (AMAS), launched in 2017doyh universitie€ residents.According tadQMUL,

one of thepurposes othe JRHNs to serve théPhe Belt and Rodthitiative of Chin&°° The

JRI consists of five Research Cenmtesach with two Chief Scientists, one at QMUL and

one at NPU. All UK Chief Scientists have researched with NPU staff. The Centres are

1 Advanced Ceramic Materials. NPU Chief Scientist(s): Prof Feng Gao and Prof Kong Jie.
Fields include advanced ceramic maaés including piezoelectric materials.

Prof Kong Jie is a Dean of QMES; he is also its Party Branch Secretary and a guest professor
of QMUL. He leads a provintgvel innovation team in polymers and is a national authority

on space physics. His researainjch includes major national projects for aero engines and

gas turbines, has been funded by the National Defense Technology FmmmftatScientific
Research of Chire&’!

1 Nano Energy Materials. NPU Chief Scientist: Prof Bingging Wei. Fields include high
energydensity battery, supercapacitors, and other nagoergy material$%8

1 Functional Polymers & Composites. NPU Chief ScientidtkBng Jie (above). Fields
include polymers and advanced polymer composites.

260 hitps://www.gov.uk/government/news/ukchinaeducationpartnershipreachesnew-heights
261 https://www.sems.gmul.ac.uk/china/

262 hitps://www.sems.gmul.ac.uk/china/undergraduate/

263 pid.

264 https://www.sems.gmul.ac.uk/china/gmes/teaching/teacher/profandybushby/

265 hitps://www.sems.gmul.ac.uk/china/research/

286 https://www.sems.gmul.ac.uk/china/research/

267 http://gm.nwpu.edu.cn/info/1131/1310.htm

288 hitps://www.sems.gmul.ac.uk/china/resach/
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1 Biomaterials and Engineering. NPU Chiér8ist: Prof Li Shang, an expert in the
biological interactions of nanopatrticles. Its areas are biomaterials, drug release and
bioengneering?®°

Material Structure Design and Optimization. NPU Chief Scientist: Prof Jihong Zhu. Its
research fields includstructure design and optimisation, and composites structure
design?’®

Before a recent edit, the website of NPU Chief Scientist RrofhdiZhu contained diagrams
and pictures of modern strike fighters and hypersonic missiles (see pictures &btxiei
supervises PhDs in structural optimisation (the subject of his Research Centre with QMUL),
which according to his previous website coudldpplied to military aircraft, rockets, and
hypersonic flying vehicles. His students include employees of the ChittalNdustries

Group and PLA Academy of Military Science, Beijing. QMUL staff at this Research Centre
have been funded by the UK TechrpjdStrategy Board (now Innovate UK)?Z"3

See technological themes:

5. Composites, nanocomposites, polyméasninates and related technologies
6. Ceramics, piezoelectrics and rare earth coatings

Other centres of concern

The following UK university search centres either lack direct Chinese sponsorship or have
unclear connections to China, bilte ways in whictsomeof their defenceapplicable
research activities or other relationshipsuld be exploited ara cause for @ancern.

Cranfield Universitgt Shrivenham

Cranfield University at Shrivenham is home to Cranfield Defence and Security, a secure
military site run in partnership with the UK Defence Academy, Ministry of Defence. Its
strategic partners include BAE &8s, research councils, andet Atomic Weapons
Establishment (AWE).

269 pjd.

210 hittps://lwww.sems.gmul.ac.uk/china/research/

21 htp:/fteacher.nwpu.edu.crizhujihong.html

22 witps:/Iwww.sems.gmul.ac.uk/staff/v.v.toropov

213 hitps://www.sems.gmul.ac.uk/staff/research/projects/v.v.topov#previousfundedresearchprojects
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One researcher based @ranfield University at Shrivenhamanexpert in defence sensors
and nanotechnology and a member of the Centre for Electronic Warfare, Information and
Cyber (C®IC) at Cranfield. His resehrields includgopological and hyperspectral
algorithm development fotarget detection in natural and urban environments;
hyperspectral diffused optical tomography for target recognition in undersea environments;
real timepeople tracking in multiple ¥ networks using colour constancy and tone
compression; and automatic target recognitions using colitex machine visiod’4 HisUK
clients include the Home Office, the Centre for the Protection of National Infrastructure,
EPSRC and Qinetig. Yetlmes asopreviouslybeenDistinguished Professor in Remote
Sensing, Nanchang HangKong Unive(aitich healsolisted on his Cranfield webpage as
client). There is no suggestidghat hisresearch has anljnks with the Chinese militarigee
alsoour Nota Benen the Introduction to this report)He is an expert iklectraOptics

having joined Cranfield as a Senior Lecturer in the subjé@ne ofNanchang HangKong
UniversityQ designated#ational defence key disciplin@s optaelectrics (with laser
technolagy)?76

Hispapers in the last five years include

1 Spatial spectral band selection for enhanced hyperspectral remote sensing
classification applicationwith a researcher at Dalian Maritime Universitycluding
analysis of satellite photo dataset§ and

1 In 2014Detection of psychological stress using a hyperspectral imaging techffique
(image belowy. Thispaperappears intendedo develp automated human camera
surveillance techniquedtsauthors included Tong Chen of Southwest University,
Chongging (butw 2 G KS LI LISNJ &I (S aandtherséholapwhal K Q
the paper states was affiliated witBlyndwr University, Wrexham).

214 https://www.cranfield.ac.uk/people/dipeter-yuen59015
215 hitps://www.cranfield.ac.uk/people/drpeter-yuen59015
278 hitps://www.cranfield.ac.uk/people/dfpeter-yuen59015
277 https://www.mdpi.com/2313433X/6/9/87

28 https:/lieeexplore.ieee.org/document/6919328
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Thisother scholarhas researched fieldacludingAutofocus for ISAR imaging using higher
order statisticg’® as wellasother research on inverse synthetic aperture radacluding
with staff of Nanjing University of Astronautics and Aeronautstgh as superesolution
imaging of (commercial) aircrafilis papers includdighresolution 3D imaging via
multipass SARE (H technique for combining multiple [synthetic aperture radar] images,
acqured on flightpaths slightly separated in the elevation direction, to generate-high
resolution threedimensional image@ There is no suggestion that this work is connected
with Cranfield.

At Cranfield the defence sensors and nanotechnold§)E LIS Nda@rialsNikiideSarget
recognitions in multipleamera closed circuit television using colour const&hath
researches who were at the time Cranfieldfffiliated but are nowbased in Chin&??

See technological themes:

10. Data science, Alecognition and facial recognition

21 nttps:/lieeexplore.ieee.org/document/4469250/

280 https://lwww.researchgate.net/pblication/3357683_High_resolution-B_imaging_via_mulpass SAR
281 hitps://www.researchgate.net/pubtiation/258808319 Target_recognitions_in_multimlemera_closed
circuit_television_using_color_constancy

28 hitps://www.sciencedirect.com/science/article/abs/pii/S0925P31 831187 1#
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Response from Cranfield

OWe operate at all times within the guidance and regulations issued by the UK Govern
on academic relations with internatial institutions.

dThe Cranfield researcher discussed] has had no funding from Chinese companies or
organisations for his resedrc

0A number of [his] entries on his profile page are out of date. His relationship with
Nanchang Hangkong University, foaenple, ended in 2015. His profile is currently being
updated to amend these errors.

oDetection of psychological stress using adrgpectral imaging technique was not fundeq

08 [/ KAYlIX ¢KS tSIR /KAYSaS I OFRSYA®@& R
Education for their project work. However, in academia, papers can be published
independently from paid project work and cae part of an individual's academic scholarl
output. [The Cranfield researcher] has received no funding from China fordeiarcdh. As

can be seen from the order of the authors, [he] was a minor contributor to the paper. His
role was mainly focused on praling peer advice for the writing of good scientific papers|

o{He] was not paid to work for Nanchang Hangkong Universitinginis time as an
employee of Cranfield. The Visiting Professor title was an honorary title.

GThe Visiting Professorships tHae] holds are for collaborative research in agricultural
remote sensing.

Ao{He] rejects in the strongest terms any suggestios research has links with the Chinesg
military.

oNanchang Hangkong University is not a client of Cranfield University.

o{Regading the researcher who has published on Autofocus for ISAR imaging using hi
order statistics] There is no connection beten [his] work and Cranfield or [its researche
and this is rejected in the strongest terms. The papers referenced were putblisiere
[the Cranfield researcher] joined Cranfield University.

oShrivenham is not owned or run by Cranfield. The Univeisiyn academic provider
supplying postgraduate educatian.

ment

gher
.S]

University of Glasgow and the University of Elect®eiance and Technology China (UESTC)

Glasgow CollegdJESTC

In 2016 the University of Glasgoand University of Electronic Science andcciieology
China (UESTC) established a joint college in Chind Gl&gow @ollegdf UEST®ffering
joint GlasgowJESTC graduate degrees in electronics, microelectronics and
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communications. The relationship began in 2009 with a joint agreement to @i®m
research?83

ltisalleged 9{ ¢/ A& Of2asSfe aaz20AlGdSR lias /| KAY Il Q
0SSy I RRSR G2 (0KS ! {of oahi@afidwy/avidbinstitu@cs uddéri A G & [ A a
sanctions, restricting the export of US technoldgdt runs jont military laboratories with
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HeriotWatt University and partners in Scotland and China

HeriotWatt Universityis one of the institutions involved in reseh that ncludesOffshore
Robotics for Certification of Assets (OrcaHldn)nched in 2017 with UK governmearid
UKRR&D funding for Robotics and Al for Extreme Environm&i&mong itsco-
investigatorgoutside HeriotWatt) isan Assistant Professarho isa graluate of the Harbin
Institute of TechnologyHIT)and publishes widely with researchers at the Institute,
including through major EPSRC funding for space rob$é®¥2%¢6 | L ¢ Q& YAt A d NEB
laboratories include thé&ational Defence Key Laboraitesof Micro andSmalScale
Spacecraft Technolog§* and the university is sanctioned by Japan andi$e Another
scholar, ativerpoo) hasresearchel with the National University of Defense Technology,
Changshgaon deep neural networks (DNN&Y.293

At Heriot-Watt (although not necessarily within OrcaHub), the research of Associate
Professor in Robotics and Autonomous Systétsuses on robot perception, learning and
long-term autonomy, and their applications in reabrld, dynamic and complex
environments(3%429°

One of hisrecent ppers,with the Harbin Engineering Universityas entitledSnoopy:

Sniffing your smartwatch passwords via deep sequence leat¥fimgwhich UK taxpayer
funded researchers demonstrated a passwbreéaking tool with deading Chinese miéty-
linked university which is on the US Entity List, whose designated research fields include

283 https://www.gla.ac.uk/schools/engineering/international%20partnerships/uestc/

284 hitps://unitracker.aspi.org.au/universities/chineseacademyof-engineeringphysics/

285 hitps://www.govinfo.gov/content/pkg/FR2012:09-19/pdf/2012-22952. pdfin Ibid.

286 |bid.

287 https://orcahub.org/

28 hitps://www.research.ed.ac.uk/portal/zli33

289 hittps://lwww.research.ed.ac.uk/portal/en/projects/futurei-and-roboticsfor-spacefairspace(c2lacl?c
4c574c2cae8865cce499a80f).html

290 https://www.edinburghrobotics.org/academics/zhibiti

291 https://unitracker.aspi.org.au/universitiefarbininstitute-of-technology/

292 hitps://www.groundai.com/project/analyzingleep-neuraknetworkswith-symboliecpropagationtowards-
higherprecisionrand-fasterverification/1

293 hitps://cgi.csc.liv.ac.uk/~xiaowei/

2% https://orcahub.org/aboutus/academigpartners/dr-senwang#:~:text=Heriot%2DWatt%20University
,Dr.,vision%20and%20machine%2Fdeep%20learning

2% https://orcahub.org/aboutus/academiepartners/drsenwang#:~:text=Heriot%2DWatt%20University
.Dr.,vision%20and%20machine%2Fdeep%2aiag

2% https://dl.acm.org/doi/10.1145/3161196
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secrecy and information security engineering and whose employees have been charged with
economic espionage (the paper speculatésthe wong hands, Snoopy cquotentially

cause serious leaks of sensitive informafofror another piece of researddnDeep VO:
Monocular Visual Odometry through Unsupervised Deep Leaitfihg joined two scholars

from the PRC &he University of Esseand has workeavith a resarcher at the College of
Mechatronics and Automation, NUDT.

Other researchers in Scotland haverked withPRGbased researchersn Frustratingly
easy person rilentification: generalising person-tBin practice?®®

One researcher dfleriotWattQ kastitute of Sensors, Signals and Systéitisas developed
her own nichestudying subjects aroundhdar-jamming with researchers at the Chinese
military-linked Key Laboratory of Radar Imaging and Microwavedrics, Nanjing
University of Aeronautics and Astramics 300 301

The abstract of one dfer papers with the Key Laboratoryarget Tracking While Jamming
by Airborne Radar for Low Probability of Detecfimeads:

Y4a]lthoughradiation power minimization is the most important method for an
advanced stealth araft to achieve the low probability of detection (LPD)
performance against the opposite passive detection system (PDS), it is not always
effective when the performancefdDS is advanced.

She haseceived considerable UK taxpayer fundinggnded to impove the security of the
United Kingdom and affiliated withthe University Defence Research Collaboration (UDRC)
network 6t most prestigious signal processing atyivn the UKFE 304 for work on

Porward Looking RADR®Ravingbeen$unded by DSTL tbugh a National PhD studentship
grant to work on Cognitive RAD@Eceiing efence signal processing research grants
from [QinetiQ] to work on MIMO RADAR amterwater communication&°> 306

See technological themes:

8. Radars, antennae and related tectogies
10. Data science, Al, recognition and facial recognition
11. Robotics (land, sea and space)

297 https://arxiv.org/abs/1709.06841

2% hitps://arxiv.org/abs/1905.03422

29 https://researchportal.hw.ac.uk/en/persons/mathirsellathurai

300 hitps://ietresearch.oninelibrary.wiley.com/doi/10.1049/iespr.2018.5212

301 hitps://pureapps2.hw.ac.uk/ws/portalfiles/portal/23142810/sensors_18 02903.pdf

392 hitps://www.ncbi.nlm.nih.gov/pmc/articles/PMC6165476/

303 https://www.udrc.eng.al.ac.uk/archive/phas@/people/edinburghconsortium/mathinisellathurai
304 https://www.ncl.ac.uk/engineering/research/eeelisc/udrc/

305 hitps://www.udrc.eng.ed.ac.uk/archive/phasg/people/edinburghconsortium/mathinisellathurai
306
https://www.uscc.gov/sites/default/files/Research/DGI_China's%20Industrial%20and%20Military%20Robotics
%20Development.pdf
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Response from HerieWatt University

oHeriotWatt Univesity is a global university with an international academic community
that takes part in worlddading, multinational research across many diverse areas. As with
all universities, and as a charitable organisation, any research carried out, authored or|co
authored by any member of HeriWatt University staff is publicly available and complies
with all regulations and laws regarding national security and intellectual property. Having
identified errors in the information given to Xswe believe this reportd be without merite

\"2J

University of Surrey and China Academy of Space Technology (CAST)

The Uniersity of Surrey has entered into an agreement with the China Academy of Space
Technology (CAST), a subsidiary of CASC, to develop 5G teclffding@p16 a delegation

FTNRY {dZNNBe&Qa edp Dly/y® @@ MR //SY{(NI I thighht K S A NJ
frequency transmission and satellite communication techno®§p. DL / Q& LJ- NIi y S N&

| dzl 6 SA @ { dzZNNB & Q& + A O Sorthe&steryi Orbversitg iN$hangtand wha NI R dzl
KFra RSTSYRSR | dz2r 4SAQa Ay@2f @SYReywas appygintgdD Ay
totKkS t NAYS aAyAadSNRa / 2 dafdteBoadLoNUKRIGAISHE OS | v |
National Physical Laboratqf§? andhas stated that he is making it a priority to increas

links between Surrey and Chi#&

The China Academy of SaTechnology (CASTsa@known asthe 5" Academy of CASC)

appears2 y WI LI Y Q & ,3anf Rllededrbliféatjorhaatitities include providing

missile technology to Pakist&® CASTQ garent companyChina Aerospace Science and

Technology CorporatiofCASC)sa major supplier of missiles, carrier rockets, military

satellites and precisioguided weaponsandhas be@ identified by the Nuclear Threat
Initiative as @2 Y O NA 0 dzi 2 NJ G2 [/ KAY Il Q38 ydzOf SFNJ S| L2y a

Response from the University ofuBey

G¢KS ! yADSNEA HeaditgBG hrizkial Gemr@ coadddiel tRis research into
the role of satellits in maximising the potential of 5G service-mit. The research was led
by Professor Barry Evans, who is a leading authority onisadetised technologies in

telecommunications. We partner with many different companies, government agencies and

307 https://web.archive.org/web/20190830051924/http:/www.cast.cn/ltem/Show.asp?m=1&d=4278
https://unitracker.aspi.org.au/universities/chinaerospacescienceand-technologycorporation/

308 |pid.,

309 hitps://www.icheme.org/aboutus/visionand-strategy/icheme100/biographies/malx/

310 hitps://www.timeshighereducation.com/news/newniversity-of-surreyvice-chancellorg-g-maxlu-looks
to-chinafor-industrylinks

311 https://unitracker.aspi.org.au/universities/chinaerospacescienceandtechnologycorporation/

312 hitt ps://www.nti.org/learn/facilities/56/

313 hitps://www.uscc.gov/sites/default/files/Research/USCC CHapaceProgramReport Aprii2012.pdf;
https://www.nti.org/learn/facilities/64/ in https://unitracker.aspi.org.au/universities/chinaerospace
scienceandtechnologycorporation/
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other bodies to drive this work to ensure the full potential of 5G technologies are realised.
Telecommunications technologies are global in matand scope, and our work contributes
to defining and developing 5G standards and protocols internatiogallyd fornms part of a
large body of research on this topic publicly available worldwide.

The University of Surrey is dedicated to wecldss reseah and innovation. By advancing
our work in multiple fields through collaboration and international partnership with

universities, businesses, governments and communities, and in compliance with all relevant

British Government guidance and legislation, ave playing our part in both advancing the
adzy 2F KdzYly 1y2¢6ftSR3IAS IyR RSt AGSNRyYy3

University of Sansea, College of Engineering

OneProfessor of Aerospace Structures at Swansea became an Honorary Professor of
Nanjing University of Aenautics and Astronautics in 2010 and has researched siatifiat
Chinese militanjinked universities foll5 years.He began working with researchers at the
National University of Defence Technology wipilleviouslyat Bristol (as well astaff at
Beihargand NPU) on vibration analysi$ At Bristo| he has researched witstaff at NUDT
and NUAA especialfy® and Harbinnstitute of Technology (as well as Shiraz University,
Iran).31 Projecs include wing technologieButter control, Control Momentum Gyrospes
(CGMs} and trajectory optimisation (for advanced space stations), spacecraft tragking,
and control of rigid*® and flexible spacecraf£®32!

Response from the University of Swansea

The pofessordwill collaborate with partners if the research is op@md published in the

open literature. This is the approach he has adopted in all his collaborations with Ching¢se

academics. All his research is concerned with very low technology readiness levelnbat i
explicitly militarye

314 hitp://michael.friswell.com/PDF _Files/J135.html

315 https://www.sciencedirect.com/science/article/abs/pii/S1270963820309615?via%3Dihub
316

3t 20

https://www.researchgate.net/publication/329441960_ Flutter Characteristics_of Typical Wing_Sections_of

a_Box Wing Aircraft Configuration

317 https://lwww.researchgate.net/publication/267340212  Multi
objective_Optimization of Zero Propellant Spacecraft Attitude Maneuvers
318 hittp://michael.friswell.com/PDF_Files/J322.html

319 http://michael.friswell.com/PDF_Files/J307.html

320 hittp://mic hael.friswell.com/PDF _Files/J236.html

321 hitp://michael.friswell.com/home_noframe.html
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Chapter 3: Technologitahemesand discussion of potential risks

We findthe following technological fieldsyhich mayinclude projects of potentiadualuse,
beinginvestigated at PR€ponsored and linked centres in UK universities. Most fields cover
a wide range o$pecifictechnologies.

NB:In the following, when we discuss some of the possible dual uses of technology types,
we do not imply that any Ukbased reseecher working in a technological field is

knowingly contributing to the potential military uses we outline her&Ve believe that all
research carried out in the UK and/or by tiased researchers is intended by parties

within the UK for civil use onlyThepurpose is simply to discuss the potential risks that
their research may be exploited for theggpes ofends. Tke aim is also not to show that

any piece of researchbya UKl 8 SR NBASF NOKSNJ A& o6SAy3 Lidzi
development, but that somaesearch may exist in a general area of potential dual use,
and the way that universities are asked to assess tetated risks may therefore need to
change.None of the fields or projects discussed in this paper need directly contribute to a
military programme, but they may improve the state of knowledge in general in a
particular field in the PRC that may later hiebeneratedual use outputs, or the business
position of military-linked companies, or the capacities of militafinked universities.

1. Alloys of aluminium, titanium and other metals
Progress in aluminium has long been tied to aviation and defenc®08, the Wright
brothers made an aluminium engine crankcase for the first wisathe biplane Today,
aluminium alloys aréthe overwhelming choice for the fuselage, wing, and supporting
structures of commercial airliners and military cargo/transport aiftc€%?

A number of aluminium alloys are commonly used in military aircAfiminium-yttrium-
nickelalloys have beemevelopal to enable 35 Joint Strike Fightsto fly $arther and
faster &3 Aluminium alloy 7050 has high corrosion resistarstengthin wide sectionsand
isresistant to fracturesoften used for wing skins and fuselage military aircraft. 7068 is
especally commonly used in military planes, as iZAMgalloy 7075 for fatigue
resistance®?* WA7050 is one of the few alloys of alumoim which is used in almost all alloy
related products in defense and aviation sec@P.

Research is also focusing on aloimm-lithium alloys including for weight reductios?®
recent studies have also highlighted the need for research into alumiitamum alloys,

322 https://aluminum.org/productmarkets/aircraftaerospace

323 https://www.airforcemag.com/1100jsf/

324 https://www.aerospacemanufacturirenddesign.com/article/aluminuralloysfor-aerospace/
325 https://www.sciencedirect.com/science/article/pii/S2214785320351920

326 https://www.aerospacemanufacturinganddesign.com/article/aluminaitoysfor-aerospace/
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as used in the F/A8 (structural aluminium alloy AA70807451B32’L Yy RA I Q&4 5S¥Sy OS
Metallurgical Research Latatory lists in particular Y4A2219, AA6082, AA6061 and

AA5086&Tor Wheets, plates and rods as required for Army, Navy, Air Foilke @B w5 h Q &

missile programme&?® In manufacturing research, hot stamping is a high priority due to

the small formability ad large springback of cold stamped higfhength aluminium alloys,

like A6061329

Analysing the work of the sponsored scholars we disc¢n thigeport demonstrates that
among the most common areas of research are:

1 AA7®O seriesa preferred material group in the military sector duetteeir high
strength33®31AluminiumCopper alloygof particular interest for military usé®),
including #2050, an ACuLi alloy which is one of most attractive for military
applications3?

1 Researcherat one of thelmperialcentres haveesearched AA7B04 for aeronautics
use3**Researchers &iPU andhe Airforce Engineering University, Xian, dalso
researded this alloy?3®

One of the Imperial centreslso publishes on Aluminiv@inecMagnesium alloys with
researchers from the (AVIC) Aeronautical Key Lab for Plastic Forming Techs, who in turn
publish regularly with researchers at NP9,

Other piiority fields ae titanium alloys and nickddased superalloys. Titanium alloys are
crucial for military researchftlhe military has, for decades, been the real push behind the
developing titanium industi@the metal being vital fofircraft, spacecras$, missiles, ath

other military purpose€*®’ Its saltwater resistance makes it ideal for submarines, and given
its resistance to extreme temperatureginjilitary aircrafts tend to use even more titanium
alloyin their components than are found in commeicaircraft. Insome models, up to 25%

of the jet may be comprised of titaniu@while it is also being tested for use in armour and

327 https://www.dst.defence.gov.au/publication/equivalerdracksizemodellingcorrosionpitting-aa7050
t7451-aluminium-alloy-andts

328 https://www.drdo.gov.in/developmeniwrought-al-alloysdefenceapplications

329 https://coek.info/pdf-hot-stampingof-high-strength-aluminiumalloy-aircraft-parts-usingquick

heating.html

330 https://www.sciencedirect.com/topics/engineering/706€eriesalloy
331

https://www.researchgate.net/publication/321583778 Properties of AA7075_aluminum_alloy_in_aging_and
retrogression_and_reaging_proces

332 https:/llink.springercom/article/10.1007/s1166$09-9554z

333 hitps:/liopscience.iop.org/article/10.1088/1748596/382/1/012034/pdf

334 hitps://spiral.imperial.ac.uk/bitstream/10044/1/65123/2/Manuscrigiccepted%20version.pdf

335 hitps://www.researchgate.net/publication/301706779 Effect_of pre

corrosion_on_the fatigue behavior of AA7B04 and life_forecast Fatigue behavior of AA7B04

336 hitps://www.sciencedirect.com/science/article/abs/pii/S0921509319316405?via%3Dihub

337 hitps://titaniumprocessingcenter.com/supplyirtitanium-for-military-and-aerospaceindustries/
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ordnance. Military grades include, but are not limited to, Titaniuh BLI, 6A6V-2Sn Ti,
and Grade 53833

We have disgssedT6AF4Vresearch atUkChina Advanced Structure Manufacturing
Technology Laboratory, for examtiis has excellent ballistic penetration potentidf?®
Nicketbased superalloysas discussed in breakthroughs at Impeaad also used iboth
civil andmilitary aircaft engines and rotors (including but not limited to 708 and 7t6).

2. Steels
Stainless steel was invented in Sheffield to address the problem of erosion in gun barrels,
but now has thousands of civil us&Military-grade steels remain probably the most
important metal for military equipmentincluding tanks, ships and aeroplanes, and tend to
be higherstrength, generally being tested for hardness and ballistic propeities.

Areas of interest includmartensitic steels, ultrdnigh strength steelfUHSS)ard coatings

to allow steels to be used in extreme environments. Martensitic steels tend to be extremely
strong and are especially useful for firearms and gun barrel manufaétihewevertheir

main dawback for aerospace applications is difficulty in séngptomplex components.

Fast light Alloy Stamping Technology (FAST) is a process that enables such components to be
formed 34°

In the UKthe UK-China Advanced Structure Manufacturing Technologyitzdbry (a

LI NIYSNRKALI 2F L Y LIS NAnkffctureryhR Chin& Acgldentyaf LAUhch Yy L / .
Vehicle Technology (CALT)) has published on the fast light alloys stamping technology (FAST)
process for martensitic steel and ultragh strength steels (agell as aluminium alloys)

(above), including with. Y LISSNWIE Cebtre for Structural Design and Manufacturing.

Researchers in China have analysed the potential of i &R ket shells and other
military application$46 A Chinese national alegedt2 K| @S adzLJLJX ASR LN} yQa

338 hitps://titaniumprocessingcenter.com/supplyintitanium-for-military-and-aerospaceindustries/
339 hitps://www.researchgate.net/figure/Militaryapplicationsof-titanium-alloy-42_fig3 271764073

340 htps:/Iwww.researchgate.net/publication/292311265 Ballistic Penetration of Titanium Alle§AFV

341 hitps://niobium.tech/-/media/niobiumtech/attachmentsbibliotecatecnica/nt_nickelbasesuperalloy
materialstechnologyfor-advancedgt-applications.pdf

342 https://www.azom.com/article.aspx?ArticlelD=17076

343 https://www.azom.com/article.aspx?AxtlelD=17291

344 hitps://www.azom.com/article.aspx?ArticlelD=17076

345 https://www.mdpi.com/250-4494/4/2/57/htm

346 https://www.sciencedirect.com/science/article/pii/S1000936114000570
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programme withmaraging steel (an agtreated high-strengthmartensitic steel) and
aluminium alloy?*’ The field of Shipbuildin@pelow) also includes steels research.

3. Aerospace physics
While transonic flutter, 3[printing and gust alleviation | (i L YQOSINRCerit)@an all
be used in civil aviation, appear tohave possible&lual useaircraft applications8349350 g9
do adaptive control systems and cooperative and consensus control, researched at
a I y OK SsindEitkk Joint Advanced Laboratory on Control Systemiaoly, backed
by the China Aerospace Science and Technology Corporation (@ASB) formatio
flying. Staffat one of theManchestercentres(below) have researched in this field with the
Beijing Institute of Technology, listed by ASPI as a veryrisigimstitution anda centre of
military aircraft andmissile research ith a formal partnershipvith Norinco35 352

Vibration control and wturbance rejectionstudied at Imperial, are alsofocus foNUDT
staff, in papers such d8eal time visual trackghof moving targets using a leeost
unmanned aerial vehicle with a three axis stablised gymsystem(an ¥xtensior{bf
Wisturbance rejectiorbased control methodologi€k®>3

4. Hypersonic technology
Hypersonic technology is a dominant area of reseandhe UK centres. Some hypersonic
missiles under development will travel at up to 15 times $peed of sound. A new arms
race appears to be underway between the US and other western countries, and China:
winning this hypersonic race has been cale first priorityCin western defence security.

While ICBMsnayalready travel at hypersonic speg¢over Mach 5) on descent, hypersonic
missilesbroadlyrefer to those which can manoeuvre at these speeds. These missiles are
potentially massively destabilisingonstituting not simply an evolutionary development but
a Yevolutionary new type of weapofthat would] strike almost any target in the world
within a matter of minute®*In theory, able tocarry nuclear warheadshey can be
manoeuvred to arrive poterally without warning, allowing first strikeapacity According

to a recent study byrheNew York Timeand the Center for Public Integritfiuring] flight,

347 hitps://w ww.kcl.ac.uk/news/casstudyli-fangwei-limmt. There is no suggestion that anyone mentioned
in this paper is connected to these activities.

348 hitp://www.diva-portal.se/smaskget/diva2:1244326/FULLTEXTO1.pdf

349 https://www.wired.com/story/air-force-3d-printing-partsmanufacturingolympics/

350 https://digitalcommons.odu.edu/cgi/viewcontent.cgi?article=1172&context=mae_etds

351

https://www.researchgate.net/publication/343724317 _Cascade_structure predictive_observer_design for_c
onsensus_control_with_applications_to_UAVs_formation_flying

352 https://unitracker.aspi.org.au/universities/beijiripstitute-of-technology/

353 https://www.mdpi.com/20763417/10/15/5064

3% https://www.nytimes.com/2019/06/19/magazine/hypersonimissiles.html
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the perimeter of their potential landing zone could be abosthag as Rhode Islag®® That
they are only 510 feet long will also alloWhstant leaderkillerzapacity, according to a
former Obama administration White House official.

ChinaHas flighttested its own hypersonic missiles at speeds fast enoughaohr&uam

from the Chinese coastknwithin minutef2and a Chinese space programme contractor has
claimed to have successfully fligigsted a hypersonic missile for over six minutes.

Current research includé®averideimissileshypersonic missiles auch power that they
Hdedn their own shock wave®’ Gen. John E. Hyten, commander of United States
Strategic Command, told the Senate Armed Services Committee in March®®@8: R2 y Q (i
have any defense that could deny the employment of such a weapainstgis?

One of the major challeges in hypersonic development is creating coatings to protect
missile bodies from the extreme heat created by flying at such speeds. Research has
included ceramics, carbeiibre composites and superalloys likeckelchromium. Others
include manoeuvring ahtracking controf>®

One[ I 0 2 NJpubRchtiBnQiaclude aibreathing hypersonic vehiclehese are
hypersoniamissiles that breathe air to feed their enginesdan area of urgeninilitary
competition between China and the United States espegiaith DARPA due to carry out
flight tests of such missiles in 20%2.In November 2020, images emerged of what
appeared to be a Chinese@N missile carrier aircraft carrying a missile whésatuNB & X
point to a hypersonic design, which could potentiallyaebreathing and nuclear
capable®!Its shape was similar to a 17, known to be a developmental Chinese
hypersonic missilé®?

An example oManchesterhypersonic researciModeling and nomhear control for ai
breathing hypersonic vehicle with varialgjeometry inlefwas aimed at generating more
powerful thrust.Carried out withdefencefunded Tianjin Universityit reads:#his extends
the velocity range, which is favourable to the accatimn and manoeuvring fligh®3
Elsewhere, ariable geometry ilets are the subject of US missile jet engine patents that
have been cited by arms firms for the manufacture of hypersonic miséfies.

355 https://www.nytimes.com/2019/06/19/magazine/hypersoniuissiles.html

356 https://www.nytimes.com/2019/06/19/magazine/hypersonimissiles.html

357 1bid.

358 |bid.

359 1bid.

360 hitps://newatlas.com/military/darpaus-air-force-hypersonieweaponcaptivecarryflight-test/

361 hitps://www.thedrive.com/the-war-zone/37465/newimagesof-chinesebombercarryinghugemystery
missilepoint-to-hypersoniecapability

362 hitps://www.thedrive.com/the-war-zone/30119/fourof-the-biggestrevelationsfrom-chinasmassive70th-
anniversarymilitary-parade

363 https://www.research.manchester.ac.uk/portal/files/575807/2017AESCTE_Preprint.pdf

364 https://patents.google.com/patent/US4620679A/en
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Graphene is a potentially revolutionary nanomateriasjragle layer of atoms in an

effectively twadimensional latticewith potential in hypersonics and many other are@s

his visitto Manchesterin2015 - A WA Y LA Y3 gl a 3FAGSy | (2dzNI 2°
laboratories by Chancellor George Osborne to wele the new&olden Er&ln UKChina

relations.

Graphen&® manypotential military uses incluglin semiconductors, batteries and

O2YLIRaAGS YFIOGSNARAItAa F2NJI AYLINRPOSR FFSNRReyl YAC
military is interested in graphene coatfor uses from artillery and installations on

artificial islandsn the South China Sea, potentially to clothing for soldiers along the

disputed border with Indid®536w S OSy i / KAy Sa$S NB-1Ohamebka & dz33Sa 0
helicopter has been equipped withiaphene armarr that may have beedeveloped at the

Beijing Instituteof Aeronautical Materials (BIAMY/

The Manchester Graphene Aerospace Materials Centre (with BIAM) researches graphene in
aerospace materiaJ$ncluding composites and ceramics.

Meanwhile h 2017,The Economigstovered workoy a researcher at th&raphere

Aerospace Materials Centfeom Chinawith Xiang Xiongf Central South University in an

article entitledWot stuff: A new ceramic could help hypersonic planes take 8firviing

the searing heat of Mach 5 and ab@&¥€. It notes: Whe lure of hypersadn flight is such,
0K2dzZaAKZ oiKF{i86 0(§KS g2 NI ROHdescibdslhdwAmabgShoses 2 dzf R
luredCarethe researcheat Manchester an&iang Xiong at Soutbentral University in

Changsha, China, and their colleagues. And they hawe ap with a new material that

might provide the answefManchester has also reported on the developméResearchers

from the University of Manchester have created a new kifld oOS N> YA O O2 I Ay 3
be the future for hypersonic aerospace vehic8Central South University is a major

military aviation research base (see Chapter 1).

In fact, Manchesteseems to suggest possible military or dualse result othe
cooperation with C3J:

Researchers at The University of Manchester in collaboratitimCentral South

University (CSU), China, have created a new kind of ceramic coating that could
NEZ2fdziA2yAasS KELISNARA2YAO (NI @St F2NJ I ANE
temperatures [of] 2,000 to 3,000 °C [the] structural problems are primarily chbge

LINE OSaasSa OFLttSR 2EARIFGA2Y YR FoflGA2yX
surface layers from the metallic materials of the aircraft or object travelling at such

385 https://www.scmp.com/news/china/science/article/3016480/carew-graphenecoatingsavechinese
military-rustingaway

366 hitps://www.hindustantimes.com/worldnews/chinesemilitary-to-buy-grapheneclothing-chopperdrones
from-pvt-cosfor-india-border/story-Ddrzp2oFawwBxIlwrMsFjoJ.html

367 hitps://www.defenseworld.net/news/23505/China_Flies_Graphene armibr2 10 Attack Helicopter
368 hitps://www.economist.com/sciencendtechnology/2017/08/12/anew-ceramiccould-help-hypersonie
planestake-off

389 https://www.research.manchester.ackiportal/en/media/businessnewsnetwork-researcherscreate-
new-ceramiccoatingto-help-with-hypersonietravel(1d81695324de-4cb5a4fl-2e8ee835e520).html
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high peeds. To combat the problem materials called uhirgh temperature
ceramic§UHTCs) are needed in aezngines and hypersonic vehicles such as
rockets, reentry spacecraft and defence projectiles.

It adds:

Yesearchers at The University of Manche3tén collaboration with the Central

South University of China, have designed &bricated a new carbide coating that

is vastly superior in resisting temperatures up to 3,000°C, when compared to existing
UHTCX [The pofessof who led the study in Univetsi of Manchester explains:

Lurrent candidate UHTCs for use in extreme enwremnts are limited and it is
worthwhile exploring the potential of new singfghase ceramic§&Q

According taVlanchesterita ySg YI GSNRARFf 6+ & LI NoOwdert £ & YI yc
Metallurgy Instituteé®d / {Bfat@Ikey Laboratory for Powder Metallufigya designated
major defence laboratory?*

The researclappears to behat presented in the papeAblationresistant carbide
Zr0.8Ti0.2C0.74B0.26 for oxidizenyironments up to 3,0007 @hichstates:Wltra-high

temperature ceramics are desirable forgjgations in the hypersonic vehicle, rockets, re

SYiNER &L}l OSONI Fi FYR RSTFSyOS aSO02NAX LRGSy
components in reentry spaceaft, defence army, gas turbines and nuclear areas and so

on.(Dne of its authordaslisted hisaffiliations as both the State Key Lab d@hd School of

Materials atManchester’?

5. Composites, nanocomposites, polymers, laminates and related

technologies
The main UK centres for this broad area are the AVIC Centre for Structural Design and
Manufacturng, the COMA®@mperial Research Centre for Wing Technology of Commercial
Aircraft (both at Imperial), thé&niversity Innovation Centre at Nottingham, WMG, ahd t
QueenMary University of LondeiNPUpartnership.

Composites are an area of cuttheglgedualuseresearch. Composites like carbon fibre
reinforced plastic (CFRP) are being developed asausorbing materials (RAMs) for
stealth, and its light weights leading td€ver more attention from the arms indus@while

370 hitps://www.manchester.ac.uk/discover/news/chance$-hypersonietravekheat-up-with-new-materials
discovery/

371 https://unitracker.aspi.org.au/niversities/centralsouth-university/

372 hittps:// www.nature.com/articles/ncomms15836
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it is emerging as an alternag to aluminium alloys in a number of military applicatidfs.
374375

Ly O2YLRAAGS tFYAYFdSas 22Ayd NBaASIEN®OK Fd LY
AVIC First Aircraft Institute and the Department of Naval Architecture of Wuhan University

of Tedinology (supported MTI and ASRI) has investigtedeffects of projectile hardness

on the impact response of fibreinforced composite laminat&sin which High-density

L2t @SiKetSyS o615t 90 LINE2S Ofibkefrethrzed poetherO G | 3 A
ether ketone) (CF/PEEK) composite specif@ASPEEK is a promisidgaluse material

including for stealthand researchers in the PRC are investigating its applications in

\Herospace and weapof¥ ' Separatelyit is reported thatin 2018, Imperia Qa a LJ2-y a 2 NJ !
MTI founded a group codenamé®Xli 2 RS @St 21J) / KAy ¥a ySEG &adS|

Joint research ofibre-metal laminates (FMLs) between Imperial and Shougang Research
Institute of Technology has focused on forming technologie& s, wtih arelightweight
structural materials. FMLs haatsobeen used for military transport aircraft since the early
19908"° andremaina subjectof military researchincluding to improve the adhesive
strength of CFRP&’

3D composites and carbon compositevddeen used for space technology as well as in
missile system&! A project involving BAE Systems that inclusliesichester, Bristol and
Nottingham universities is researching 3D woven textile composites for structural light
weighting in aerospac#?

Accordng to a 2019 report for the UShina Economic and Security Review Commig&fon
ChinaYtould] gainthe uppeK | Y R Ay (KS O2YLI2AAGSA YI NJ SGLX I
defense technologieQ

373 https://www.army-technology.com/downloads/whitepapers/manufaair/the -major-reasonswhy-cfrp-is-
provingvictoriousin-defencetechnology/

374 https://www.infona.pl/resource/bwmetal.element.ieeart-000004720745

375

https://www.researchgate.net/publication/278329718 COMPARATIVE _STUDY_ON_ALUMINIUM_ALLOY_AND
CARBON FIBER REINFEIR POLYMER CFRP FOR MILITARY BRIDGES

376 https://www.sciencedirect.com/science/article/pii/S258884041930112X

377 https://pubs.rsc.org/en/content/articlelanding/2018/ra/c7ral1675f#!divAbstract

378 hitps://news.yahoo.com/notagainchinabuildinganother
182500796.html?guccounter=1&guceferrer=aHROcCHMG6LYy93d3cuZ29vZ2xILmNvbS8&qguce_referrer_sig=AQ
AAABDsMGb8uWFtgkJzijYUCDtgiW3wYhiMiIONE7CQknsUuHKBiRAQIRpzZBYVNpIHW7y8672tD
TOYbcQoXibKK9Vd4WR9UQPvJz28aZh5Pf6]TqKRwz4gpDaKQJ2T6Chry0ZmqgltNMIENBEG kJzYEVOX7

wi

319 https://link.springer.com/book/10.1007/9784-010-09959#about

380 hitps://www.sciencedirect.com/sciersarticle/abs/pii/S1359836818331937

381 hitps://gameon.nasa.gov/2016/03/30/firsBd-wovencompositefor-nasathermalprotection-systems/

382 hitps://www.insidecomposites.com/nevprojectto-drive-developmentof-3d-woventextile-compositesin-
uk-aerospacendustry/

383

https://www.uscc.gov/sites/default/files/June%207%20Hearing_Panel%202 Dan%20Coughl#2Nklater

ials.pdf
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AWMG researchehas researchedvith military-linked CSU in higenergy density polymer
nanocomposite$®* her research stahgthat Yunctional polymer composites are attring
interest [in] polymer based dielectric capacitors which are [among other uses] employed [in]
high power weapon€¥®

Polymer nanocompositdsadS 06 S Sy R S & O NJstag§erng paientiflitsr inditary 3 W
applicationsg including UAVs, aircraft arships®©387 One of the most promising

applications of high energy density polymer nanocomposites is in high energy density
capacitors. One PRC papays:Polymer nanocomposites incorporated with higlelectric
O2yaidlyd yly2L)} NIAOf Sa sloNdyheaekgiRddrisi®y a G dzZRA SR
electrostatic capacitor€® The highest energy density, high voltage capaci#mically

have short lifetimesgnd] are designed for military applicatio®8?

Thermoplastic elastomer composites and nanocompositest@ied inballistic missile
material researchincluding to protect the components of missile launching systems and
solid rocket motors, with thermogktic polyurethane elastomer nanocomposites (TPUNS)
Weveloped mainly for military applicati@®® 39! Separately, rergetic thermoplastic
elastomers (ETPEs) are being researched for propellants and expf83ives.

6. Ceramics, piezoelectrics and rare earth cupsi
The QMJUL-NPU partnership is a major centre of research into ceramics, piezoelectrics and
rare earth coatingsespecially under thResearch Centre in whitht | Q & Sdieftias Sré
Prof Feng Gao and Prof Kong Jie (guest professor of QMUL, Dean $faQiEBarty Branch
Secretary, whose research includes aero engines and gas turbines and has been funded by
the National Defense Technology Foundation for Scientific Research of China).

Piezoelectricity is the electric charge that accumulates in some solading some

crystals and ceramics, in response to applied mechanical pressure, or refers to the ability of
materials to change shape when an electric charge is ap@ieahereports state that

[/ K A yhllit&ryis interested in piezoelectric ceramics tises including ignition detonation

and gyroscope®?

384 hitps://pubmed.ncbi.nim.nih.gov/31270524/

385 hitps://pubs.rsc.org/en/content/aticlelanding/2019/cs/c9cs00043g#!divAbstract

386 hitps://www.academia.edu/35443282/Defence Applications_of Polymer Nanocomposites
387 https://www.igi-global.com/chapter/theuse-of-polymernanocompositesn-the-aerospaceandthe-
militarydefenceindustries/224401

388 https://pubs.rsc.org/en/contentarticlelanding/2020/ta/d0ta01380c#!divAbstract

389 https://www.ga.com/capacitors/highenergydensity-capacitors

390 https://www.hindawi.com/journals/jnm/2010/583234/
391

https://www.researchgate.net/pulication/43808064 Thermoplastic_Polyurethane Elastomer_Nanocomposit
es_Morphology Thermophysical_and_ Flammability Properties

392 hittps://www.onlinelibrary.wiley.com/doi/10.1002/prp.201200002

393 https://www.piezohannas.com/Piezoelectrceramicsusedfor-military-id537031.html
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In piezoelectric ceramics, QMINPU researcincludes the effect of MnO2 on the

microstructure and electrical properties of piezoelectric ceramics (spaltyfiPZNNT, a form

of lead zirconate titante (PZT) containing niobium and nickel). @based researchers

within the QMUENPU partnership haveesearched the same PZNNT matetfaLike all

20KSNJ dzy A OSNRAGASE S RA&aOdzaasr va![Qa NBaSIHN
only, in thiscase to make piezoelectric ceramics more environmentally friendly.

Elsewhere, atudy by the US Armigesearch Laboratory described Rgherallyt & Wl & Y I NIi
YFGSNREFEX FT2NJ 020K aSyaz2zNB FyR |OGdzZ G6§2NAX Ly
guidarce and control systems, it can act as a backup inertial measurement unit (IMU). PZT is

also gaining tention in the field of power MEMS for applications in energy storage and

power reclamation. Insertion of smart material MEMS sensors into projectilefhefip]

RSOSt 2L Y2NB LINBOA®S | yR fSGKIE LINRP2SOlAf Sac
Separately, someofms of lead zirconate #@inate are suitable for other higbensitivity uses

such as hydrophoné¥® (underwater listening devices#iat in some contexts arased to

NI O1 I RabBiddies. NA S & Q

High entropy and ultrdnigh temperature ceramics are another fodos QMUL researchs

within the partnership, including(HFTaZrNb)& (hafnium tantalum zirconium niobium

carbide)3°” Hafnium carbide (HfC) has the highest melting pointrof kenown twoeelement

compound (almost 3,890 degrees Celsius) (hafnium is so similar to zircdratiseparating

the two elements is difficult); zirconium carbide is an extremely hadtré-high temperature
ceramic(UHTCY?8 Elsewhere, somelafniumbased UAICs have also been reported as

having potential for ICBM fentry heat shield$%°

Rare earths aranotherfocus for QMUland NPUresearchersThis isan area of intensifying
strategic competition. China is the leading producer of all of the rare earthisvbdind
being researched by QMNP 00401402403

394 https://www.researchgate.net/publication/337204508 Effect of different. MnO2 phasesyband e
on_the microstructure _and piezoelectric _properties of PbZr12TiiRE13Nb2303
PbNi13Nb2303 ezamics_for_energ harvesting

395 hitps://apps.dtic.mil/dtic/tr/fulltext/u2/a433154.pdf
396

https://www.globalspec.com/learnmore/materials_chemicals_adhesives/ceramics_glass materials/electrocer
amics/piezoelectric_ceramics
397 https://www.sems.gmul.ac.uk/staff/publications/m.j.reece

398 hitps://www.livescience.com/385%hafnium.html
399

https://www.researchgatenet/publication/330530302 Hafnium_Diboride_as_a_saturable_absorber_for Q
switched lasers

400 hitps://duckduckgo.com/?g=dysprosium+producers&ia=web

401 https://www.newtondesk.com/holmiurrelement/

402 hittps://www.rsc.org/periodictable/element/68/erbium

403 https://www.statista.com/statistics/277643/yttriunproductionworldwide-by-country/
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Many of these rare earthsave becomestrategic concerns for the UK and btsvarious
levels(which have little or no production of LanthanusnYttrium, for example)i04405406
This research may also more geneydielpgrant Chinastrategic advantage

7. Drones and lithiurdon batteries
Drones are the subject of major R&D investments by the Chinese and western mijlitaries
expected tofundamentally chang@he nature of warfare.

[ KA yHili@rgt UAV industry isobust and growing rapidl$Many of the advatages a lead
in drone technology will provide are nasbvious YChinese] unmanned systems will likely
[provide] intelligence, surveillance, and reconnaissance support to-fange precision
strikes and antsubmarine warfare capabilitie€For exampleits Soar Dragon UAV could
provide guidance for the DELD antiship ballistic missilé&’

Drones are also a repeated focus for research in the centres studleste, as in the other
technological fields, dual usgpears to be a rislOne researcher ghe SMeSTech
Laboratory at StrathclydeesearchedAV swarming technolo@for @il and gas facility
inspection® 2 KAfS G LYLISNAIfQa 5SLINLGYSyG 27
Engineering and Materialsi8nce (SMESWne researchepublishedFuly autonomous
micro air vehicle flight and landing on a moving target using visuitial estimation and
Y2RSt nLINBRADIA DS O2y (I NRf

Related to drones, lithiuapn batteries areafocus of the Imperial Centre for Materials
Characterisation, ProcessingdaWodelling. Core projects include lithivion battery
thermal runaway modellingnodelling of soliestate lithium batteriesand €haracterisation
and degradation of all solistate thin film lithium batterglsic]. AtWMG, technological
areasinclude lihium-ion batteries.

Lithiumrion batteries areseenas central to the development of droné%®,givinglong life
cycles and potentially allowing hundreds of missions on a singleryatthile tolerating
extreme conditiong!° Research into different types tthium batteries is also fundamental
to drone development. Solidtate batteries are more compact thardin cells but remain

404 hitps:/iwww.livescience.com/34564
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yttrium.html#:~:text=China%2C%20Russia%2C%20India%2C%20Malaysia,the%20leading%20producers%200f%

20yttrium
405

http://avalonadvancedmaterials.com/rare_metals/lanthanum/#:~:text=Most%20lanthanum%20is%20mostly%

20sourced,some%20is%20puced%20in%20India

406 hitps://fas.org/sgp/crs/natsec/R41744.pdf

407
https://www.uscc.gov/sites/default/files/Research/DGI_China's%20kidal%20and%20Military%20Robotics
%20Development.pdf

408 hitps://www.onlinelibrary.wiley.com/doi/10.1002/0b.21821

409 hittps://www.dataweek.co.za/11731r

410 https://www.epsilor.com/sections/blog/Blog20122017/
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expensive Howeverthey havepromise for drones,for which they have entered triaf841?
Meanwhile thin-film li-ion batteries ae seen as candidates for use in radio frequency
identification (RFID) tracking devicEdSome of thdUKQallies and partners arehanging
their approach to China and drone tewlogy, with Japan reportedly preparing téteeze
China from its drone suppbhainC'4

8. Radars, antennae and related technologies
Sincetheir inception in allied military research in WWII, radar $&dio detection and
ranginda detection system employgNJ RA 2 g1 @S& (G2 | AOSNIIFAY 20¢
angle and nature) andndenna technologies have been of uninterrupted strategic vatue t
militaries across land, sea, air and spdgesearch priorities include the following fields.

Synthetieaperture radar (SARJhis extends the effective size of a radar system by using
time-varying data from the radar as it moves relative to a fiteedet, creating high

resolution images. These are used for satellite imaging using microwave frequencies which

Oly &aSS (GKNRdZAK GKS I'GY2ALIKSNBE® /I fe®dzf A2y A
allow images of targets of intere&t®

Phased array radaRadar determines target direction and distance by scanning a narrow
beam over a range of angles by rotating the antenna or controlling the phase distribution of
a multielement antenna arrayjhased arraf. The latter remains complex and expensive,
but seesmilitary and civilian usé&'6. Millimetre wave circuits are important components in

5G and other radat*’

Ultra-wide band (UWB)Jsing a wide bandwidth for communication has advantages for
radio connections. These use similar power, but being spoee®d a wide bandwidth, power
per Hz is low, for less interference with other systems. UWB allows accurate distancing, is
difficult to detect, and data algorithms allow high encryptidf.

High frequeng radar.This operates at frequencies3®MHz and can mtor ocean
currents and waves because although the antennas are electrically, #meatiarget is large.
Multiple coastal sites can cooperate to produce data using sophisticated signal

411 https://www.androidauthority.com/lithiumrion-vs-solid-state-battery-726142/

412 hitps:/Iwww.slashgear.com/firsisolid-state-lithium-batteriesto-be-usedin-dronesthis-year02536298/
43 hitps://en.wikipedia.org/wiki/Thin_film_lithiumion_battery#Applications

414 https://www.scmp.com/news/asia/eastsia/article/3107735/japasmpreparesfreezechinaout-its-drone-

supplychaindue

415 hitps://earthdata.nasa.gov/learn/backgrounders/whdas-sar

416 hitps://www.microwavejournal.com/articles/2127phasedarray-radarat-the-intersectionof-military-
and-commercialinnovation

417 https://www.radartutorial.eu/06.antennas/Phased%20Array%20Antenna.en.html

418 hittps://insights.samsung.com/2020/08/21/wh&s-ultra-widebandand-how-does-it-work/
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processindg!®42° China has installed high frequency communicationgifiés on seven of
the Spratley Islands in the South China Séa.

Multiple Input Multiple Output (MIMODescribes a radio which uses multiple antentines
reduce fade for transmission and reception 3G the concept is taken further, maximising
signalto-noise and therefore data rates, while reducing interferendeoradvances in
antenna technology, MIMO improves link reliability while its multiple streams boost data
rate .22

The Kent Communications S &4 S| NOK DNER dzLJQ& MNBiearts, dhdark A y Of dzR S
antennas, spacéorne radars, phased arrays, MIMO, antenna and radio propagation for

4G/5G/6G mobile communications, base station antennas, antennas for satellite

communications, RF/microwave/millitre-wave circuits and RF front ends, miebi

communication systems, satellite communications, irgatellite links, UWB radars, GNSS

[global navigation satellite systemgflectometry, synthetieaperture radars, small satellites

and intelligent antenna témologies for 6G. Huawei has sponsoredabnna

technologies including millimetrezave antenna designs for 5G and adaptive rrodtnd

small MIMO antennas, both for smartphon®s.

Among the areas that may risk leading to dual use incBilRan interestin the
development of surveillance andtack drones*?**and phased array antennasvhichare the
subject of increasing competition as the US Space Force exf@ma2016 reports claimed
that a Chinese 3¥6 UWB (phased array) radar tracked B2 Stealthfighters over South
Korea??t

CETC hdaunched the YL-8B Ultra High Frequency (UHF) astdalth aircraft radaf?’ The
Type 052C destroyemdiil KS t [ ! bl @ Qa TANREUO batifehwreada OF LI 0
multifunctional active phased array rad&g

The development of 5G in China eoected to civiimilitary fusion and will require

Bpecialised communications equipment [e.g.] antennas and microwave equipment, that the
China Electronics Technology Group Corporation (CETC), -@stae defense

congbmerate, has established particularoficiency in developingbG could also provide

the rapid transmission and bandwidth required to realize the potential of the Internet of

419 hitps://marine.rutgers.edu/cool/education/class/josh/hf radar.html

420 https://cordc.ucsd.edu/projects/mapping/documents/principles.php

421 https://www.jhuapl.edu/Content/documents/HigHrrequencyCommunications.pdf

422 hittps://www.electronicdesign.com/communigu/article/21135305/il-about-the-antennasfor-5¢g
423 https://research.kent.ac.uk/communications/

424 https://brandessenceresearch.com/aviation/synthepertureradarsarmarketsize

425 hitps://spacenews.com/spacéorce-weighingoptionsto-modernizeground-antennasfor-military-
satellites/

426 hitps://www.china-arms.com/ag/chinasanti-stealth-radars/

427 http:/Iwww.defense-aerospace.com/articlesiew/release/3/188617/chinatalks-up-new-military-
radars.html

428 https://sinodefence.wordpress.com/2017/05/25/typ652¢luyangii-class/
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Things and artificial intelligence (Al) on the battlefi@fd While 6G technolgy is still being
developed, the PAY$ already planning use on the battlefie@?

A researcher at HerigtVatt University(above)has researched radgamming withstaff at
the military-linked Nanjing University of Aeronautics and Astronautics (on tdrgeking
while jamming by airbme radar)

9. Shipbuilding
Shipbuilding and nawelated researchmainlyfallsinto the categories of metals for
shipbuilding, ship parts@ch agpropellors), and other naval structures.

Metals researclincludesaswelded steelsincluding S690and their fracture toughness
requiremens. These are hightrength structural steels (HSSS) and of increaswititary
interest*3! Many western defence researchers have moved into this field, including in the
US and Swedet¥?433

Gomponentresearch includes torsiorddngitudinal vibrations of ship propeller shafts;
propellershaft vibration is an area of interest to Chinese military institutjsush as the
Ordnance Engineering Colletfé.

Navyapplicable structures include very larfjeating structures (VLFS) and their hinge
connectors. A VLFS can be used as an offshore base, potentially allowing sea and air power
projection into disputed waters. China is developingfary Large Floating Platfofn

apparently a version of theeSWlobile Cifshore Bas&oncept, which could allow a mobile
military basenear,theoretically, any coastline within weeks. The China Jidong Development
Group has designed a specifically military VLFS which could hold more aircraft than a
traditional carrier#3>436 Aresearcher at Southamptofabove)has carried out research with

at least two Chinese militasgffiliated institutions on VLFS.

429 https://www.defenseone.com/ideas/2019/01/whghinasmilitary-wants-beatus-next-gen-celk
network/154009/

430 hitps://www.scmp.com/news/china/military/article/3080235/chinamilitary-draws-6g-dreammodernise
fighting-forcesand

431 http://midra.uni-miskolc.hu/document/35455/32439.pdf

432 http://www.shipstructure.org/pdf/466.pdf

433 https://www.researchgate.net/profile/Anders_Blom3

434 https://www.jvejournals.com/article/17889

435 https://www.navyrecognition.com/index.php/news/defeneeews/year-2015news/august2015navy
navalorcesdefenseindustrytechnologymaritime-securityglobatnews/2973chinaunveiledits-first-vlfs-
project-similarto-the-usmilitary-mobile-offshore-base
concept.html#:~:text=China%20unveiled%20its%20first%20%22 Viityi{eon%20held%20recently% 20020
Beijing

436 https://finance.yahoo.com/news/chinavants-build-giantfloating-203010806.html
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10.Data science, Al, recognition and facial recognition

The creation of a higkech surveillance state is one of the mosttdibing trends to emerge
from China in recent years, a threat not just to the liberties of the Chinese people, including
its ethnic minorities, but increasingly to the preservation oéifiies elsewhere.

The CCP intends to use big data and artificialligence to createas the writer John

Lanchester, drawing on work by Kai Strittmattéthas put it}*® the most perfect

surveillance state the world has ever se®i{.An early examplés facial recognition, where

increased computing poweHas been transfomationaQturning the hundreds of thousands

of cameras in cities int#l connected network offering redilme surveillance and

supervisio@Already a street crossing in Fujanp@j@a 2l &6l f {1 SNBRQ Tl 0Sazxz
addresses onto a video screen besidetbad/ KAy Qa adl 4GS adzNBSAE |y
0SO02YAYy3 OFILIotS 2F ARSYyUGATeAy3d lye,wkhyS 27F /
its Policeclou® © SAy 3 dynlBeMIARSS RO Widdcdl I8sibies, takeaway orders,

courier deliveries, gpermarket loyalty card numbers, methods of birth control, religious

affiliations, online behaviour, flights and train journeys, GPS movemeatdinates and

biometric data, face, voe, fingerprints; plus the DNA of some forty million Chinese

peopleQ

This combination of facial recognition and data capture is facilitating the next phase of the

digital surveillance state: the social credit system, in which citizens are awarded fooints

statel LILINE OSSR O0SKI @A2dzNJ 6f A1 S W2TETINWYET { BYSI DT
points for undesirable behaviour (in some pilots, social credit falls when people socialise

with those with low credit). As Lanchester has descritf€the uttimate purpose of this

aeaidsSy waa G2 YIF1S L thedtak: tdmakeooyle sbindos § K S A NJ
seltmonitor, selfad dzLJS NIJA 4 SQ @

The Uighurs of Xinjiang already appear to live de dactoAl police state, in which the

disappearance of ar 1 million into prison camps and ongoing population replacement by
HanChinese is enforced by stabacked firms using facial recognition technology through a

gFraid ySGieg2N] 2F adzNBSAttlyOS OFYSNIaao | SNB=
with Uighurs facing arrest for publishing textbooks that contain over 3@eet Uighur

g2NRa 02yS YIy 6l a4 aSATSR 0SOldzasS KAa*“oz221 C
' A3AKdzNB y2¢ O2yadAaddziS WGKS Y2 34BefingisSyasSte a
Y2@QAY3 1Ly WoA3d ONRUGKSNE | y Rforéed assinBMdnQ Ay a2 |
some Han big brothers share the beds of the wives of detained Uighur men. Police force

437 Strittmatter, K. (2019We Have BSy | I NX 2 y A & S Buweillardicd Satedld/StréeK A Y | Q&

438 hitps://www.Irb.co.uk/the-paper/v41/n19/johnlanchester/documeninumbernine

439 hitps://www.Irb.co.uk/the-paper/v41/n19/johrnanchester/documennumbernine

4“05ee als@trittmatter, K. (20192 S | F @S . SSy | | N¥ 2y A af&MateOhlSFtréet. Ay / KA Y | ¢

441 Christian Sheplre in theFinancial Timesn https://www.Irb.co.uk/the-paper/v41/n19/john
lanchester/documeninumbernine
442 https://lwww.theatlantic.com/magazine/archive/2020/09/chinai-surveillance/614197/
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Uighurs to install monitoring apps on their phonespAivered sensat Wt dzNJ] S @SNE ¢ K
Ay Of dzRAY3I Ay ! A 3IKdzZNECOtheiqaRE SR YNVER BIDYV ifa! RIA K Hz8

communications, looking for suspect patterns like lack of fervour in using Marfdérin.

Every few blocks Uighurs may encounter a checkpoint wéthreeillance camera that

O2YLJ NBa FIF0OSa ¢AlGK LA QlieseNiRéks disb §eSWighursiforced WK S |

G2 R2ylFdS 3ASYySGAO RIFGIF F2N) addzZRASa 2F WK29

women are forced to have abortions or be slised)#*° The system notes their arrival at the

5

edge of their neighbourhood. lih K A & -po®véredethhel 2 G t AGF NRAFY &G GS¢
KIS WTdzZ te AYyaSNylrftiaSR GKS RSYFyRa 2F (KS

O2y (M2t ©Q

Arecentreseach output with Harbin Engineering University waaoopy: Sniffing your
smartwatchpasswords via deep sequence leartfiffdJnDeep VO: Monoculfsingle
camera]Visual Odometry through Unsupervised Deep Leatffimgsa project with the
College of Mechatroros and Automation, NUD{Odometry is the use of data to estimate
change in positioof an object or target and visual odometry has applications in robotics
and surveillance camergs

In Scotlandresearchers worked with the Institute of Information Sciemt Bejing Jiaotong
University onFrustratingly easy person-identification: gerralising person #D in

practice*®. ANX¥AY 3IKI YQa NBaSINOK KlFIa 02ttt SOiAy3
behaviour;Cranfield University at Shrivenham has studied real time people tracking in
multiple CCTV networks using colour constancy and tongecession, and a researcher
producedDetection of psychological stress using a hyperspectral imaging tech¥tjue

which developed automated human surveillance techniques.

11 Robotics (land, sea and space)
A recent Brookings study placed robotics at the cemff future battlefields and militar
capacity generall§t* describing robots taking on

" wider set of battlefield roles. Battlefield robots are being developed to target
snipers and carry a full range of weapons. Unmanned surface vessels (USVs) and

443 bid.

444 https://www.theguardian.com/news/2019/apr/11/chindni-tech-war-on-muslimminority-xinjianguighurs
surveillancefacerecognition

445 https://foreignpolicy.com/2020/07/01/chinadocumentsuighurgenocidalsterilizationxinjiang/

446 hitps://www .Irb.co.uk/the-paper/v41/n19/johnlanchester/documennumbernine

447 hitps://arxiv.org/pdf/1912.04836v2.pdf

4“8 hitps://arxiv.org/pdf/1709.06841.of

449 https://arxiv.org/abs/1905.03422

450 https:/lieeexplore.ieee.org/doument/6919328

451 ike this section of the paper, the Brookings studgulised both robotics and Ukrglated technologies.
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unmanned underwater vehicles (UUVs) amalevelopment for unseen attacks
against navy ships. Space is being openaghasew unmanned battlegrourid®?

Reports state that China is deploying underwater listening drones in the Indian Ocean,
whichit claims, lile many military technologies, hapeaceful purposes, in this case
oceanography>3

Australian media report that Indonesian fishermen captured a Chinese UUV in waters of
strategic importance to Australia, a maritime route linking the South China Sea tatyhef
Darwin. One navy expertated that this sends a signal that

the Chinese navy is getting ready to deploy submarines closer to our maritime
approaches north of Darwin and we need to be ready for the prospect of submarine
activity much closer té\ustralia's northern coaghan we have been experiencing in
the past®*

China is investing in research mbotics for land, sea and space warfare. A study at Harbin
Institute of Technology outlines considerable resources being invested in future sgmute ro
vehicles andobot astronauts®® This is happening in the context of an emerging space
armsrace. China has begun testing asaitellite missiles; th&inancial TimebBas quoted

one European military officialn $pace, we [in the West] still collealy maintain the
SR3ISX GKIF G SHszAbexamale, & praiokypeEoBdiictarm that China has
demonstrated fordlebris removalrould be used to grab satellites. Space may bectdhae
next battlefield*°®

Chha is\determined2o become4he dominantpower in spac@A recent report stated:

EZhinahas developed and fielded grounaind spacebased antisatellite, directedenergy,

and electronic warfare capabilities that place the peaceful use of international space at

N a 1 XX ldukched its first sccessful groundbased direct ascent ansiatellite missile,

theSam > AY HANTX LYy Hamy ot [-saglitaryissilés’ o S3AL y 6

On land, Chineseonglomeratesare now producingethal military robotsb 2 NJ& Bham Q &

Clawis equipped ¢ carry asubmachine gurandthe Mule-200 transports ammunition and

can be equipped with firearnt§® At sea,Zhinese advancesin| | ad Bable to erode

2 SAGSNY yIiA2yaQ ROIMPGFASa Ay dzy RSNESIE g NJF

452 https://www.brookings.edu/opinions/wireefor-war-the-future-of-military-robots/

453 https://www. livemint.com/news/india/chinadeployingen-masseunderwaterdronesin-indian-ocean
report-11609373452869.html

454 Malcom Davis, quetd by ASPI, imttps://www.abc.net.au/news/202012-31/suspecteechinese
submarinedrone-found-by-indonesianfishermen/13022488

455 http://robotics.estec.esa.intiSAIRAS/isairas2014/Data/Plenaries/ISAIRAS FinalPaper 0152.pdf
456 hitps://www.ft.com/content/a4300b42f3fe-11e9-a79cbc9acae3b654

457 https://www.defensenews.com/opinion/commentary/2020/06/23/chin&antsto-dominate-spaceand
the-usmusttake-countermeasures/

458 hitps://nationalinterest.org/blay/buzz/chinasarmy-now-haskiller-robots-meet-sharpclaw-145302

459
https://www.uscc.gov/sites/default/files/Research/DGThina’'s%20Industrial%20and%20Military%20Robotics
%20De@elopment.pdf
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Chapter 4: UK commitmentand current guidelnes

Mainrelevant treatiesand regimes

We begin by discussing tveentralcounterLINR f A FSNI A2y NBIAYSa 2vy
national export controlgbelow) are basedthe Wassenaar Arrangeme(WA)and the

Missile Technology Control RegifdTCR)Theseshadzft R 6 S dzy RSNBRU22R AY
arms embargo on the PRC (which now includes Hong Kong), a partial arms embargo,
covering46°

Yéthal weapons, such as machine guns, lacgkbre weapons, bombs, torpedoes,
rockets and missilespecially designedomponents of the above and ammunitipn
military aircraft and helicopters, vessels of war, armoured fighting vehicles and other
weapons platformsany equipment which might be used for internal repressibms
embargo covers the export of these items froine UK. It is implemented through

the Export Control Order 20038.

¢CKS ! YQa Y A-tslists (ddow)pso\Rde Rata cbverage however.

The Wassenaar ArrangemeiWwA)on Export Controls for Conventional Arms and s
Goods and Technologies

TheWAIis a nonlegally binding regime (netreaty) asking its42 member stateso be
accountalte forexports ofconventional arms and duaise goods and technologies to
countries outside the WAS! The UK is a signatgipie PRC is not.

Volume 2 of the WA detailthe dualuse goods and technologies member states must
consider when exportingr sharing such item$ualuse goods and technologies to be
controlledare ¥hajor or key elements for the indigenous development, production, use or
enhancement of militaryapabilitie€*%? Dualuse items arevaluatedfor:

1 Foreign availability outside member states

1 The ability to effectively control the export of the gogds

1 The ability to make a clear and objective specification of the ;itamal

1 Controlled by another regie.

There are three categorieis the dualuse listwhich will apply tamost ofthe research
centresabove?63

460 hitps://www.gov.uk/government/colledbns/uk-armsembargeon-mainlandchinaand-hong
kong#:~:text=Since%201989%2C%20following%20Chinese%20military,was%20extended%20t0%20Hong%20K
ong

461 hitps://www. wassenaar.org/

462 https://www.wassenaar.org/app/uploads/2019/consolidated/Criteria_for_selection_du_sl_vsl.pdf

483 https://www.wassenaar.org/app/uploads/2020/12/PublibocsVok-2020 L istof-DU-Goodsand-
Technologiesand-Munitions-ListDec20-3.pdf
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https://www.wassenaar.org/app/uploads/2020/12/Public-Docs-Vol-II-2020-List-of-DU-Goods-and-Technologies-and-Munitions-List-Dec-20-3.pdf

1 Category 1 Special Materials and Related Equipment
1 Category 2 Materials Processjramnd
1 Category 9 Aerospace aRuopulsion

TheUSComm&S 5SLI NIOYSyYydQa . dz2NBlFdz 2F LY RdzA G NI €
that sixtechnologiegelated to chip manufacturing would be includedit®inew export
control under the WA®%4

Missile Technology Control Regi(iT CR)

The MTCR is an informadrangement betweerits 35 member states to limit the
proliferation of missiles and missile technology. Onésadims isvigilance over the transfer
of missile equipment, material, and related technologies for systems ¢adialelivering
weapons of mass déesiction (WMD)#%°The MTCR seeks to limit the riska\if1D
proliferationby controlling exports of goods and technologies that could conteliat
delivery systems (other than manned aircraft) for such weapuwiith paticular focus on
rockets capable of deering a payload of at least 500&ger at least 300km and
equipment, software, and technology firese*®® The following passages are derivieom
MTCR text.

The MTCHRoesthis with export controlsapplied to a common list of items (the MTCR
EquipmentSoftware, and Technology Annealist of controlled items; includingmuch of
the equipment, materials, software, and technology neededrfussile development,
production, and operation controlled by MT@Rmbers The Annekastwo parts:

Category | an€ategory Il items. MTGRembers requireitense authorisation requirements
before listeditemsmay be exported®’

Categoryl itemsinclude complete rocket and unmanned aerial vehicle systesmsh(as
ballistic missiles, space launch vehicles, soundiogats, cruise missiles, target drones, and
reconnaissance drones), capable of delivering a payload of at least 500kg to a range of at
least 300km, their major complete subsysterasdh asocket stages, engines, guidance
sets, and reentry vehicles), andetated software and technologynd specially designed
production facilities for these iten§® Category exportsare subject to an
unconditionalstrongpresumptionof denial regardless of the purpose of the exppaind

are licensed for export only on moccasionsCategoryl items include lessensitive and
duatuse missileelated components. Exports judged by the exporting coutt be

intended for use in WMD delivery are to be subjected to a strong presumption of d€hial.

464 https://www.gibsondunn.com/newcontrolson-emergingtechnologiesreleasedwhile-us-commerce
departmentcomes-under-fire-for-delay/

485 hitps://mtcr.info/frequently-askedguestionsfags/

466 https://mtcr.info/frequently-askedquestionsfags/

487 |bid.

468 https://fas.org/nuke/control/mtcr/text/mtcr_handbook_item1.pdf

469 hitps://mtcr.info/frequently-askedquestionsfags/
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UK commitment to thdlissile Technology Control Regime (MTCR)

Each member state implements the MTCR Guidelines in accordance with n&gisktion
on the basis of sovereign discretiddk compliance is maintained through the UK Strategic
Exports Control Ligtincludnga miitary and a dualise list,plusEU compliance

legislation. The UK Strategic Exports Control List also aswpth the Wassenaar
Arrangement It was last updated December 2020.

UK export controlgcludingMilitary and DualUse Lists

TheMilitary and DuatUse Lists are drawn especially from the Export Control Order 2008
Schedule 3: The UK National DUgle ContrbList (including the explosivelated list);

Annexes 2 and 3 of Council Regulation (EC) No. 1236/2005 (as amended) (the EU Human
Rights Ligt and Annex 1 of Council Regulation (EC) No. 428/2009 (as amended) (the EU
DualUse List}/*

Controlled dualuse goods cover thousands of items controlledt not necessarily
designedfor dualuse, having benign civil applications but significant patdribr military
use, including for WMD, and potential for human rights abuses.

Accordingts L¢3 GKS AGSY 2F O2yOSNYy gAff KI @S azy:
LINEIANF YYSQd ¢KAAa OFy WO2yGNRE {(Se& O02YLRYySyda
aRRAGAZY G2472LQ0INY I §a2RAPAzZy RSN GKS fAadGaz Wi
neSdalNE F2N 0KS WRSOGOSt2LIYSYiuQs WLINPRAzOGAZ2Y Q.
subject to controls}’3¢ KSNB | NB a2YS SEOSLII A 20/ 3R 2FY2- NU yAQ/dF 2 |
Exports can take the form of physical or electronic transfers. The dual usedatgre as

follows#74

Nuclear materials, facilities and equipment.
Special materials and related equipment
Materials processing

Electronics

Computers

A OWMNPELO

4https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/94400
3/UK_strategic_export_control_lists 20201215.pdf

41The Trade Controls are set out in Articles 20 to 2hefEport Control Order 2008 (following the Export
Control Act 2002) and Schedule 1 Pact/1F § S32NE ! 3I22RaT { OKSRdzZ S W O0GKS a)
designed or modified for military $Q @rt)2 ¢ Category B goods; Schedule Bie UK dualse list.

472 Sometimes technical parameters must be met, such as purity, accuracy, and so on.

43 See also: Research Services, University of Sheffield (ZB@tlance on Export Control Legislation

https:/ /www.sheffield.ac.uk/rs/export

474Dualuse lists are drawn from the Wassenaar Agreensnt MTCR, as well as the Nuclear Suppliers Group,

Australia Group, and Chemical Weapons Convention.
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Telecommunications and information security
Sensors and lasers

Navigation and avionics

Marine.

Aerospace and propulsion

©O© 0o ~NO Ol

hy 2a5 FYR 9yR !aS /2yGNRf &YX A-+seldntiolsoThNR ST A y 3
end-use control can be applied to ANYTHING (e.g. main equipment or components) or ANY
actviil ASa o0Sod3Id UNIAYAY3I 2N KSELIXAYySaovs AF Lk
l OO2NRAY3I (G2 5L¢s Wazal 2F GKS 3I22Ra 2N (S
aeaidsSya yvYre y20 0SS 2y lye O2y(iNRf f Athel Q> Y
technology to contact the authorities to check whether its activities may be proscribed.

This does not mean that any researchers have personally broken UK rueeguse we

assume that university centres and their research focuses have been apprddediever

it may suggest that individual research projects which risk falling under dual use areas

may need prior approval on a case by case basis, as the products metwiéd by

companies also would, which appears to mean reforms are needed to universigs.

For WMD EndUse Controls in the UK, Article 6 of the Export Control Order 2008 contains
W RRAGAZ2YIFE O2y iNRfa 2y (NI yaiagndNdchhigal § SOKy 2 f 2
FaaAadlyOS Ay NBfliA2y G2 2a5eQ 5L¢ adladSay
WLT &2dz 1y26 2 NIbéusdlidEafectibnittGaBAMD NI 6 A
programme you have a legal obligation to contact [the authorities] and ask for a
f A0Sy OSo®Q W2 a5 LldzNikdfch Gith e dé&lopfmentdza S Ay O2y
production, handling, operation, maintenance, storage, detectioenidication or
dissemination of chemical, biological or nuclear weapons or other nuclear explosive
devices, or the development, production, maintenance ossilés capable of
RSt AGSNAY I adz0OK 4SILRYyadPQ
5L¢ fa2 RSTAYSa WAy Epoysyvbichinayhe useddifedydnd a4 WA Y
weapon or missiler indirectly in WMD developme@t® LYy RANB OU dzaSa Ay Of dz
projects;research programms at universities or government laboratories-safeguarded
nuclear activities; civil space pidd YYSaQ w2dzNJ AdFf A0ae
I fA0SyO0OS A& NBIdZANBR AT (G(KS SELRNISNI Ww{iy26a
goods software or technology are intendedid WI y& NBf SGOFyd dzaSQd t | N
consult theConsolidated list of strategic militaryd duatuse items that require export
authorisation*”°only a few of whose categories are listed below.

475 https://www.gov.uk/government/publications/ulstrategicexport-controkHiststhe-consolidatedlist-of-
strategiemilitary-and-duatuse-items-that-require-exportauthorisation
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While controls exclude some basic scientific researdimdings that will be or are in the
public domain, this will not exclude all such reseéf&fagain, this also implies the need for
government to analyse the need for possible revision of what is meant by basic scientific

research). According to guidanged 3 dzZSR T2 NJ | OF RSYA0a o0& tNraSo

London with the support of the Foreigmé Commonwealth Offic#” W dyéh6f the item,
technology or software is not listed in the UK Consolidated Lists, a licence could also be
required if the exporte knows, has been informed or suspects there is a WMD enduse.

LG +AddRian¥l reStrictims can apply when dealing with countries that are subject to
sanctiorX which often have the effect of broadening the UK Consolidated Lists to include
items whichwould not normally be included in the UK Consolidated Qist.

t N22SO0 ! f LKI Qshows Wiy thi©fedeaddn may &t bedmbscribed even if

the research funding in general has been approved (for a broader research centre). If we
beginfromQua G A2y H o6WL& Al O2y iNRtfSRKQUL |4 0
with Chinaalf SF R G2 ol oW2a5 GSOKyz2f23& |aaradl
GKS FTROAOS A& WILILXe FT2N f A0OSyOS 66KAOK A&

Export ControlFlowchart

Decision tree (1) Was the Technology (2) The Technology: (3) End Use Controls and
numbers imported from the US? Control Status (4) Sanctions

1. US Origin? 3a2. WMD
Start —> Consider if UScontrolson~ —> 2. Is Controlled? — No ——y Technology > Yes == but not S —

deemed export are applicable Assistance?
ol subject to sanctions.

’ Yes No | |
= for Is there an OGEL
Is it dual use listed e
3b. Informed of - licence (which is which covers the
No  <—and going within the —> Y —— >
’ o WMD Concern? & -:iybu,’vv uemhnb;m

v No No Yes
- Nemau | ! l
‘ 3c. Aware of WMD M'ﬂ' .
* sl > Yes — © indvidual
Y ~ licence
v ) 4 Register
‘with the University
administrator who
Basic scientific - N - operates the
P Reseachr 0 ! . o6EL
v
No 3d.Suspect WMD 1 yoe 3 (Check with ECO.
cccccc
15 in public domain? — Yes — No Yes
¥ ! t
No Proceed. 1s the technology
Ucencenot - subjectto  ——»  No
\"\""f: sanctions?

{2dNDSY tNRP2SOG ! fLKIS YAydQa /2tfS538 [2YyR2Y O6HAMpPO

476 Research Services, University of Sheffield (2@iijlance on Export Control Legislation
https://lwww.sheffield.ac.uk/rs/export

MYAY3IAQa /2t S3S [ 2y R2 yProjeddMpha ahdSagsioiittod univegsityVédal & Hamp @
practitioners issue export control guidance for acadeimiigs://www.kcl.ac.uk/news/ppject-alphaand
associatiorof-universitylegalpractitionersissueexport-control-guidancefor-academia

478 bid.
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Qurrent UK control lists

The following are examples of goods and technologies on UK contrdfistieended only
to be indicative of some of the areas covered.

1 The UK Military List
Thisincludes:

1 Electronic guidance and navigation equipment

1 Vessels (sfiace or underwater);

1 ‘AircraftQUghter-than-air vehicleQWnmanned Aerial VehiclS8UAVS), aerc
engines anddircraftCequipment, related goods, and components as follows,
specialy designed or modified for military use:

o WAV€ Remotely Pilotedir Vehicles (RPVs), autonomous programmable
vehicles and unmannedighter-than-air vehicle

1 Launchers, recovery equipment and ground support equipment;

1 Euipment designed for command control; Propulsion aereengines and specially
designed componesttherefor;and

1 Electronic equipmentgpacecraffand components, not specified elsewhere in
[this]Schedule [including] Global Navigation Satellite Systems (GNSS) jamming
equipment and speially designed components therefor.

The listl f @&addtroldall electronic guidance and navigation equipment Goods and material,
coated, treated or prepared to provide signature suppression, specially designed for military
useQ

1 The UK DuaUse List

ThisA y Of dzZRSa (G KS LINPRdAzOG A2 A3 @ GBRNIOBIE & 2 ¥ RiIKES

1 Remotely operated vehicles;

1 [Various] netal alloys, metal alloy powder and alloyed matesjal

1 Metals in particle sizes of less than 60 um whether spherical, atomised, spheroidal,
flaked or ground, manufactured from material consigtiof 99per centor more of
zirconium, magnesium and alloys thereof;

1 Materials and devices for reduced observabsh as radar reflectivity,
ultraviolet/infrared,

1 [Various] ggnatures and acoustic sigtures[usablg in 'missiles' #hissile
subsystem®r unmanned aerial vehicles (specified; includes: a. Structural materials
and coatings specially designed for reduced radar reflectivity; b. Coatings, including
paints, specially designed for reducedtaitored reflectivity or emissivity in the
microwave infrared or ultraviolet regions of the electromagnetic spectrum)

479 https://lwww.gov.uk/guidance/ukstrategicexportcontrol-lists-the-consolidatedlist-of-strategiecmilitary-
and-dualuseitems
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1 A range of graphite, ceramic, and uHnagh temperature ceramic materiats
includingHafnium carbide (HfQincluding usable for migs components (such as
nosetips, reentry vehicles, leading edges, jet vanes, control surfaces or rocket
motor throat inserts) irthissile®[some]space launch vehiclgsome]sounding
rockets[or] 'missiles’)

1 Hafnium metdandalloys (with certain pperties)

Maraging steels useable in 'missiles’ (with certain properties)

1 Certain single or complex oxides of zirconium and complex oxides of silicon or
aluminium and

1 Robotsdesigned to comply with national safety standasgplicable to potentially
explosive munitions environmenj$o operate at high altitudes awithstandhigh
radiation

=

Under the Category of Telecommunications and Information Security:

1 Mobile telecommunications interception or jamming equipmgnt

1 Telemetry and telecontrol equipmeliiincluding ground equipment, designed or
modified forhissile©2 0 T

1 UYhformation securitgsystemsand componentsfor the control of\®®atellite
navigation systerfteceiving equipment containing or employing decryption

1 ‘@yptography for data confidentialiffhaving a#lescribed security algorithfin
some conditionsand

1 Certain systems, equipment and components for defeating, weakening or bypassing
Yhformation [W] securitglincluding$inctions designed to defeat crypgoaphic
mechanisms in order to derivanfidential variables or sensitive data, including clear
text, passwords or cryptographic k€ys

The dual list also includes:

1 HydrophonegincludingPlexible piezoelectric composi®@s) T
1 Gyros usable in missileand
1 Certain 'integrated navigation systesndesigned or modified for 'missiles’

Under theMarine category

1 Submersible vehicles and surface vessels

1 Unmanned submersible vehicles

1 ‘Robotgxspecially designed for underwater use, controlled by using a desticat
computer, and

1 Propellers, power trasmission systems, power generation systems @rthinnoise
reduction systems

Under Aerospace:

1 Aero gas turbine engines with various technologies
1 Ramijet, scramjet or ‘combined cycle engines’, apdcially designed components
therefor;
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1 Wnmanned aeribvehicleS{WAVS), unmanneddirshipfrelated equipmentdnd]
components [intuding] Air breathing reciprocating or rotary internal combustion
type engines, specially designed or modified to progdlV<br unmanned
HirshipRat altitudes above 1,240 metres (5M00 feet)

1 Vehicles for transport, handling, control, activation or laling, designed or
modified for space launch vehicles (specified elsewhere), sounding rockets (specified
elsewhere) oMhissile€2 T

1 Other4&chnologequiredor the Hevelopmentbr \HroductiorCdf any of the
following gas turbine blades, vanes#p shroud€2made from directionally
solidified (DS) or single crystal (SC) ajlapsl

1 Componentgmanufactured from organic®omposite€dnaterials designed to
operate alove 588K (31%).

Understealth technology

1 Materials specially designed for absorbing electromagnetic radiations, or intrinsically
conductive polymergand some raterials and devices for reduced observabkgh
as radar reflectivity, ultraviolet/infrarg signatures and acoustic signaturesusable
in some'missiles' $hissil€subsystems or unmanned aerial vehiglesless
formulated solely for civil applicatiojs

1 ‘Boftwareior analysis of reduced observablesich as radar reflectivity,
ultraviolet/infrared signatures and acoustic signaturesd

1 Some pulse radar crosgction measurement systems and components

Academic Technology Approval Scheme

The Academic Technology Approval Scheme (ATAS) applies to all international students
(apart from exenpt nationalities) who are subject to UK ingration control and are
intending to study at postgraduate level in certain sensitive subjdtstsubjects are those

GKSNBE ad0GdzRSyiaQ (y2¢6tSR3IS 02dzf R 6S dzaSR Ay

Conventional Miliary Technology (ACMT), WMDs, or their meaindelivery#2° These
students must apply for an Academic Technology Approval Scheme (ATAS) certificate before
they can study in the UK.

In this areaministers at the National Security Committee2020signed offplans for
stricter controls over the ATABr Chinese posgraduate students from research
institutions with links to the PL& This includes within cyber security and aviation.

480 hitps://www.gov.uk/quidance/academitechnolagy-approvalscheme
481 hitps://www.thetimes.co.uk/article/chinesestudentsface-banamid-securityfearsnmp7plwch
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US and Japanese sanctions on Chinese defiekesl universities and
comparnes

The US now bans US investment in or by a large number of Chinese companies, having
added dozens of Chinese companies to the Entity List in 2020.

These lists apply different types of sanctions depending on whether companies have military
ties or whetler they are, for example, telecoms firms whose involvement in US

infrastructure is deemed undesirable, who may be banned from involvement and from
receiving certain exports of goods.

¢ KS LINBGJA 2dza | Qommdre¥ SegrataryiilNdr Mossatafedthat the US will

Hot allow advanced US technology to help build the military of an increasingly belligerent
adversary®2¢ KS Ay Of dzaA 2y 2 F /Skmigomdartor Mariifadukinga OK A LJY
International CorporatiofSMIC), for example, despite lesgedi military involvement than

20KSNI FANYAZ /oK AY YR EcikiNsiomOUREF)ak@ctrirk and evidence of

activities between SMIC and entitiesaafncern in the Chinese military industrial comp{ex.

In June 2020, the US Department of Coence Bureau of Industry and Security (BIS) added
33 Chinese firms and institutions to the list of entities banned from receiving various
exports, reexports or transferg®3lts full entity list®*and military enduser list®®includes
manycompanies and institionsdiscussed itthis report. On18 December 202@he US
governmentadded 59 companies to the entity list for a combination of human rights
abusesincludingfor the use of surveillance technology, IP theft, and activities that
generallyundermine natbnal security.

TheDepartment of Defensenaintains dist of PR@Companiesanctioned due to Chinese
military backingoursuant the National Defense Authorization Athese sanctions involve
asset blocking and visa restrictigrasd are the equivalent ohclusion on the Specially
Designated Nationals and Blocked Persons List ($pitallyprohibiting financial
transactions with & individual$® The DOD states:

WKS 5SLINIGYSYG Aa RSUOSNNYAYSRRepablickiA 3Kt A I K
[ KA Y | DMilitagy-Ciwil/[Fusion development strategy, which supports the
Y2RSNYAT FGA2y 321 fa 2F GKS tS2L) SQa [ AoSN
advanced technologies and expertise acquired and developed by even those PRC
companies, universities, andcesearch programs that appear to be civilian entit@¥s.

482 https://www.cnbc.com/2020/12/18/usaddschinesedrone-companydji-to-economieblacklist.html

483 https://www.pillsburylaw.com/en/newsand-insights/updatedlist-of-us-nationaktsecurityactions
impactingsupplychains.html

484 https://www.bis.doc.gov/index.php/documents/regulatiordocs/2326supplementno-4-to-part-744-
entity-list-4/file

485 hitps://www.bis.doc.gov/index.php/policguidance/listsof-parties-of-concern/1770

486 | bid.

487 https://www.defense.gov/Newsroom/Releases/Release/Article/2328894/detbasedist-of-additionak
companiesin-accordancewith-section1237-of-fy/
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Aviation Industry Corporation of China (AVIC)
China Aerospace Science and Technology Corporation (CASC)
China Aerospace Science dndustry Corg.

China Electronics Technology Group Corp.
China South Industries Group Corp.

China Shipbuilding Industry Carp.

China State Shipbuilding Carp.

China North Industries Groyplorinco);

Hangzhou Hikvision Digithechnology Co.
Huawei Techaologies Cq.

Inspur Group Co.

Aero Engine Corporation of Chi(lECC);

China Railway Construction Caqrp.

CRRC Corp.

Panda Electronics Group Co.

Dawning Information Industry Go.

China Mobile Communications Group Co.

China General Nuclear Power Corp.

China National Nuclear Corp.

China Telecommunications Carp.

China Communications Construction Co.

China Academy of Launch Vehicle Technglogy
China Spacesat Co.

China United Network Communications Group; Co.
China Eletronics Corp.

China National Chewal Engineering Group Corp.
China National Chemical Carp.

Sinochem Group Co.

China State Construction Group Co.

China Three Gorges Carp.

China Nuclear Engineering & Construction Gorp.
Xiaomi; and

Commerciaircrat Corporation of ChinefCOMAC).
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488 hitps://media.defense.qov/2020/Aug/28/2002486659/ -

1/1/LINK 2 1237 TRANCHE 1 QUALIFIYING ENTITIES.PDF

489 hitps://media.defensegov/2020/Aug/28/20024866891/-1/1/LINK 1 1237 TRANGHE

23 QUALIFYING ENTITIES.PDF

490 https://www.bloomberg.com/news/articles/R20-11-18/here-s-a-list-of-31-chinesefirms-namedin-u-s-
investmentban
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